evidencéni &islo smiouvy CNB: 92-358-12

Smicuva
o dodavce automatické spravy hesel privilegovanjch aétd

uzaviend podle § 269 odst.2 zdkona & 513/1991 Sb., obchodn zakonik, ve znéni pozdéjsich

piedpis a zikona £.120/2001 Sb. autorsky zakon, ve znéni pozdéidich pfedpist

Smluvni strany

Ceskd nirodni banka
Na Pikopé 28, 115 03 Praha 1
zastoupeni:  Ing. Vladimir MojZi¥ek, feditel sekce informatiky

a
Ing. Zdenék Virius, fedite] sekee spravnf

ICO: 48136450
DIC: CZ48136450

a

(déle jen ,,objednatel” nebo také ,,CNB*)

Risk Analysis Consultants, s. r.o.

zapsand v obchodnim rejstfiku vedeném Meéstskym soudem v Praze
oddil C, vloZka 36666

jednajici: Ing. Michal Z1paj, MBA, jednatel

Konviktskd 24, 110 00 Praha 1, Cesk4 republika

1C:

63672774

DIC: CZ63672774

(déle jen ,poskytovatel*)

Clének I
Predmét smlouvy a misto pinéni

Poskytovatel se zavazuje dodal, nainstalovat a implementovat produkt, kierym je
softwarové Feleni pro zajisténi automatické sprévy hesel privilegovanych Gétd v prostrech
CNB, véetng centralni 5pravy, jehoZ bliZsi specifikace je uvedena v p¥floze &. 1 (ddle jen*
SW felent nebo “SW)., SW feSeni a pfisluiné akrualizace musi spliiovat veskeré
poZadavky objednatele uvedené v pfiloze ¢. 2 této smiouvy.

Soucdsti plogni je dale zaZkoleni zaméstnanct objednatele, poskytuti spolufast
poskytovatele pfi akceptatnich testech a dodéni dokumentace podie &1 1l odst. 1 pism. b),

Poskytovalel se zavazaje v rAmei plnéni podle této smiouvy nainstalovat nejnov&jsi verzi
programovych prostiedkd, kters hude vyrobeem v dobé plnéni uvedena na trh,

Predmétem této smlouvy je déle zivazek poskytovatele poskytovat objednateli po dobu
ucinnosti této smlouvy provozni podporu spodivajici v odstratiovani vad,

Dale se poskytovatel zavazuje poskytovat po dobu (¢innosti tto smlouvy podpory licenci
spo€ivajici v poskytovani aktualizaci SW,
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6. Mistem plnéni budou prostory vypoéemiho stéediska v objektu objednatele na adrese:
Na Pfikopé 28, 115 03 Praha 1.

7. Objednatel se zavazuje za poskytoutd pinénf hradit ceny dle &1. V.,

Clanek I
Priibéh pinéni .

1. Plnéni podle €l. I odst. 1 a 2 bude realizovéno v etapfch takto:

a) Prvni etapa - ANALYZA a vypracovéni implementatufho postupu:

poskytovatel se zavazuje na zikladé analjzy systémového prostiedi CNB
vypracovat implementa&ni postup.

implementaéni postup bude obsahovat:
o Popis nasazeni SW do prostfedi objednatele vietng konfigurace
o Harmonogram implementace SW
o Ndroky na sou¢innost objednatele

b} Druhd etapa - IMPLEMENTACE:

tato faze zahrnuje pfedeviim:

kompletni dodévku, instalaci & nastaveni SW fedeni v systémovém prosttedi CNB;
provedeni funkénich testt SW feseni v prostiedi CNR
vypracovdni a pfedani dokumentace SW Yeen{ v deském nebo anglickém jazyce:
o Uzivatelskd dokumentace
o Administritorskd dokumentace
o Instalatni dokumentace (podrobny instalaéni postup)
zgjisténi Skoleni v rozsahu minimalng 2 pracovnich dnét (1 den = 8 pracovnich
hodin), spogivajiciho zejména v
- pouzivani a konfigurovéni fidici komponenty,
- ovladdni a nastavovéni vlastafho produktu,
pfedani médii (CD, DVD, disk), na kterych je ulo¥ena instalace SW tedeni
a veSkerd dokumentace v jednom z formati M$ Office 2003, PDF,

€) Tteti etapa—~ AKCEPTACNI TESTY:

Objednatel provede akceptaéni testy SW Fe¥eni jako celku ve lhisd do
pracovnich dnG od pfevzet! druhé etapy. Poskytovatel souhlasi s tim, Ze akceptaéni
testovani bude provadét objednatel.

Objednavatel rovng% ovefi zda dodané SW fedeni spifiuje poZadavky uvedené
v pfiloze 2.

Akceptaloi testy jsou ukondeny nahla¥enim vysiedkn a predinim sezmamu
nalezenjych vad. Pe odstrandni podstatnych vad budou akceptatni testy celé
opakovany a ovet tak kvalitu pfeddvaného SW fedeni nebo jeho &asti, U ostatnich
vad se provedou akceptalni testy s ohledem na ovifeni tefeni pouze pfisluiné
vady.

Podstatné vady jsou vady, které zplisobuji tak zdvaZné problémy, Ze objednatel nemize
produkt nebo jeho kl{tovou &4st pouzivat, ovladat nebo nenf zaji¥téna jeho zakladni funkce
v souladu s dokumentaci.

2. Objednate] pfevezme SW fefen! podpisem zévEre&ného akceptaéniho protokolu dle &. V.
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Clének 111
Lhity plaéni

1. Poskytovatel poskytne objednateti pin&ni dle &lanku [ odst. 1 a 2 do 8 tydod ode dne
podpisu smlouvy.

2. Poskytovatel se zavazuje dokondit a uzavfit jednotlivé etapy v ndsledujicich thittach:

a) 1. etapu do 2 tydn od podpisu smlouvy,
b} 2. etapu do 5 tydni od podpisu smiouvy,
¢) 3. efapu do 3 tydni od ukongenf druhé etapy,

3. Lhity uvedené v odstavci 2 tohoto &lanku mohou byt na zikladé dohody objednatele
a poskytovaiele prodlouZeny formou zépisu podepsaného povéfenymi osobami
objednatele a poskylovatele. Zépis bude mit G&inky dodatkn ke smlouvs. V zdpisu bude

rovnéZ uvedeno, zda a o jakou dobu se prodlouZenim Thiity pro danou etapu prodluznje
Ihiita pro celé pinéni stanovend v odstavei 1 tohoto &lanku.

4. Povéfenymi osobami jsou:

a) za objednatele:

Lubo§ Mindr, tel. &.: 22441 2606, e-mail: Jubos.minar@cnb.cz, nebo
Robert Lederer, tel. &.: 22441 2669, e-mail: robert.lederer@cenb.cz,

b) za poskytovatele:

Ing. Maridn Svetlik, tel. &.: 221 628 400, e-mail: gvetlik@rac.cz, nebo
Ing. Jiif Holoska, Ph.D_tel. &.: 221 628 400, e-mail: holoska@rac.cz.

5. Smluvni strany se zavazuji ohldstit zménu povéfenych osob nebo kontaktnich Gdajit
podle tohoto &lanku nebo podie Slanku VIodst. 6 nejpozd&ji nasledujici pracovni den
po provedeni zmény na e-mailové adresy povéfenych osob.

Clanek IV
Akeeptace pFedmEtu plnéni smlouyy

1. Po ukonteni prvni a druhé etapy pfedloZi poskyiovatel vysledek jim provedenych praci
k posouzeni a odsouhlaseni objednateli v akceptaénim fizend. O vysledku akceptacntho
flzeni bude sepsin akceptalni protokol zhotoveny objednatelem. Kazda efapa bude

povaZovina za Uspéiné ukondenou pouze, pokud bude vysledek praci prosty vad,
nerozhodne-li objednatel jinak.

2. K akcepiatnimu protokolu vyhotovenému objednatelem  vyjadii poskytovatel své
stanovisko vZdy nejpozd&ji do 2 pracovnich dni od jeho obdrZeni. Pokud tak neudini, ma
se za to, Ze s uvedenym zdvérem souhlast,

3. Pokud objednatel pro vady neodsouhlasi pfedmét praci provedeny v dané etapé,
pfipominky sdéli poskytovateli do 2 pracovnich dni od pfevzeti vysledkid provedenych
pracf. V takovém pfipad€ neni poskytovatel opravnén pokrafovat v navazujici etapg,
dokud nebudou vady odstranény a objednatel pFedmét praci neodsouhlasi bez vyhrad
a nebo pokud se objednatel nerozhodne odsouhlasit pfedmét pract s vyhradami. V takovém
piipadg budou jednotlivé vyhrady zaznamendany v akceptatnim protokolu a poskytovatel je
opravrén pokracovat v navazujici etapé.
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4. Objednatel pfevezme SW feSeni pouze tehdy, pokud:

byly odsouhlaseny viechny dilé etapy a pfipadné vady byly odstranény,
poskytovatel dodal kompletni SW feSeni prosté vad a vietnd poZadované
dokumentace,

poskytovatel poskyt] vedkeré pottebné licence pro provoz SW feden,

poskytovatel pfedal v elektronické podob& na sjednaném datovém médiu
(napt. CD, DVD) veskeré podklady a dokumenty potiebné ke sprave, Gdrzbe.

5. Prevzeti SW fefeni bude uskutetnéno podpisem zéviredného akceptadniho protokolu.
Tim je plnéni pfeddno objednateli k b&#nému provoznfmu VyuZiti.

Clének V
Ceny plnénf, mno#stvi a platebni podminky

1. Cena za plnéni dle &lanku I odst. 1 a 2 byla stanovena dohodou smiuvnich stran a &
celkem 650 533,75 K& bez DPH. Ztoho cena doddvky véetnd dokumentace &ni
550533,75 K& a cena implementace vEetnd instaladni dokumentace &ini 100 000 K¢.
V cené dodavky je zahrnuta i cena licenci a za¥kolen.

2. Cena za rotni podporu provoza dle &L [ odst. 4 je zahmmuta v ceng za podporu licenci dle
¢l. Todst. 5.

3. Cena za ro¢ni podporu ficenci dle &. 1 odst 5 ode dne podpisu zavéredného akeeptatniho
protokolu byla stanovena dohodou smluvnich stran ve vy 86 866,56 K& bez DPH.

4. K cendm uvedenym v odst. 1, 2 3 3 bude Gidtovéna DPH v sazbé plamé v den uskutetnéni

zdanitelného plngni. Ceny uvedené v odst. 1, 2 a 3 zahrnuji veskeré naklady poskytovatele
spojené 8 plnénim podle této smlouvy.

5. Uhrada ceny dle odst. 1 bude provedena na zdkladé dafiového dokladu, kiery je

poskytovatel oprdvnén vystavit nejdfive vden podpisn zévéredného akeeptaéniho
protokolu. '

6. Uhrada ceny dle odst. 2 a 3 bude providéna vidy rofné pedem, a to na zaklad® dafiového

dokladu, kter§ je poskytovatel oprévngn vystavit nejdiive 30 dni) pred za4tkem obdobi,
na které se plati.

1. Datiovy doklad bude vedle néleZitost{ stanovenych zékonem o DPH a § 13a obehodnfho
zikoniku obsahovat i evidenéni ¢islo smlouvy objednatele. V ptipads, Ze datiovy doklad
bude postradat nékterou ztéchto nélezitosti nebo bude obsahovat chybné udaje, je
objednatel opravnén vratit vadny dafiovy doklad poskytovateli. Nova thita splatnosti
zaCind béZet dnem doruen{ bezvadného dafiového dokladu. Danovy doklad zafle
poskytovatel na adresu:

Ceské nérodni banka

sekce rozpodtu a Géetnictvi
odbor centralni G8tarma

Na Pikopé 28

11503 Praha 1.

8. Splatnost daftového dokladu je 14 dni od dorudeni objednateli. Povinnost zaplatit je
splngna odepsénim pifsiusné astky z (&tu objednatele ve prospéch G&tu poskytovatele.
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Clanek VI
Podpora

1. Poskyiovatel rugi za to, Ze SW tefeni bude funkéni a schopné poufiti v prostiedi
objednatele a bude odpovidat poZadavkim objednatele uvedenym v pFiloze & 2
a vlastnostem a parametrim deklarovanym v piloze ¢. 1 a v dokumentaci.

Poskytovatel bude v rimei poskytovanf podpory provozn cdstrafiovat zévady. Podpora

bude poskytovéna jen v pracovni dny v pracovni dobé objednatele v dobé od 8.00 hod.
do 16,30 hod.

3. Poskyiovatel zahdji odstrafiovani zévady nejpozd&i do 6 pracovnich hodin od ohlaent
zhvady objednatelem, nedohodnou-li se povifené osoby smluvnich stran v konkrétnim
pfipadé jinak.

4. V odstratiovéni zévady bude poskytovatel pokragoval bez neodGvodnéného prerudent
azdo odstranéni zdvady. Poskytovatel odstrani podstainou  vadu vymezenou
v &L 1T odst. 1 pism. ¢) do 1 pracovaiho dne od jejtho nahléeni v soulady s odst. 5 tohoto

Clénku. Ostatni vady poskytovatel odstrani do 15 kalendainich dntl, nedohodnou-li
s¢ povéienc osoby smluvnich stran v konkeétnim péipad? jinak.

5. Potfebu podpory provozu ohlasuje objednatel poskytovateli telefonicky na telefonni &islo
poskytovaiele 221 628 400 v dob& od 8:00 do 17:00 hod. s naslednym pisemnym

potvrzenim e-mailem na e-mailovou adrese holoska@rac.cz nebo potfebu podpory

objednate] nahlasuje e-mailem na mailovou adresu poskytovatele uvedenou v tomto
odstavci.

6. Poskytovatel je povinen potvrdit piijeti ozndmeni ulinéné v pracovni dny
od 8:00 do 16:30 do 2 hodin od doruteni. Oznameni uginénd po 16:30 hod. se povazuji
za ozndmené v 8:00 hod. nisledujici pracovni den.

7. Poskytovatel poskytne objednateli aktualizace SW bez zbytedného odkladu, nejpozdji
do 30 dnfi od uvedenf SW virobcem na evropsky trh. Aktualizac{ SW je minéna jakdkoliv

aktualizace vyvoland aktualizaci sw. prostfedi (aplikadni server, DB, firewall atd. ), a déle
vlastnim rozvojem dodédvaného systému,

8. Poskytovaiel je srozumén s tim, Ze veikerd komunikace p¥i plnéni této smlouvy bude
mezi objednatelem a pracovniky poskytovatele probifiat v Seském jazyce.

Clinek VII
Licenni ujedndni

1. Pro SW je poskytovana nevyhradni, nepfevoditelnd, neddliteind, Gasové a tzemnd
neomezend  muliilicence, tj. prave uZii  pro  S00  koncovych  zafizenf
objednatele 30 uZivatell a aplikaci (systém bude vyuZivat 25 administratortt a 5 aplikaci,
koncova zatizeni: 80 unix/linux serveri, 70 DB, 200 windows servertl, 130 sifovych prvki
a 20 ostatnich zatizend). Prévo uZfvan{ SW dle této smlouvy piechdzi na objednatele dnem
podpisu zévéreiného akceptatniho protokolu

2. Objednatel nenf povinen licenci vyuZit.

3. Soutasti licence je pfisluiné dokumentace v elekironické podobg.
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3.

. Poskytovaiel prohlafuje, Ze prdva, kterd touto smlouvon poskytuje, mu nalezf

bez jakéhokoliv omezeni, a odpovida za $kodu, kters by objednateli vznikla, pokud by toto
prohladeni bylo nepravdivé.

- Licence poskytnuté dle této smlouvy se vziahujl 1 na vedkeré poskytnuté aktualizace

(1j. update/upgrade/patch/hotfix atd.),

Clének VIII
Mitenlivost, bezpetnostni poZadavky objednatele

Poskytovatel se zavazuje zajistit, 7 jeho pracovnici, kteff se budou na pinéni podle této
smlouvy podilet, zachovaji miSenlivost o vech skutegnostech, se kierymi se u objednatele
seznami, a které nejsou vefejné zndmy. Povinnost mldenlivosti nenf &asove omezena,

Poskylovatel se zavazuje v ploém rozsahu dodrZovat bezpeénostni poZadavky objednatele,
které jsou uvedeny v pifloze & 3 iéto smlouvy.

Die § 6 zékona &. 10172000 Sb., o ochrang osobnich dajli, ve znéni pozd&j§ich predpisii
(dale jen ,ZOOU*), strany sjednaly:

a) Zpracovéni veskerych osobnich tidajti objednatelem, ktery je ve smyslu ZOOU
zpracovatelem, probiha podle ZOOU, zejména je zpracovatel povinen ve smysiu
§7 ZOOU splnit obdobné viechny povinnosti stanovené v § § ZOOU
pro sprivce osobnich idaji.

b} Toto ujedndni o zpracovan{ osobnich 1idajl se uzavird za Gielem zajisténi
evidence o0sob vstupujicich do objektu CNB a spravy piistupového systému CNB
zpisobem, v rozsahu a postupem dle smlouvy, jejimz je toto wjednani dle § 6
ZOOU soutastl. Rozsah zpracovani osobnich fidaji’ bude odpovidat el
zpracovani, tedy bude obsahovat identifikadni osobni tdaje (jméno, pifjmeni
atislo prikkazu totoZnosti zaméstnancil poskytovatele). Zpracovani osobnich
tidajli podle tohoto ujedndn se gjedniva na dobu existence z4vazkového vztahu
vzniklého ze smlouvy, jejiz soudsti je toto ujedndni, nejpozdéji do likvidace
posledntho osobniho Gdaje zpracovatelem ve smysly povinnesti zlikvidovat
osobni idaje podle ZOOU.

¢} Objednatel poskytuje poskytovateli nésledujici  zdruky  technického
a organizaéniho zabezpedeni ochrany osobnich Gdaj:

o vedkeré materidly s osobnimi Gdaji jsou zajistény v uzamykatelném nabytku
v uzam&enych prostorach v sidle objednatele,

o viechny osobni tdaje jsou nédslednd zpracovavany na PC, kters jsou
zabezpelena heslem, a jsou pfistupné pouze vybranym zaméstnancim
objednatele,

o otganizace a povinnosti zaméstnancli objednatele ohledné ochrany osobnich
Udajli, jsou staneveny ve vnitinfm pfedpisu objednatele. '

Clének IX

Uvefejnéni smlouvy, vy¥e skatené uhrazené ceny a seznamu subdodavateli

1. Poskytovatel si je védom zikonné povinnosti objednatele uvetejnis na svém profilu tuto

smlouvu vietnd viech jejich ptpadnych zmén a dodatkd, v§¥i skuteln? uhrazené ceny
zaplnni této smlouvy a seznam subdodavatell, kterym poskytovatel za plnéni
subdodavky uhradil vice neZ 10 % z ceny za pinéni die této smlouvy.
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. Profilem objednaiele je elektronicky ndstroj, prostfednictvim kiterého objednatel, jako

vefejny zadavatel dle zikona &, 137/2006 Sb., o vetejnych zakézkach, ve zn¥ni pozdijiich
piedpistt (déle jen ,ZVZ®) uvefejfiyje informace 2 dokumenty ke svym vefejnym
zakazkém zpfisobem, ktery umoZiiuje neomezeny a pfimy dalkovy piistup, pfitemz
profilem objednatele v dob& uzavieni této smlouvy je www.vhodne-uverejneni.cz.

Poskytovatel je povinen dle § 147a odst. 4 ZVZ predloZit objednateli vdy nejpozdgji
do 28. tnora nésledujictho kalendafniho roku seznam subdedavateld, jim# za plnéni
subdoddvky uhradil vice ne? 10 % z &sti ceny uhrazené objednatelem poskytovateli
za pInéni dle této smlouvy. Poskytovatel zasle seznam objednateli na adresu;

Ceské nérodni banka

sekce spravni

odbor obchodni

Na Piikopé 28

11503 Praha 1.

Povinnost uvefejiovani dle tohoto &ldnkn je objednateli uloZena § 147a ZVZ
a uvefejfiovan{ bude provadéno dle ZVZ a ptislugného providiciho predpisu ZVZ.

Clének X
Smluvni pokuty, virok z prodleni

V ptipadg, Ze se v priibéhu plnéni podle &ldnku II prokaZe, Ze nebyl poskytovaielem
spinén jakykoliv poZadavek objednatele uvedeny v pifloze & 2 mé objednatel pravo
pozadovat smiuvni pokutu ve vydi 1000 K& za kazdy piipad nedodrfeni poZadavku.
Tim neni dotéeno prévo na odstoupeni od smlouvy ani na nahradu vzniklé Zkody.

V piipadg, Ze poskytovatel nedodrzi zdvaznou thitu pro predani plnéni dle &l. III odst. 1
nebo pro Uspéiné ukondeni piisluiné etapy dle &L I odst. 2, pipadné prodlouZenou
podle €. 111 odst. 3, uhradf objednateli smluvni pokutu ve vy 1 000 K& za kaXdy den
prodleni. To neplati, pokud k prodieni poskytovatele doflo z dfivodd na strané objednatele,

V piipade prodleni poskytovatele ve thit® pro zahdjeni odstranéni zavady podle &lanku VI
odst. 3 je objednatel opravnén poZadovat smluvni pokutu ve vyii K& 200 za kaZdou
pracovni hodinu prodlent.

V pfipadé prodleni poskytovatele ve kterékoli thité podle &lanku V1 odst. 4 je objednatel
oprivnén poZadovat smluvni pokutu ve vysi 1 000 K& za kady pracovni den prodleni.

V pfipadé prodleni poskytovatele ve thiité podle Elankn VI odst. 7 je objednatel opravnén
pozadovat smluvni pokutu ve vysi 1 000 K& za kazdy pracovni den prodieni,

V piipadé prodleni objednatele sdhradou dafiového dokladu mé poskytovatel prévo
poZadovat Grok 2z prodleni podle piisludnych ustanoveni pfedpisi obdanského prava.
Smiuvni pokuta a drok z prodlend jsou splatné do 14 dnii ode dne dorudeni platebniho
dokladu povinné smluvni strang. Povinnost zaplatit je splnéna odepsanim pFislusné Castky
z uétu povinnehe ve prospéch Gétu opravndného.

Smluvni pokutou nenf dotéen nérok na nahradu gkody.

Smluvni strany se ve smyslu ustanoveni § 364 obchodniho zékoniku dohodly,
Ze objednatel  je  opravnén - zapolist jakoukoli svou penéZitou pohleddvku

za poskytovatelm, at splatnou & nesplatnou, oproti jakékoli pendZzité pohledévee
poskytovatele za objednatelm, at’ splatiné ¢i nesplatné.
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Clanek X1
Deba trvini smlouvy, v¥povid, odstonpeni od smlouvy

. Smlouva se v &4sti poskytovén{ provozni podpory a podpory licenc! uzavirs na dobu

neuréiton.

- Smlouvu Ize v &isti provozni podpory a podpory Ticencf ukonéit pisemnou vypovedi,

kterd musi byt dorudena druhé smiuvnf strand nejpozdéji 3 mésice prede dnem uplynutf
pledplacené doby provozni podpory nebo podpory licenci s tim, e zévazky tykajici se

poskytovani provozni podpory nebo podpory licencs zanikajf uplynutim posledniho dne
piedplacené doby podpory.

. Smluvni strany se dohodly, e ol;jednatel 3¢ opravngn kdykoliv v pribshu insolventniho

fizeni zahdjeného na majetek poskytovatele vypovéd&t tuto smlouva v dasti tykajici
se poskytovéni podpory, a to ve 14 denni vypovédni 1hits, kters poding bdret dnem
nasledujicim po dorudeni pisemné vypovedi poskytovateli. V ptpade, ¥e Hdinnost
smlouvy skon¥f pred koncem wgtovaciho obdobi, veas poskytovatel ohjednateli alikvotni
¢ast piedplacené ceny plnéni.

. Porudi-li kterakoliv strana podstatnym zpisobem zévazky vyplyvajici z této smlouvy,

mé drubd strana privo odstoupit od smlouvy, a to prostfednictvim pisemného odstoupen,

Takové odstoupeni bude platné a nabude Géinnosti dnem Jeho dorudeni druhé smluvni
strané.

+ Za podstainé porudent smlouvy strany povasuji zejména tyto pifpady:

a) objedmatel neuhradi poskytovateli cemu ve Ihité 30 dng po dni jejl splatnosti
ani po pisemném ozndmeni poskytovatele,

b) dodané SW feleni, nebo ngkters jeho komponenta, nebude spifiovat vedkeré
poZadavky dle této smlogvy,

c) systém peni zplsobil§ pracovat v ramei systémového prostfed! CNB - napt. neni plng
kompatibilni s operaénimi systémy (jejich verzemi), databdzemi (jejich verzemi)
a aplikacemi (jejich verzemi),

d) poskytovatel bude v prodleni s ptedénim plnénim nebo kterékoliv etapy plnénf del§im
nez 30 dndl.

. Odstoupeni od smlouvy je Udinné dorudenim pisemného oznimeni o odstoupeni

poskytovateli.

Clanek XI1
Ostatni vjednani

Poskytovatel timte prohladuje, Ze je ke dni uzavieni této smlouvy pojistén pro ptipad vaniku
odpovédnosti za Skodu zplisobenou tietl osob& v souvislosti s plnénim této smlouvy,
a0 § pojistnym plnénim ve vy3i nejmeén 2 000 000 K& 2 jeho spohuixéast nepfevyiuje 5%,
Poskytovatel se zavazuje, Ze pojistén v uvedené vyii a rozsahu zdistane Gdinné po celou dobu
(¢innosti této smlouvy, a do p&ti pracovnich dnmii od vyzvy objednatele je poskytovatel
poviner toto objednateli prokdzat.

Clinek XTI
Zavérelnd ustanoveni

1. Smlouva nabyva platnosti a G¢innosti dnem podpisu obéma smivvaim{ stranami.



i
F

ljlévfdend‘ni dislo smlouvy CNB: 92.358-12

/ 2. Smlouva miiZe byt ménéna a dopliiovana pouze formon pisemnych vzestupng &islovanych
dodatkt podepsanych ob&ma smiuvnimi stranami, neni-3i ve smiouvé stanoveno jinak,

3. Smluvni strany se dohodly, Ze zdvazkovy vziah zaloZeny touto smlouvou, se FHdf zakonem

€. 513/1991 Sb., obchodni zakenik, ve znénf pozdgjsich predpisiy pfedpisd a zékonem &,
12112000 Sb., autorsky zdkon,ve znéni pozdijiich predpist.

4. Tato smlouva je sepséna v Seském jazyce. Veskera komunikace mezi smluvnimi stranami
vztahujic{ se k této smiouvé bude probihat v Zeském nebo slovenském jazyce, nebude-li
smluvnimi stranami v konkrétnim ptipadé dohodnuto jinak

5. Smluvni strany se dohodly, %e p¥padny spor, ktery wvinikne z této smlouvy nebo
v souvislosti s nf bude rozhodovén vyluéng podle &eského prava obecnymi soudy v Ceské
republice.

6. Smlouva je vyhotovena ve tfech vyhotovenich s platnosti originglu, z nich? objednatel
obdrZi dvé a poskytovatel jedno vyhotoven.

Piilohy: ¢. 1 — Technickd specifikace praduktu

€. 2 - Technické poZadavky objednatele
& 3 - Bezpednostni poZadavky objednatele

v Praze dne: 25 40 19012 V Praze dne: ?24[ Y 2012

Za objednatele: Za poskytovatele:

Ing Michal Zipaj, MBA )
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RESENi CYBER-ARK PIM

PIM je zékladnim feSenim nabfzenym firmou Cyber-Ark, Jedn4 se o ,state of art” feSent
na spravu a fizeni sdilengch privilegovanych acti.

Zakladem systému je zabezpefené dlozidts Vault neboli datovy frezor pro ukladant
dokumentfi, hesel k privilegovanym @&tim, video zdznami sezeni a log udalost,

Pomoci modulu Application Identity Management (AIM), Ize zakladni funkcionalitu
rozsifit o spravu aplika¢nich hesel. Aplikaén hesla jsou koncipovéna jako jednorazova hesla

a nahrazuji hesla, kterd se b&#ng vyskytuji v ditelné forms vrlznjch konfiguracnich
souborech zejména u webovych aplikact.

Cyber-Ark umozituje vyjma fizeni hesel a prosazovani politik pro Zivotni cykly
privilegovanych i aplikadnich hesel také ¥izens uZtvatelskych pifstupl k jednotlivym
spravovanym administratorskym identitam.

Z uZivatelského pohledu jde o centralizovanou databazi dostupnych administritorskych
identit dostupnych skrze webovou aplikaci.

Uroveft opravagni administrdtorskych Gt na systémech Microsoft Windows a
GNU/Linux lze centralizovang ¥idit pomoci modulu On-demand-Privileges (OPM). Modul
OPM umoZituje definovat riiznym nZivateliim vyuZivat jen specifické privilegované operace,
které pokryvajf jejich béZnou pracovni népl#. Veskeré pokusy o pHstup k neautorizovanym
operacim jsou bezpedné zaznamenany v datovém trezoru, kde lze zamezit pokustim o
ipravy nebo odstranéni téchto zéznamii.

Pokud zdznamy o udélostech z modulu pro Hzeni plistupt k privilegovanym identitam
nejson dostatetng prikazné, nebo jsou vyzadovany detailn&j$i informace o provedenych
operacich v ramci aktivnich sezent, je moZné pro potteby auditd vytvatet modulem Privilege
Session Managementt (PSM) zdznamy aktvnich sezent. Zaznamy aktivnich sezenf obsahuijt
na systémech Windows video ziznam celé obrazovky a Ize tak bezpeéné urgit jaké operace
administrator na systému provadsl. Zaznam ze systému GNU/Linux nebo Unix navic
obsahuje i pfepis pfikazit zadanych do terminalu v textové podobé. Oba druhy zdznamt

jsou uloZeny v trezoru, obsah zéznami je zpfistupnén pouze uzivateltim s opravnénim
LAuditor”,

Systémové vypadky na hardwarové, softwarové nebo sifové drovni lze zabezpetit
pomoci modulilt High Availability a Disaster recovery, zajiStujici zdloZni feeni pro p¥ipad
necekaného vypadkn.

Detailni informace o produkiu lze ziskat zpfehledového dokumentu FIM
SOLUTION OVERVIEW 2012“ od firmy Cyber-Ark.

© 2012 Risk Analysis Consultants 5219 R A ' cs
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PIM SOLUTION OVERVIEW 2012

An Integrated Approach to Privileged
Identity Management;

Solution Overview
June 2012

1. THE CHALLENGES OF MANAGING PRIVILEGED IDENTITIES

In today’s environment, organizations spend a lot of time and money building a
sophisticated infrastructure to ensure the security of their enterprise and seamless business
continuity. A typical infrastructure is comprised of many components, such as servers,
firewalls, databases and network devices, all of which are controlled using a variety of
privileged and elevated accounts, also known as break-glass, emergency or fire IDs. These
accounts have full access and authorizations on the infrastructure and are the most powerfut
in the organization. There are often hundreds, if not thousands, of these powerful accounts
in a typical environment. It is very common practice to properly manage all system accounts,
and have every user's password reset every few weeks or menths. Irenically, privileged
accounts and their passwords, which are the most powerful in the organization, are often
neglected, remain unmanaged, and rarely changed and is further made complex with the
need to monitor their session activities.

In some cases, these accounts are required, not only by internal IT personnel, but also by
external 3w party vendors and, thus, require extra care, such as secure remote access and
secure session initiation without exposing the credentials. Powerful passwords are also often
hard coded inside applications, scripts and parameter files, leaving them unsecured, rarely
changed and visible to the world.

Privileged accounts are the keys to every asset in the enterprise, and therefore,
mismanagement of privileged accounts imposes great risks fo the organization;

Audit failures ~ Leaving passwords unchanged and unaudited compromises compliance
regulations (such as Sarbanes Oxley, PCI and Basel II) which require organizations to
provide accountability about who accessed shared accounts, what was done, and whether
passwords were protected and updated according to policy.

Security risk — Traditionally the risk of the insider threat has been 2 major driver for a
PIM solution, where employees can harm the organization they work for when no one
expects them to do so, They are able to do so because they know the root password of all
servers (which is also identical across all servers), and there was no way {o prove il was a
specific individual because all administrators know the password as well. External targeted
attacks have also become cormman eccurrences and are becoming more sophisticated,
better planned and targeted. Such attacks, on the most part, go after vulnerabilities that
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result in gaining privileged access or hard-coded application passwords that can do
significant damage to an organization's bottom line and reputation

Loss of productivity — A password that was manually reset by ane of the IT people who
did not inform his team members, may cause hours of delay in recovering from an IT failure
and thus leave hundreds of users unproductive and information inaccessible. With hundreds
of network devices, privileged identities can be extremely time-consuming to manually
update and report on, and more prone to human errors,

Organizations need to gain control over their privileged and shared identities and create
accountability for their usage by specific individuals, The ability to granularly track any

activity related to these accounts would greatly mitigate security risks, meet regulatory
compliance and ensure business continuity.

2. CYBER-ARK’'S PRIVILEGED IDENTITY MANAGEMENT SUITE

Cyber-Ark's Privileged Identity Management (PIM) Suite, a full lifecycle solution for centrally
managing privileged and shared identities, as well as embedded passwords found in
applications and scripts. The PIM Suite is an enterprise-class, unified policy-based solution
that secures, manages and monitors all privileged accounts and activities associated with
datacenter management whether on-premise or in the cloud.

En[erpﬁse' Appﬁca'tion
pagsword 1dentity

- “Ticketing
L Systems

 yault® Manage’
- Monitoring & STEM -
- Applications

Central Policy Manager ;
B T T T S LA 2 B M PR T A R AN b B e S Ny R T SR TR L AL é‘; v E " :,E' rpl'i se
o 3, N I .
Sscure Digital Vault i Directory and more.

e

ey

| Any Bavice, fny Datacentar = @n Premise anaged, HestederIn The Clowd |

Figure 1: PIM Suite Diagram

Privileged accounts, as well as the audit information associated with using them, must be
protected according to the highest security standards. The Cyber-Ark PIM Suite utilizes the
Patented Digital Vault®, validated as highly secure by independent security evaluators (such
as ICSA Labs). This core technology is the heart of the PIM Suite and was designed to meet
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the highest security requirements for contrailing the "keys to the kingdom." The Digital Vault

provides humerous underlying securlty capabilities for authentication, encryption, tamper-
proof audit and data protection.

The Cyber-Ark PIM Suite includes the following products:

Enterprise Password Vault ® - Cyber-Ark’s award winning Enterprise Password Vault
(EPV) enables organizations to enfarce an enterprise policy that protects your most critical
systems, managing the entire lifecycle of shared and privileged accounts across data centers.
Application Identity Manager™ - Cyber-Ark”s market leading Application Identity
Manager (AIM) fully addresses the challenges of hard-coded App2App credentials and
encryption keys. The solution eliminates the need to store App2App credentials in
applications, scripts or configuration files, and allows these highly-sensitive credentials to be
centrally stored, audited and managed within Cyber-Ark’s patented Digital Vault.

Figure 2: Improving Your Security Posture with a Preventative Approach

3. THE PIM SUITE ARCHITECTURE

The Cyber-Ark PIM Suite provides a ,Safe Haven” within your enterprise, where ail your
privileged identities can be securely archived, transferred, automaticaily managed and
shared by either human authorized users, such as IT staff, on-call administrators, DBAs, and
local administrators in remote locations or by unatiended services such as business/IT
applications, scripts, jobs and more. The PIM Suite basic infrastructure is comprised of the
following components and entities:
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Vault Server ~ Highly Secure Repository

The solution is based on Cyber-Ark”s patented Digital Vault technology, which includes a
FIPS 140-2 validated cryptography module (with AES-256 encryption), and is proven to meet
security and industry regulations such as PCI, NERC, FERC, SOX, HIPAA, GLB, etc. The
multiple and tightly coupled security layers (including Firewall, VPN, Authentication, Access
Control, Encryption, and more) that are at the core of the PIM Suite provide you with a
proven, highly secure solution for storing and sharing credentials in an enterprise

environment. The Vault server can he delivered either as software, VM image or as a
hardware appliance.

Central Policy Manager - Enforces Enterprise Policies
The PIM Suite allows enterprises to define policies based on their specific workflows and

needs that will control how privileged identities are accessed and managed. Some examples
include:

o The type of account indicates the rule that applies to the password's strength, such as the
minimum number of characters required for the password, the type of characters, etc,

o The frequency of the password change indicates whether the password must be changed
at regular intervals, or if it is a ,one-time” password that must be changed after having bean
accessed.

o Additional automation parameters determine whether passwords should be automaticafly

verified to check if they are synchronized with the real passwords on the remote devices,
what to do in case a synchronization problem occurs, and more.

The PIM Suite supports as many policles as necessary to meet organizational requirements.
A palicy might apply to individual accounts or to a group of accounts.

Policies can be managed by the security or risk teams separately from the daily management
of priviieged accounts which can be delegated to the teams who own them e.g.
UNIX/Windows teams etc.

Cyber-Ark™s Privileged Identity Management (PIM) Suite is designed and developed using an
extensible architecture approach, which provides great flexibility to dynamically support
additicnal managed devices,

As a component of PIM, the Central Policy Manager (CPM) enforces the enterprise policy and
automates password management. The CPM is designed and developed using an extensible
architecture approach, which provides great flexibility to dynamically support a wide array of
enterprise platforms, systems and target devices as operating systems, applications,
databases,network devices, security appliances, efc. The PIM suite includes out-of-box
support for hundreds of target devices. Cyber-Ark constantly releases CPM plug-ins for new
platforms as part of and between official releases of the PIM Suite. PIM V7 opens a new
world of access to include support for managing web-based application credentials e.g. the
Corporate Facebook account, ERP/CRM web-based applications, web-based firewall
configuration interfaces etc,
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Password Vault Web Access (PYWA) - Intuitive PIM Portal
The Password Vault Web Access (PYWA) is a fully featured pure web Portal that provides a
single console for requesting, accessing and managing privileged passwords as well as

transparently connectingito managed devices throughout the enterprise by both end users,
administrators and auditors with almest no training.

Viewing accounts is very user friendly where the Accounts Page allows a quick way to
display, sort and access your accounts. Predefined and dynamic views enable you to display
accounts according to predetermined criteria, e.q. account and operation status, as well as
ne new views based on common search operations
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Figure 3: Accounts Page View

The PIM Suite enables the IT Administrators to access privileged accounts in various
workflows depending on the enterprise requirements, either from a desktop browser or from
their mobile devices, such as BlackBerry, iPhone or Android. Customized workflows can be
defined, including enforcing users to enter an open and valid ticket ID whenever requesting

a password, while the system will validate this ticket ID against the relevant Ticketing
Systam.

1 Transparent connection to remote devices is done through a "Connect” button or from a desktop
shorteut, and can optionafly be done without divulging the passward ta the end user
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Figure 5: Access privileged accounts anywhere from your mobile device

The PIM Portal allows managers and auditors to gain insight on privileged activities via a
unique dashboard, which offers a bird's-eye view of the status of privileged account

management. In addition, scheduled or ad-hac compliance and activity reports can be
generated via the PIM Portal. These reports give insight as to who has access to which
privileged accounts, when they were last accessed or changed and by whom, to what extent
an account is compliant with the current policy etc.
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Figure 6: Easily understand which accounts meet compliance guidelines
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The following diagram shows a typical PIM Suite environment, with different privileged
account access workflows.
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Figure 7: Unified policies for all privileged accounts access workflows

As the first step in managing privileged accounts, an authorized user defines them in the
Vault and determines which users will be able to access them and according to which
privileges. '

Once they are in the Vault, authorized users, such as IT personnel, can access passwords
and use them according to their permissions on a variety of platforms and devices.
Passwords can be retrieved and used in any of the following workflows:

+ EPV - Users retrieve passwards and use them directly from the PYWA or connect to
target systems without knowing the password.

+ AIM - applications or scripts that need to connect to databases or any other network
resource using embedded credentials.

At any time, auditors can view activities that took place in the Vault by generating reports or
viewing yecordings.

The PIM Suite portal is available in various languages, including French, German, Spanish,
Russian, Japanese and Simplified Chinese.
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An Enterprise Ready Solution

To eliminate administrative overhead and ensure compliance with enterprise IT practices, the
PIM Suite delivers the highest level of enterprise class integration with a wide range of
enterprise systems, including:

Managing Extensive Amounts of Target Systems using the PIM Suite - [arge
enterprises usually manage tens and even hundreds of thousands of devices. The PIM Suite
leads market solutions by ensuring that performance requirements are addressed in this type

of environment, providing a robust Infrastructure backend management engine and end user
UL

Transparent user management through enterprise Directories

The PIM Suite transparently communicates with LDAP cormpliant Directory servers to obtain
user identification and security information. When using the PIM Suite, customers can
continue using their Directory as a single point for managing users and groups, and are not

required to duplicate definitions of users and groups in the privileged account management
solution.

Automatic discovery of privileged accounts

The PIM Suite provides a unique solution for automatically discovering and provisioning
privileged accounts from different Directories, which assist enterprises to streamline the
process of on-boarding privileged accounts and automatically managing them, as well as
eliminating the need to manually reflect any changes in the environment, By automatically
managing privileged accounts, security of volatile envirenments is dramatically improved,

Automatic detection is currently supported for Microsoft Active Directory and VMware
vCenter private clouds.

The automatic detection provides the following functionality:

o Automatic provisloning of ESX host machines ~ automatically manage the root accounts
of the ESX host machines. The PIM Suite will automatically detect any new ESX host that
is added to the vCenter and delete any machine that was removed from it. The ESX CPM
plug-in that uses VMWare tools can automatically verify or change root account
passwords, based on the enterprise policy, withaut the need to open SSH.

o Automatic provisioning of Linux/UNIX machines — automatically manage the Linux/UNIX
root or other privileged/shared accounts based on predefined templates. Once
provisioned in the Vault, those accounts can be automatically managed based on the
enterprise poficy.

o Automatic Provisioning of Windows machines - automatically manage Administrator or
other privileged/shared accounts based on predefined templates. Once provisianed in the
Vault, those accounts can be automatically managed based on the enterprise policy.

o Automatic Detection and Provisioning of Windows service accounts — automatically detect
and manage privileged account usages used within Windows services, scheduled Tasks,
COM+, IIS setting, etc. This ensures that automatic change of these passwords will not
disrupt any process, as the password will be automatically updated wherever it is used.

o Report on local Administrators group member - Enterprises can generate reports listing
all local Administrators group member for each machine.
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Alert on unmanaged accounts - Enterprises can receive email alerts when detecting
privileged accounts that are currently not managed within the PIM Suite. For example, a
privileged account used within a Windows Service and is not managed in the Vault. This
helps ensure compliance with organizational policy for service accounts as well as
reducing the security risks of unmanaged accounts.

The unique automatic detection capability completely eliminates administrative overhead
while allowing a scalable solution to easily manage tens of thousands of privileged
accounts such as Windows local Administrators across the enterprise.

Enhanced authentication options

A major advantage of Cyber-Ark's Enterprise Password Vault has always been its ability for
seamless integration with enterprise authentication schemes and the ability to leverage many
types and formats of enterprise authentication. The PIM Suite supports a variety of
authentication methods for end users including: LDAP, PKI, RADIUS, RSA SecurID, Windows

authentication, Oracle SSO and a robust Infrastructure for Integrating with most Web S50 or
OTP solutions.

Integration with enterprise Ticketing Systems
As many organizations use enterprise ticketing systems to control troubleshooting and
emergency access to privileged accounts, the PIM Suite introduces an open approach to

integrating the password retrieval workflow to inputs and verifications from ticketing systems
e.g. whether a valid ticket exists.

Monitoring and SIEM Integration

The PIM suite provides out-of-box support for SIEM solutions. A simple configuration setting
enables the PIM suite to send audit records to the SIEM system, and allows users to define
very detailed customization of the log record format that is best suited to the SIEM system.
In addition, the solution provides standard means, such as allowing customers to monitor
the product using standard enterprise monitoring tools, including SNMP notifications, writing
to Eventlog, a robust buili-in email notification mechanism, and more.

Backup - the PIM Suite backup solution can seamlessly integrate with all leading backup
products and is designed to protect against data loss due to human errars or hardware
problems. The solution provides a thorough backup solution that supports both incremental

and full backup, and enables the Vault data to be exported into a backup medium in an
encrypled, secure way.

Supported Managed Devices
Operating systems: Windows, Linux/Unix, 05390, 05400, OVMS, HP Tandem, Mac OS5 X

Windows Applications Service accounts: Scheduled Tasks, IIS Application Pools, COM+,
IS Ancnymous Accass

Databases: Oracle, MSSQL, DB2, Informix, Sybase, any ODBC compliant database

Security Appliances: CheckPoint, Nokia, Juniper, Cisco, Blue Coat, IBM, TippingPoint,
SourceFire, Fortinet, WatchGuard
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Directories: Mictosoft, Sun, Novell, Unix vendors
Remote Controi and Monitoring: IBM, HP ILO, SUN, Dell DRAC, Digi, Cyclades

Generic Interfaces: any SSH/Telnet device, Windows registry

L T — —————

P

4. ELIMINATING HARD CODED PASSWORDS WITH THE
APPLICATION IDENTITY MANAGER (AIM)

In today"s complex IT environments, muitiple scripts, processes and applications, need to
access multi-platform resources, fo retrieve and stote sensitive information, Such
applications are granted use of dedicated accounts, usually altowing unlimited access to
sensitive information stored in corporate databases, the enterprise”s most sensitive assets.
As a result they are often the victim of ongoing targeted attacks. Indeed, many of the recent
sophisticated attacks reported stemmed from the compromise of hard-caded privileged
credentials.

Hard caded passwords are not only a local problem. They exist everywhere and are usually
embedded inside the application code, scripts, services, application server data sources,
configuration files, databases, 3+ party products, and mere,

Despite the sensitivity of privileged accounts in applications, many fear to manage them due
to the operational consequences such as recompiling, testing and redeployment. Others
don”t manage them due to fack of knowledge on the possible consequences and the
potential downtime to systems. As a result, up to 42% of enterprises report that they never
change hard-coded and embedded passwords for application 1Ds, testing scripts and batch
jobs. This imposes great risk to enterprises, including:

Failed audits — regulations such as PCI DSS specifically instruct enterprises to develop
secure applications/systems, remove hard coded credentials and enforce strong access
control and authorization,

Lack of accountability — with visible hard coded Credentials, enterprises have very limited
audit around who accessed an application account

Security risks — static and clear text hard coded credentials become known to a wide
variety of employees overtime, including also ex-employees and even external vendors.
Compromising these accounts may lead to severe damage to the enterprise,

In order to successfully eliminate and manage hard coded application credentials, a robust
app2app solution must meet the following requirements:

High availability and survivability ~ Requesting applications cannat afford any
downtime. Credentials should always be available to them, independent of netwark failures
or storage unavailability. This also includes the ability to work in complex and distributed
environments, where local branches do not always have access to the main data center.

Robust Application authentication - Applications requesting credentials must be
strongly authenticated to ensure sensitive passwords are returned only to authorized
applications.
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Strong Access Control - A strong access control mechanism must be enforced on

password usage to enable granular control over who can access the password, down to the
application level.

Periodic and automatic password changes — Passwords should be changed periodically
based on enterprise policy in order to adhere to the appropriate regulatory compliance rules,
with no interruption or downtime to business applications,

Broad platform support - Be able to support a wide variety of systems, applications,
scripts and more, which are common in today’s enterprise environments.

Comprehensive audit - Allow easy tracking of any access to passwords, by both
applications {unattended services) and human users.
Simple and flexible integration — The process of changing applications to eliminate the

use of hard-caded passwords shoutd be as simple and intuitive as possible for ease of
deployment,

The Application Identity Management Solution

Cyber-Ark”s Application Identity Management eliminates the need to store application
passwords embedded in applications, scripts or configuration files, and aliows these highly-
sensitive passwards to be centrally stored, logged and managed within the Vault. This
unique approach enables organizations to comply with internal and regulatory compliance
such as PCI Data Security, which specifically instructs enterprises to develop and maintain
secure systems and applications, remove any hard-coded custom usernames, passwords or
connection strings from applications, periodically replace passwords, and monitor privileged
access across all systems, databases and applications.

The PIM Suite provides applications with easy-to-use tools to access the application
credentials using a single function call in a command line interface (CLI)} or native API for
Java, .Net, C/C++, and COM on a variety of platforms.

For exampie, the following “hard coded” password is used inside a script:

With Pass

.hddress = "192.168.1.1"

.UserName = "DBA"

.Content = "Paggl23"

conn.Open driver={SQL Server};server=" & .Address & ";uid=" &
.Username & ";pwd=" & .Content & ";"

End With

Using the Application Password SDK, the password, as well as the account's address and
username can be removed from the script, replacing them with a simple function call that
will securely retrieve the password and its properties:

With PassReq

.3afe = "Passwords"

.Folder = “Root"

.Object = "Appl"

.Reason = "Billing application - conneckt to DB2ZY
End With

Set Pass = sdk.GetPassword{PassReq)

With Pass

conn.Open driver={3QL Server};server=" & .Address & ";uid=" &
.Username & ";pwd=" & .Conktent & ";"
End With

<
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The AIM solution utilizes the Cyber-Ark PIM Provider, which is installed on every machine
running applications, manages and protects application credentials in a secure local cache,
providing the highest availability to applications, and greatest performance. The Provider
authenticates applications that request credentials, based on their path, machine address or
05 user, In addition, a unique signature based application authentication, provides
organizations with tamper proof protection to their applications code

The Cyber-Ark PIM Provider also synchronizes password replacement against the Central
Policy Manager, so that passwords are constantly accurate, It provides immediate availabiiity
to passwords, even with no network connectivity to the Vauit, and provides millisecond
response time independent of network perfarmance.

Application
Password
Provider

gic: S i
Central Policy
Managar

Servers running
Applications and Seripts

Database servers

Figure 8: Application Identity Manager™ Architecture
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The Application Identity Management Solution supperts the foltowing platforms and
environments:

Supported Platforms

Windows
UNIX:

o Solaris

0 Linux (RHEL, SUSE zLinux, SUSE Intel, Fedora)
o AIX

o HP-UX*

Supported Environments

o C/C++

¢ Java

o CLI

0 .NET, VisualBasic
0 VBS (COM)

[
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5. PRIVILEGED IDENTITY MANAGEMENT SOLUTION BENEFITS

With Cyber-Ark”s Privileged Identity Management Suite (PIM), enterprises can easily:
Eliminate Internal and External Threats
PIM manages, protects and controls access to all privileged accounts and makes hard-coded

application credentials invisible to developers, database administrators, external vendors and
IT staff. ’

Meet Compliance and Audit Requirements with Confldence

The PIM Suite creates easy to use, unified audit reports required by Sarbanes-Oxley, PCI
DSS, NIST 800-53 and more. It allows enterprises to enforce corporate security policies to
ensure compliance with regulatory needs and security bast practices related to access and
usage of privileged accounts for both human and application access, including:

Managing and Protecting all Privileged Accounts — The PIM Suite utilizes a secure
Digital Vault In order fo store, protect, manage and control access to Privileged Accounts at a
centralized point using a robust policy management engine. Cyber-Ark”s patented Vaulting

Technology® utilizes a fully integrated model of critical security fayers, interwoven to meet
the highest security needs.

Controlling Access to Privileged Accounts ~ PIM Suite offers a simple access control
interface that easily pinpoints who is entitled to use privileged accounts, when and why.

In-depth UNIX security -~ enhance access control to a more granular level and determine

who can run which commands within the UNIX environment and elevate to 'root’ only when

needed. With a unified solution for shated and super user accounts, reporting becomes easy
with a single, correlated view.

Managing application and service credentials — PIM provides sophisticated and
transparent solutions for securing and managing critical applications as well as Application
Server accounts, and eliminating the use of hard-coded and embedded passwords, making
them invisible to developers and support staff.

Reduce IT Qverhead with More Efficient Control and Less Human Error

PIM eliminates manual administration with extremely reliable and uninterrupted service.
Minima! administrator overhead results in increased productivity and is less prone {0 human
arrors,

Enterprise-ready

With industry leading performance, scalability and robustness, proven in hundreds of
large enterptises, PIM can protect and manage up to hundreds of thousands of privileged
accounts across a highly heterogeneous IT environment, with complex and distributed
network architectures. PIM can leverage existing enterprise infrastructure and integrate with
core carporate systems,
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Priloha & 2

Technické poZadavky kupujiciko

Preambule

Zadavatel poZaduje dodavku komplexnfho systému pro automatickou spravu hesel
privilegovanych Gistl v prostfedi CNB. Prostfedi CNB se sklad4 2 fyzickych serverl a
virtualnich serverl na platformé VMware vSphere 4.1, z fyzickyeh pracovnich stanic [BM-
PC kompatibilnich, virtualnich pracovnich stanic a sitovych prvka HP a Cisco.

Virtudlni pracovni stanice jako publikovany desktop hostovany na terminalovych serverech s
operatnim systémem MS Windows Server 2008 R2 Standard Edition a Citrix XenApp 6.5.
Proces sestaveni jednotlivych termindlovych serveri: je fizen prostfednictvim Provisioning
Setvices platformy Citrix — jednotlivy tetmindlovy server je kaZdy den vytvéafen z master
(golden) image.

Zadavatel provozuje cca 90 unix/linux serverts, 80 DB, 200 windows serverty, 130 sitovych
prvki, 20 ostatnich zaf{zeni.

Systém bude vyuZfvat cca 25 administrétort a 5 aplikaci 1 bude v ném uloeno cca 1000 hesel

1. Systém automatické sprivy hesel privilegovanyeh &4l spifiuje:

1.1. VZechny komponenty systému jsou spustitelné na virtudlnim servern Windows 2008
R2,

1.2. Zadnou z komnponent nebude nutné instalovat na koncova zakizent

1.3. Vechny komponenty systému jsou dostupné v eském nebo anglickém jazyce.

1.4. V3echny poZadované funkce se spravuji a vyuzivaji pies spoleénou fidici konzoli, kiera
je pfistupnd pres webové rozhrani z fyzického i virtwalniho PC s vyuZitim Internet
exploreru 8.0 a nov&jsich.

1.5. Systém k pfihlaSeni vyuziva doménové Gdty s vyuZitim SSO (web SSO) vietnd
piihlé¥eni pomoci &ipové karty CNB a také lokélni udty.

1.6. Pristup uZivateldl je iizen odd&lenymi rolemi. Budor definované min. nésledujici role:
administréfor - nastavaje a konfiguruje systém, zaklada ufivatele a pridéluje
oprévnéni, definuje a plitazuje politiky hesel, atd. (Nema piistup k uloenym heshim
anemiZze ménit ani mazat auditnf logy.)
auditor - mé pfistup pouze k auditnim logfim
operator slozky - zakl&da a spravuje sloZky pro ukladani hesel a pfid&luje pstupova
opravnéni k témto sloZkam
user -~ ma piistup k heslim dle nastavenych opradvnéni

1.7. Systém vyhleddvd dle kliovych slov (fetze) v nazvech w&td, v politikich a v
audiinich lozich.

1.8. Systém zaznamendvd vedkeré auditni logy o vyuZivani uloZenych hesel a uZivani
vlasiniho systému, Logy jsou v systému uloZeny po nastavitelnou dobu a zaroven
pravidelné¢ odesilany protokolem syslog do systému SCOM (System Center
Operations Manager).

1.9. Systém v nastavitelnou dobu pravidelné zalohuje uloZend data (hesla) do kryptovaného
souboru na urfené diskové uloZisté.

1.10. Systém vytvafi reporty ve formdtech PDF a CSV, popi. daldich. Reporly jsou
generovany z pieddefinovanych fablon, které lze vytvaret a editovat. Pro viechny
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reporty lze nastavit automatické spousténi v definovaném %ase a ukladéni na sitové

(loZist€ nebo odesilani emailem, V rdmei implementace budou vytvoteny nasledujici

Sablony reporti:

- vypis pouZiti definovaného hesla z auditntho logu za dané obdobi

- seznam vSech G&td hesel uloZenych v el. trezoru

L.11. Systém zasild emaily s upozoménim (notifikaci) v pfipad€, Z¢ nastane definovani

udlost dle definovatelnych parametril. Pro odesilan notifikaci je poZadovano vyuZiti

protokolu SMTP s mo7nosti konfigurace pijimactho MTA (message Transfer Agent)

uzlu. V rimei implementace budou vytvoreny nasledujici notifikace:

- pokud heslo uloZené v trezoru neodpovidé heslu spravovaného OS, DB

- pokud v systému nastala kritick4 chyba

1.12. Existuje mechanismus bezpeéného ptistupu k heslim uloZenych v systému v pfipadé
jeho nedostupnosti,

1.13. Systém umoZiinje roziifeni 0 modul nahrivani videozdznamd innost uivateli ve
spravovanych systémech v pifpadé p¥istupu z dodaného systému.

1.14. Systém umoZituje roz¥ifeni o modul ekvivalentni nahrady pikaza SUDO v QS
Unix/Linux tak, aby sprédva a logovani bylo zajiténo dodanym systémem

1.15. Systém podporuje instalaci do clusteru pro zajigténi maximalni dostupnosti stuzeb

L16. Systém zvladé sprava systému i pomoci pfenosovych cest se sniZenou propustnosti
(WAN, DSL, VPN)

1.17. Systém pouZiva Sifrovaci mechanismy v souladu se standardem FISP 140-2

2. Automaticks sprava hesel splfiuje nisledujici noZadavky:

2.1. Hesla privilegovanych 6&td (dédle jen hesla) jsou uloZena v odd&lenych slozkdch. Pro
kazdou sloZkn ize nastavit rozdilnou politiku a opréavedni uZivatele.

2.2. Lze definovat opravinéni nfivatele k danné sloZce, zejména:
- zobrazit hesla ve sloZce
- pouZit hesla ve sloZce, bez moZnosti je zobrazit
- vynutit zménu hesla nebo ruéné zadat nové heslo
- vkladat novd hesla
- prohliZet auditni logy
- definovat opravnén{ vZivatele k danné slozce

2.3. Politiky hesel umoZiiuj{ k dané sloZce nastavit:
- maximalni dobu platnosti hesla a dobu platnosti hesla po jeho pouziti
- minimdlni délku hesla
- znakové sady pro vytvéfeni hesel

2.4. Systém podporuje definovdni centralni politiky pro nastaveni hesel viech
podporovanych platforem

2.5. Systém umoZiiuje nastavit pro dané hesla jejich automatickou zménu po ukonéeni jejich
platnosti, jak ve vlastnf sloZce, tak ve spravovaném systému.

2.6. Lze ru¢né zadat heslo pro jednotlivé Gty i pro definovatelnou skupinu a&td,

2.7.Pted pouZitim hesla zdefinované slozky, je do logu zapsan divod poufiti
administritorem spravovaného systému,

2.8, Pfed pouZitim hesla z definované sloZky, je mutné schvéleni alespofi jednim dalsfm
uZivatelem z definované skupiny (schvalovaci proces). Schvalovani je moZné i
z mobilnich zafizenich s OS Blackberry 6.0 2 vy33{ a iPhone OS ve verzi 4.0 a vy3$i.

2.9. Systém kontroluje platnost hesla vii&i heslu ve spravovaném systému v pastavitelném
intervale s moZnosti emailové notifikace v pfipads rozdild.
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3. Funkcionality viéi spravovanym systémiim

3.1. Systém podporuje automatickou sprévu hesel nsledujicich systémi:
- Windows 2003 a Windows 2008 R2, které jsou nebo nejsou soudasti MS domény
- RedHat Linux 5.7 a vy33, Solaris 5.10, HP-UX B.11.31, Linux Debian
- DB Oracle 8.1.7.4.1 a vy3§i, DB MSSQL 2005 a vy$si
- HPILO, DeliDRAC
- VMware ESX/ESXi 4.1 a vy88i
3.2. Systém, s vyuZitim uloZeného hesla, pfipoii opravnéného uzivatele:
- k O8 Unix/Linux protokolem SSH, otevienim terminélového okna a aplikace Putty
- k OS Unix/Linux s vyuZitim aplikace WinSCP
- k OS Windows protokolem RDP otevienim vzdélené plochy spravovaného systému.
Takio vytvotené pipojeni mé pifstup k lokéinim GloZistim klientslého zatizeni (HDD,
CD, Flash, atd.)
- k DB s vyuzZitim aplikace SQL Plus
- k HPILO pomoci protokolu HTTPS otevienim webového prohiizece [E 8.0

- k DellDRAC pomoci protokols HTTPS otevienim webového prohliZede IE 8.0
-k VMware vCenter a ESX/ESXi 4.1

3.3. Systém déte musi umst:

- pouit heslo pro optdvnéného uZivatele pfi nastavovovini napldnované dlohy
(Scheduled Tasks) v OS Windows

3.4. Systém zajisCuje, prostiednictvim API, bezpelny pFistup aplikaci do systému die
nastavenych oprivnéni § moZnosti vyzvednuti hesla. API je dodino pro programovaci
jazyky:

- Java
- CIC++
- Bash shell skripty
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Priloha &, 3

Bezpeénostni poZadavky objednatele

1.

Poskytovatel odpovida za to, Ze do objektll objednatele (d4le jen ~CNB®) budou vstupovat
nebo vjizdét pouze jeho pracovnici, kteti jsou jmenovité uvedeni v pisemném seznamu,
schvileném CNB (ddle jen »Seznam”). Tato povinnost se vztahuje i na posédky vozidel
poskytovatele vjizd&jicich do gardZi CNB za tidelem sloZeni a nalo¥eni naklady, Seznam
poskytovatel predlozi CNB nejpozdéji v den podpisu smlouvy,

Seznam bude obsahovat tyto poloiky: jméno, pijmeni a &islo prikkazu totoZnosti
pracovnikid poskytovatele. Souéast! seznamu je ,,Prohlafeni o ziskin{ souhlasu subjektil
osobnich udaji se zpracovinim osobnich adajl v CNB ve smyslu zakona &.101/2000 Sb,,
o ochrang osobnich {idajii. Poskytovatel v ném prohl4si a nese odpovédnost za to, Ze jeho
zaméstnanci uvedeni v seznamu vydali souhlas se zpracovanim osobnich 1daji Ceskou
nérodn{ bankou v rozsahu: jméno, pHjmeni a &slo prikazu totoZnosti. Diivodem pfedani
téchto osobnich udajh Je zajisténi evidence osob vstupujicich do objektu CNB a spravy
ptistupového systému CNB.

PoZadavky na piipadné dopliiky a zmény schvéleného seznamu pracovniki poskytovatele
je nuino neprodlené ozndmit CNB, Piipadné doplitky a zm&ny podléhaji schvaleni CNB.
Osoby neschvalené CNB nemohou vstupovat do objekt CNB, ptidem CNB si vyhrazuje
pravo neuvadét diivody jejich neschvélent.

Pfi plichodu do objektih CNB zaméstnanci poskytovatele sdili divod vstupu, prokézi se
osobnim dokladem a podrobi se bezpednostni kontrole. Osoby, které nejsou uvedeny na
seznamu, nebudou do objektu CNB vpustény.

Schvéleni pracovnici poskytovatele musi dbat pokynfi bankovnich policistd, které se
tykajf reZimu vstupu, pohybu a vjezdu do objektu CNB. Pracovnici poskytovatele budou
do prostordt CNB vstupovat a vtéchto prostorach se pohybovat v rezimu navitdv, to
znamend vidy pouze v doprovodu zaméstnance CNB nebo zaméstnance referatu bankovni
policie CNB. Pracovnici poskytovatele se budon v rdmei objekti GNB pohybovat pouze v
pracovaim odévu s viditelnym a nesnitatelnym oznadenim (,logem™) poskytovatele.

V piipad¢ mimoradné udalosti se pracovnici zaméstnanci poskytovatele musi fdit pokyny
bankovnich policisth nebo dozorujicim zaméstnancem CNB a dale instrukcemi
vyhlaovanymi vnitinim rozhlasem.

Pracovnici poskytovatele nesmi vnéSet do prostor CNB nebezpedné predméty, jako jsou
stielné zbran€, vybu¥niny apod. O tom co je a neni nebezpetny pfedmét rozhoduji
bankovni policisté v souladu s vnitinimi predpisy CNB.

CNB si vyhraznje pravo nevpustit do objektt CNB pracovnika poskytovatele, ktery je
zjevné pod vlivem alkoholu, drog nebo jiné omamné latky.

Bez pisemného povoleni CNB je zakdzano fotografovani a pofizovani videozdznamil
7 interiéru objekti CNB.

10. Ve vech prostorech objektt CNB je ptisny zdkaz koufeni a pouZivani otevieného ohné.

O povoleni price se zvySenym poZirnim nebezpedim pozads poskytovatel pisemnou
formou vidy nejpozdéji jeden pracovnd den pied zahdjenim praci, dozorujiciho
zaméstnance CNB. Déle se pracovnici poskytovatele musi zdrZet poskozovéani & zeizend



majetku CNB, a déle zdriet se nevhodného chovani viidi zam&stnanctim a navitévnikim
CNB,

- Pracovnici poskytovatele uvedeni na seznamu $¢ musi pred zapodetim vykonu price
vobjektech CNB prokazatelns seznamit, ve smyslu predpish o poZarni ochrang,
bezpecnosti a hygiens prace, se specifikami danych objekti CNB (napf, zplisob vyhlaSent
poZamiho poplachu, uréeni ohlaSovny poZaru, seznimeni s Unikovymi cestami,
poplachovymi smémicemi, evaluadnim plénem, umisténim véenych prostiedkn pozarn{
ochrany apod.). CNB je opravn¥na kdykoliv podrobit kontrole kterékoliv  pracovnika
poskytovatele uvedeného na seznamu z dodr¥ovani téchto pfedpisd a ustanoven.






