SMLOUVA
o dodavce uloZnych kapacit pro neprepisovatelné zalohy (offline) véetné poskytovani
podpory
uzaviend podle § 1746 odst. 2 zakona ¢. 89/2012 Sb., obCansky zakonik, ve znéni pozd¢jsich
predpist (dale jen ,,obcansky zdkonik*), mezi:

Ceskou narodni bankou

Na Prikop¢ 28
115 03 Praha 1
zastoupenou: Ing. Milanem Zirnsdkem, feditelem sekce informatiky
a
Ing. Zdetikem Viriusem, feditelem sekce spravni
ICO: 48136450
DIC: CZ48136450

(dale jen ,,0bjednatel” nebo také ,,CNB*)
a
KLARI s.r.o.

zapsana v obchodnim rejstiiku vedeném u Méstského soudu v Praze, oddil C, vlozka 171726
sidlo: Antala Staska 2027/77, 140 00 Praha 4

ICO: 24756679

DIC: CZ24756679

zastoupena: Ing. Lumirem Bolkem, jednatelem

¢. uctu: 5484305339/0800 (platce DPH uvede sviij ucet, ktery je zvetejnén podle § 98 zédkona
o DPH)

(déle jen ,,zhotovitel®, popt. ,,dodavatel*)

Clanek I.
Piredmét plnéni

1. Zhotovitel se zavazuje dodat, nainstalovat, zprovoznit a implementovat technické
a programov¢ prostiedky pro ukladani zaloh vytvotenych SW Microfocus DataProtector
tak, aby tyto kopie nebylo mozné smazat nebo modifikovat. Technické a programové
prostfedky musi spliiovat funkéni pozadavky uvedené v ptiloze €. 4 a systém zalohovani
s implementovanymi technickymi a programovymi prostfedky musi trvale, zejména vSak
béhem zkusebniho provozu, vykazovat pozadované hodnoty podle pfilohy ¢. 10. Pfedmét
plnéni musi byt realizovan v souladu s navrhem technického feSeni obsaZzenym v nabidce
zhotovitele (ptiloha €. 5). Technické a programové prostiedky, které zhotovitel doda
v ramci implementace systému zalohovani, jsou uvedeny v pfiloze €. 1 této smlouvy.



2.

Soucasti plnéni dle odstavce 1 je dale:
a) vypracovani realiza¢niho projektu;
b) dodavka licenci Microfocus DataProtector;
¢) provedeni zaskoleni zaméstnancti objednatele;

d) dodani uzivatelské / administratorské dokumentace vyrobce technickych prostredki
a dokumentace programovych prostredk;

e) pomoc zaméstnanctim objednatele pii migraci v oblasti DataProtector a asistence
pracovniki zhotovitele pti zkusebnim provozu;

f) vypracovani dokumentace v souladu s pfilohou ¢. 11 k systému zalohovani
po implementaci technickych a programovych prostiedkit podle odst. 1 (dale jen
nrealizatni dokumentace™) v elektronické podobé ve formatu MS Word 2010
a vysSim.

Zhotovitel se rovnéz zavazuje poskytovat objednateli podporu pro dodané technické
a programov¢ prostredky, blize specifikovanou v ¢l. VII této smlouvy.

Dodané technické prostiedky podle této smlouvy budou nové a nepouzité (maximalné
z tovarny zahotelé z vyroby nebo zapnuté pro ovéieni funkénosti v ramci kompletace
prostfedkti zhotovitelem pfed dodanim). Uvedené se tykd i vSech komponent (zejména
vSech typt diskti, SFP modulti, zdrojt apod.).

Technické a programové prostiedky podle odst. 1 musi byt implementovany v souladu
s realizacnim projektem podle odst. 2 pism. a) tohoto c¢lanku. Zaskoleni zahrnuje
seznameni odbornych zaméstnanci objednatele s béznou obsluhou predmétnych
prostiedki.

Zhotovitel bere na védomi, Ze k technickym ani programovym prostfedkiim nebude
zhotoviteli poskytovan vzdaleny pftistup.

Objednatel se zavazuje za poskytnutd plnéni uhradit ceny dle ¢l. IV této smlouvy.

Clanek I1.
Pribéh dila

Plnéni podle €l. T odst. 1 az 3 (dale téz ,,dilo*) bude realizovéano ve tiech dil¢ich plnénich takto:

a) prvni dil¢i pInéni zahrnuje vypracovani realiza¢niho projektu, ktery bude obsahovat
veskeré informace nezbytné pro implementaci technickych a programovych
prostiedkli do prostiedi objednatele (viz pfiloha ¢. 3), postup migrace dat
a harmonogram plnéni dle ¢l. I odst. 1 a 2 této smlouvy; v zavislosti na konkrétni
pouzité¢ technologii bude realiza¢ni projekt obsahovat zejména informace podle

ptilohy €. 9 této smlouvy;
b) druhé dil¢i plnéni zahrnuje
e dodavku technickych a programovych prosttedkii podle specifikace uvedené

v piiloze €. 1 véetn¢ dokumentace podle €l. I odst. 2 pism. d);

e instalaci a zprovoznéni technickych a programovych prostifedki a jejich
implementaci do prostiedi objednatele (zapojeni do SAN/LAN), konfiguraci
dodanych prostiedkii, pfipojeni k serverim objednatele (2 Windows servery pro
zélohovani) a konfiguraci DataProtector pro praci s dodanymi prostredky;



e instalaci managementu dodanych technickych a/nebo programovych prostredkil
(konfigurace prosttedkli, hlaseni zavad, atd.), bude-li to nutné¢ v zavislosti
na konkrétni pouzité technologii a konkrétnich dodanych prostiedcich;

e vypracovani  popisu  postupli  spravy implementovanych  technickych
a programovych prosttedkli a jejich maximalni automatizace (napf. scripty)
v riznych pripadech havarii nebo pti béznych ¢innostech (v zavislosti na navrzeném
feSent), napft.:

o presmérovani drivii DataProtector pii vypadku knihovny (offline kopie);

o aktualizace informace o médiich v DataProtector v ptipad¢ kopirovani médii
intern€ mezi knihovnami;

e zaskoleni zaméstnanct objednatele podle ¢I. I odst. 2 pism. ¢) pifimo na dodavanych
technickych a programovych prostfedcich v rozsahu dle navrhu zhotovitele,
minimalné vsak 5 hodin;

c) tieti dil¢i pInéni zahrnuje:

e odstranéni nalezenych nedostatkli nejpozdéji do 3 tydnti od ukonceni penetracniho
testovani, které objednatel provede na své ndklady, a to za uclelem ovéteni
nesmazatelnosti a neménnosti ulozenych dat;

e pomoc zaméestnancim objednatele pti vytvareni dalSich kopii dat (offline) v oblasti
DataProtector asistence pracovnikii zhotovitele pii zkuSebnim provozu podle ¢l. 1
odst. 2 pism. e);

e vypracovani realiza¢ni dokumentace podle ¢l. I odst. 2 pism. f) o obsahu dle ptilohy
¢. 11 této smlouvy.

Clanek II1.
Misto plnéni, lhiity a predani a prevzeti dil¢ich plnéni

Smluvni strany vzajemné dohodly pro jednotliva (dil¢i) plnéni nésledujici lhiity:
a) zhotovitel ptreda prvni dil¢i plnéni do 4 tydnli ode dne podpisu smlouvy;

b) zhotovitel do 14 tydni ode dne podpisu smlouvy vypracuje a piedd objednateli popisy
postupll spravy a jejich maximalni automatizace podle ¢l. II pism. b) ¢tvrté odrazky
(¢ast druhého dil¢iho plnéni);

c¢) zhotovitel preda druhé dil¢i plnéni nejpozdéji do 20 tydni ode dne podpisu smlouvy;

d) zhotovitel pieda tieti dil¢i plnéni do 30 tydnli od podpisu smlouvy.

Lhaty podle odst. 1 je opravnéna (nikoliv povinna) kterdkoliv z povéfenych osob
objednatele podle ¢l. VI odst. 5 na pisemnou a odiivodnénou zadost zhotovitele pfiméiené
okolnostem prodlouzit, a to po zvazeni vSech objektivnich okolnosti zhotovitelem v jeho
zédosti uvedenych anebo objednateli zndmych (vCetné napi. zdrzeni v dodavatelsko-
odbératelském fetézci, ale ne z dlivodi na strané zhotovitele, nebo okolnosti majicich
plivod na stran¢ objednatele), majicich vliv na moznosti zhotovitele plnit v pfedmétnych
lhatach. Zhotovitel je povinen na Zadost objednatele kteroukoliv jim tvrzenou skutecnost
(okolnost) dolozit.

Mistem plnéni budou prostory vypocetniho stiediska v objektu objednatele na adrese Praha
1, Senovazna ul. 3.
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O ptedani a prevzeti jednotlivych dil€ich plnéni sepise zhotovitel protokol, ktery podepisi
povétené osoby obou smluvnich stran. Bude-li dil¢i plnéni k okamziku ptedani a prevzeti
obsahovat zavady nebo nedod¢lky, které nebrani jeho uzivani, budou tyto v protokolu
popsany spolecné se lhlitou k jejich odstranéni, na které se strany dohodnou. Objednatel
neni povinen prevzit dil¢i plnéni vykazujici zavady nebo nedodélky a neptevezme dil¢i
plnéni vykazujici takové zadvady nebo nedodélky, které brani jeho uzivani.

Clinek IV.
Cena plnéni a platebni podminky

Ceny plnéni uvedené v odst. 2 az 4 byly stanoveny dohodou smluvnich stran bez DPH
a zahrnuji veskeré naklady zhotovitele spojené s pIlnénim podle této smlouvy vcetné¢ odmeén
za poskytnuti licenci a u cen podpory uvedenych v odst. 5 a 6 véetné¢ ndhradnich dilu,
dopravného apod. Specifikace cen je v piiloze €. 8 této smlouvy.

Cena prvniho dil¢iho plnéni podle ¢l. I odst. 2 pism. a), resp. ¢l. I pism. a), ¢ini celkem
80 000 K¢ (slovy: osmdesat tisic korun ¢eskych).

Cena druhého dil¢iho plnéni podle ¢l. I odst. 1, 2 pism. b) a d), resp. ¢l. II pism. b), ¢ini
celkem 5 597 832 K¢ (slovy: pét miliént pét set devadesat sedm tisic osm set tficet dva)
korun ¢eskych), z toho cena za zaSkoleni zaméstnancti objednatele ¢ini 24 000 K¢ (slovy:
dvacet Ctyfi tisic korun ceskych).

Cena tfetiho dil¢iho plnéni podle ¢l. I odst. 2 pism. e) a f), resp. €l. II pism. b), ¢ini celkem
54 000 K¢ (slovy: padesat ¢tyfi tisic korun ¢eskych).

Pausalni cena za podporu technickych prosttedkil ¢ini mesi¢né 8 000 K¢ (slovy: osm tisic
korun Ceskych).

Pausalni cena za podporu programovych prostfedki ¢ini mési¢né 8 000 K¢ (slovy: osm
tisic korun ¢eskych).

Vyse pausalni ceny za obdobi kratsi, nezZ je sjednané obdobi, se vypocte jako alikvotni ¢ast
sjednané ceny.

K cenam bude piipoctena DPH v sazb¢ platné v den uskutecnéni piisluSné¢ho zdanitelného
plnéni.

Cena podle odst. 2 bude hrazena na zaklad€ danového dokladu vystaveného zhotovitelem
nejdiive v den podpisu protokolu o predani a pievzeti prvniho dil¢iho plnéni.

Cena podle odst. 3 bude hrazena na zaklad¢ daniového dokladu vystaveného zhotovitelem
nejdiive v den podpisu protokolu o piedéani a prevzeti druhého dilciho plnéni.

Cena podle odst. 4 bude hrazena na zaklad€ danového dokladu vystaveného zhotovitelem
nejdiive v den podpisu protokolu o ptedani a prevzeti tietiho dil¢iho plnéni.

Pausalni ceny podle odst. 5 a 6 budou hrazeny mési¢né na zakladé jednoho dainiového
dokladu, vystavené¢ho nejdiive posledni den mésice, ve kterém bylo pfisluSné plnéni
poskytovano.

Doklady k tihrad¢ (faktury) zasle zhotovitel elektronicky jako ptilohu e-mailové zpravy na
adresu faktury@cnb.cz ve formatu ISDOC. Pokud neni mozné vytvotit doklad ve formatu
ISDOC, je mozné zasilat jej ve formatu PDF. V jedné e-mailové zpravé smi byt pouze
jeden doklad k tthrad€. Mimo vlastni doklad k tthradé¢ mtzZe byt ptilohou e-mailové zpravy
jedna az sedm ptiloh k dokladu ve formatech PDF, DOC, DOCX, XLS, XLSX. Pftijaty
budou i doklady k uhradé v jiném formatu, ktery bude v souladu s evropskym standardem
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elektronické faktury. Nebude-li mozné zaslat doklad k uhrad¢ elektronicky, zaSle jej
zhotovitel v analogové formé na adresu:

Ceska narodni banka

sekce rozpoctu a ucetnictvi
odbor ucetnictvi

Na Piikop¢ 28

115 03 Praha 1

Doklad k uhradé¢ bude obsahovat tidaje podle § 435 obcanského zadkoniku a bankovni tcet,
na ktery ma byt placeno, a ktery je uveden v zahlavi této smlouvy nebo ktery byl pozdé;ji
aktualizovan zhotovitelem (dale jen ,,uréeny ucet*). Daitovy doklad bude nadto obsahovat
nalezitosti stanovené v zakon¢ o dani z pfidané hodnoty. Nezbytnou nalezitosti kazdého
dokladu je také cislo této smlouvy (ve formatu ISDOC v poli ID ve skupin¢ Contract
References). Pokud doklad bude postradat nékterou ze stanovenych nalezitosti nebo bude
obsahovat chybné udaje, je objednatel opravnén jej vratit zhotoviteli, a to az do lhity
splatnosti. Nova lhuta splatnosti zacina bézet dnem doruceni bezvadného dokladu.

V pripad¢, ze bude v dokladu k tthrad€ uveden jiny nez ureny ucet, je povéteny pracovnik
zhotovitele povinen na zdklad¢ vyzvy objednatele sdélit na e-mailovou adresu, ze které
byla vyzva odeslana, zda mé byt zaplaceno na bankovni ucet uvedeny v dokladu, nebo na
uréeny ucet. V tomto piipad¢ se doklad k tthrad€ nevraci s tim, Ze lhtita splatnosti zac¢ina
bézet az dnem doruceni sdéleni zhotovitele podle predchozi véty.

Splatnost doklada ¢ini 14 dni ode dne jejich doruceni objednateli. Povinnost zaplatit je
splnéna odepsanim ptislusné ¢astky z ctu objednatele ve prospéch uctu zhotovitele.

Smluvni strany se ve smyslu obcanského zdkoniku dohodly, Ze objednatel je opravnén
zapocist jakoukoli svou penézitou pohledavku za zhotovitelem, at’ splatnou ¢i nesplatnou,
oproti jakékoli penézité pohledavce zhotovitele za objednatelem, at’ splatné ¢i nesplatné.

Clanek V.
ZkuSebni provoz, navrh optimalizace a pripominky k realiza¢ni dokumentaci

ZkuSebni provoz bude probihat po dobu 10 tydnii v ramci realizace tfetiho dilc¢iho plnéni.
Zkusebni provoz bude spocivat v plném provozu dodanych a implementovanych
technickych a programovych prostfedkli v prostfedi objednatele (viz pfiloha €. 3), a to
s cilem zjistit, zda implementované technické a programoveé prosttedky splituji poZzadavky
podle pfilohy €. 4 a vykazuji poZzadované hodnoty podle ptilohy ¢. 10 tabulky.

V ramci zkuSebniho provozu provede objednatel na své naklady penetracni testy za icelem
zjistit, zda neni mozné uloZena data smazat nebo jakkoliv modifikovat.

Zhotovitel se zavazuje na vyzadani poskytnout asistenci svych pracovnikl pti zkusebnim
provozu a pomoc zaméstnanciim objednatele, a to jak telefonicky, tak v ptipadé potieby
1 v misté plnéni dle této smlouvy. Zhotovitel bere na védomi, Ze uvedené miize zahrnovat
1 vysvétlovani a ladéni parametra.

Zhotovitel v ramci zkuSebniho provozu, na zakladé udaji pii ném ziskanych, vytvori
apfeda objednateli navrh optimalizace systému zalohovani s implementovanymi
technickymi a programovymi prostfedky (viz téz ptiloha ¢. 10).

Objednatel mutize zkuSebni provoz prerusit, paklize se vyskytne v systému offline
zélohovani s implementovanymi technickymi a programovymi prostfedky zavada branici
jeho pokracovéni. Objednatel miize rozhodnout o opakovani ¢asti nebo celého zkusebniho



provozu, paklize se vyskytne v systému zalohovani s implementovanymi technickymi
a programovymi prostiedky zdvada branici dosazeni cile zkusebniho provozu podle
odst. 1. Lhiity podle ¢l. III odst. 1 tim nejsou dotCeny.

Objednatel je opravnén k zhotovitelem zptistupnéné realiza¢ni dokumentaci vznést do 5
pracovnich dnit od jejiho zpfistupnéni piipominky, na jejichz vyporadani poskytne
zhotoviteli pfimétenou lhtitu, a to nejméné ve 2 opakovanich. Nevypotradani piipominek
objednatele se povazuje za zavadu realizacni dokumentace. Lhiity podle Cl. III odst. 1 tim
nejsou dotceny.

Clinek VI.
DalSi povinnosti smluvnich stran, povérené osoby

Objednatel se zavazuje vytvoftit zhotoviteli k instalaci potfebné podminky, zejména:

a) spolupracovat pfi vytvareni realizacniho projektu;

b) zajistit provozni odstavky v pfiméfeném rozsahu, a to nejvyse na 4 hodiny v souvislé
dobg;

c) poskytnout plan stdvajiciho propojeni objektil, informace o pouzivaném oznaceni
portl stavajicich zafizeni objednatele (DWDM, patch panely, servery), piipadné
pouzivanych konvenci pro tvorbu jejich oznacovani, pouzivané konvence pro
oznacovani portll v serverech a na pamétovych zafizenich;

d) umoznit prohlidku mista plnéni s ohledem na fyzické umisténi dodavanych
prostiedk;

e) zajistit potiebné rekonfigurace viech technickych a programovych prostfedkii CNB
dotcenych pfechodem na dodavané prostredky, pokud tyto rekonfigurace nebudou
v rozporu s jinymi provoznimi pozadavky CNB;

f) ptidélit I[P adresy pro dodévané prostiedky pro potfeby managementu;

g) pridélit nejvySe 4 porty na FC direktorech v kazdé lokalit¢ a/nebo 4 port ethernet
10 GBit/s;

h) zajistit ptistup odbornych pracovnikll zhotovitele na ptislusna pracovisté objednatele;

1) zajistit 1fazové napajeni 230V se zakoncenim rozvodnou krabici ve zdvojené podlaze
nebo PDU ve stojanu (konektor C13/C19);

J) zajistit prostor v 19 stojanu dle parametrii uvedenych v ptiloze €. 4;

k) umozZnit zhotoviteli vykladku a uschovu technickych prostfedkli potfebnych k plnéni
dle této smlouvy, jak jsou specifikovany v ptiloze €. 1, v prostorach objednatele
urcenych k instalaci v terminu, o kterém byl zhotovitelem zpraven nejméné 3 pracovni
dny pfedem,;

1) prevzit prostfedky podle pism. k) do uschovy a zajistit jejich bezpecné uskladnéni
do zah4jeni instalace. Objednatel neni povinen pievzit do uschovy prostredky, jejichz
obal je poskozen nebo které samy jevi znamky poSkozeni bez ohledu na stav obalu.
O ptedani prosttedkli do ischovy sepiSe zhotovitel protokol, ktery podepisi poverené
osoby obou smluvnich stran.

Zhotovitel je povinen vést denik o instalaci, tj. pribézné zaznamenévat provedené zmény
v celém pribéhu instalace, zprovoznéni a implementace technickych a programovych
prostiedkil podle €l. I odst. 1 a zajiStovat zapisy z jednani, protokoly o pfedani funkénich
celki a protokoly o zaSkoleni obsluhy. Informace z deniku o instalaci musi zhotovitel
pfenést do realiza¢ni dokumentace.



Pfi navrhu feSeni a pifi své c¢innosti musi zhotovitel dodrzet standardy objednatele
a soucasn¢ musi respektovat souc¢asnou infrastrukturu tak, aby nedoslo ke zménam, které
by mohly ovlivnit funk¢nost systémti objednatele. Jedna se zejména o dodrzeni specifikaci
uvedenych v pfiloze ¢. 3 (popis soucasného stavu, standardy objednatele, kompatibilitu
feSeni se stavajicimi technologiemi) a dodrzeni pozadavkii uvedenych v piilohach ¢. 4 a 6
(pozadované funkce a vlastnosti a zajisténi dostate¢né bezpecnosti).

Zhotovitel se zavazuje v plném rozsahu dodrzovat bezpe¢nostni pozadavky CNB, které
jsou uvedeny v piiloze €. 7 této smlouvy.

Povéfenymi osobami jsou:

a) za objednatele:

b) za zhotovitele:

Zhotovitel prohlasuje, Zze po dobu uc€innosti této smlouvy bude mit sjednano pojisténi pro
piipad vzniku odpovédnosti za Skodu zplisobenou treti osob¢ v souvislosti s plnénim této
smlouvy, a to s pojistnym plnénim ve vysi nejméné 5 000 000 K¢ (slovy: pét milioni korun
ceskych) s tim, Ze jeho spoluti€ast nepfevysuje 5 %. Zhotovitel se zavazuje, Ze pojisténi
v uvedené vysi a rozsahu zlstane uc¢inné po celou dobu ucinnosti této smlouvy a do 5
pracovnich dnil od vyzvy objednatele je zhotovitel povinen toto objednateli prokazat.

Clanek VII.
Technicka podpora

Zhotovitel se zavazuje poskytovat technickou podporu technickych a programovych
prostiedkll ode dne podpisu protokolu o predani a pievzeti druhého dil¢iho plnéni.

Technické podpora zahrnuje:

a) Odstranovani kritickych zavad technickych a programovych prostiedkii:

Za kritickou zdvadu se povazuje takovd zavada, kdy systém zalohovani nemiize
ukladat nebo c¢ist data do/z libovolného z dodanych technickych prostredkil,
ato1vdisledku zavady libovolného z dodanych programovych prostiedkd. Mezi
kritické zavady dale patii:

¢ snizeni vykonu pod 50 % pozadovaného vykonu nebo pozadované kapacity;

e vypadek druhé z redundantnich komponent (tyka se zejména RAID 6 a vypadku 2
diskt v ramci jedné paritni skupiny apod.).

Odstranéni kritickych zavad musi byt dokonceno do 24 hodin od nahlaSeni zavady.
Pro nahléaseni tohoto typu zavady musi byt dostupna hotline 24 hodin denn¢ 7 dnt
v tydnu. Udrzbu SAN (Storage Area Network) zajist'uje objednatel, a proto feseni
zévad v této komponent¢ zhotovitel nezajistuje;

b) Odstraiiovani nekritickych zavad technickych prostiedkii:

Za nekritickou zdvadu se povazuje takova zavada dodanych technickych prostredkii,
ktera neohrozuje vlastni provoz téchto prostredki, zejména:
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e vypadek prvni z redundantnich komponent;
e zavady na managementu.

Odstranéni nekritické zdvady musi byt ukonc¢eno do 5 pracovnich dni od nahlaSent,
nebude-li poveéienymi osobami pisemné dohodnuto jinak. Pro uskutecnéni servisniho
zasahu techniki zhotovitele plati rezim 5x9, tj. technici zhotovitele budou k dispozici
v pracovni dny v dobé od 8:00 do 17:00 hod. Zavada ohlasena po 17:00 hod. se
povazuje za nahlaSenou v 8:00 hod. nésledujici pracovni den.

c) Pfi vzniku nekritické zavady programovych prostiedki bude zahajeno feSeni
zavady nejpozdéji do 2 hodin po jejim ohlaSeni zhotoviteli. Na jejim odstranéni musi
zhotovitel pracovat bez neodiivodnéného pieruseni. Pro uskute¢néni servisniho zédsahu
technikli zhotovitele plati rezim 5x9, tj. technici zhotovitele budou k dispozici
v pracovni dny v dobé od 8:00 do 17:00 hod. Zavada ohlasena po 17:00 hod.
se povazuje za nahlasenou v 8:00 hod. nasledujici pracovni den.

Podpora technickych prostfedki nesmi byt v jakékoliv formé (tj. ani ve formé& zarucni
¢i pozéaru¢ni podpory vyrobcem technického prostiedku) jakkoliv limitovana ve smyslu
poctu provoznich hodin za den/mésic/rok nebo jiné casové udobi, poctu zapisovych cykla
apod. Toto se netyka piipadného poskozeni zplsobeného neodbornym zasahem
objednatele.

Zhotovitel v ramci podpory =zajisti nahradni dily, nové a opravné verze
mikrokodu/firmware dodanych technickych prosttedkl a nové a opravné verze dodanych
programovych prostiedkl v¢etné jejich implementace/instalace. Soucasti podpory je také:

¢ informovani objednatele o novych nebo opravnych verzich;
e konzultace k planovanym zménam.

Zhotovitel je srozumén s tim, Ze veSkerd komunikace pfi implementaci, hlaSeni a feSeni
zévad bude mezi objednatelem a technickymi pracovniky zhotovitele probihat v ceském
jazyce.

Sluzby poskytované¢ zhotovitelem musi vyhovovat technickym specifikacim
a pozadavkiim vyrobce pfislusného technického nebo programového prostiedku.
Pozaduje-li nebo doporucuje-li vyrobce technického nebo programového prostiedku
provadéni podpory (instalace, opravy, Upravy aj.) pouze osobou s piislusnou vyrobcem
piedepsanou kvalifikaci, je zhotovitel povinen poskytovat podporu pro dodané technické
a programové prostfedky pouze pracovniky s takovou kvalifikaci.

Pozadavky na odstranéni zdvad a na ostatni sluzby (odst. 4) podle této smlouvy budou
nahlaSovany na kontakt a zpiisobem uvedenym v pfiloze €. 2. Kritické zavady objednatel
soucasné vzdy oznami telefonicky na cislo +420 720 030 613. Pfijeti pozadavku na
odstranéni kritické zavady je zhotovitel povinen potvrdit na kontakt uvedeny v ptiloze €. 2
nejpozd€ji do 2 hodin od nahlaSeni pozadavku. Pfijeti pozadavku na odstranéni
nekritickych zévad technickych i programovych prostfedki je zhotovitel povinen potvrdit
do 2 hodin od nahlaSeni pozadavku. O kategorizaci zavady rozhoduje objednatel.

O kazdém provedeném servisnim zasahu vede zhotovitel zdznamy.

Zhotovitel se zavazuje prevzit od objednatele vyménéné vadne dily a zajistit jejich likvidaci
dle platnych pravnich ptedpist.

Zhotovitel souhlasi s tim, Ze pri vyméné vadného disku nebo jiné komponenty
umoziujici trvaly zaznam dat (napf. magneticka paska) budou na vadném disku
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nebo komponenté smazana data tzv. degausserem (oznacovano téz jako ,,magneticka
pec*) nebo jinym odpovidajicim zpisobem. Smazini dat na disku zajiSt'uji
zaméstnanci objednatele. Komponenty s nemagnetickym zaznamem (napr. SSD,
Flash, paméti na radi¢ich apod.) objednatel nevraci a zajisti jejich bezpetnou
likvidaci.

Zhotovitel se zavazuje, ze v ptipadé, Ze cena podpory zajisStovana u vyrobce bude zahrnuta
v cené dila podle €l. IV odst. 2 a z tohoto diivodu budou pausalni ceny za podporu uctovany
v symbolické vysi, zajisti u vyrobce moznost ¢erpani podpory piimo objednatelem, dojde-
li k ukonceni této smlouvy pied uplynutim sjednané doby.

Clanek VIIL
Smluvni pokuty, urok z prodleni

V piipadé prodleni zhotovitele ma objednatel pravo pozadovat smluvni pokutu:
a) ve vysi 5 000 K¢ za kazdy den prodleni ve lhité dle ¢l. IIT odst. 1 pism. a);
b) ve vysi 5 000 K¢ za kazdy den prodleni ve lhtté dle ¢l. III odst. 1 pism. b);
c) ve vysi 2 000 K¢ za kazdy den prodleni ve 1hiité dle €l. III odst. 1 pism. c);
d) ve vysi 1 000 K¢ za kazdy den prodleni ve 1hité dle €l. III odst. 1 pism. d).

V ptipadé prodleni zhotovitele ma objednatel pravo pozadovat smluvni pokutu:
a) ve vysi 5 000 K¢ za kazdou hodinu prodleni ve 1huté dle ¢1. VII odst. 2 pism. a);
b) ve vysi 1 000 K¢ za kazdy pracovni den prodleni ve 1hité dle ¢1. VII odst. 2 pism. b);

¢) ve vysi 500 K¢ za kazdou hodinu prodleni ve 1hité pro zahajeni odstraiovani zavady
nebo neodiivodnéného preruseni odstraiiovani zavady dle ¢l. VII odst. 2 pism. ¢);

d) ve vysi 500 K¢ za kazdou hodinu nedostupnosti prostfedku pro pfedani pozadavku
dle ¢l. VII odst. 7.

V piipadé, Ze mezi dvéma odstavkami potfebnymi pro aktualizaci firmware kteréhokoliv
technického prostiedku dodaného podle ¢l. I odst. 1 této smlouvy uplyne méné nez 12
mésici nebo doba jedné odstavky bude del§i neZz 4 hodiny, je objednatel opravnén
pozadovat po zhotoviteli smluvni pokutu ve vysi 5 000 K¢ za kazdy takovy pftipad.
Uvedené nezbavuje zhotovitele povinnosti takovou zdvadu odstranit v souladu s touto
smlouvou ani splnit technické pozadavky dle ptilohy €. 4 této smlouvy. Uvedenym neni
dotceno pravo na odstoupeni od smlouvy. MoZnost uplatnéni této smluvni pokuty vylucuje
uplatnéni smluvni pokuty podle odst. 4 za tutéz udalost.

V piipadé€, ze se v pribéhu provozu prokaze, Ze nebyl splnén néktery z pozadavki
uvedenych v pfiloze €. 4, vyjma pfipadu dle odst. 5, ma objednatel pravo pozadovat
smluvni pokutu ve vysi 10 % z ceny druhého dil¢iho plnéni uvedené v €l. IV odst. 3,
nejméne vSak 100 000 K¢, a to za kazdy ptipad nedodrzeni zavazného pozadavku. Uvedené
nezbavuje zhotovitele povinnosti doplnit chybé&jici technicky poZadavek dle ptilohy ¢. 4
této smlouvy. Uvedenym neni dotceno pravo na odstoupeni od smlouvy.

V ptipadé, ze se v prubéhu provozu prokaze, ze nebyl splnén pozadavek ,,Kapacita“
uvedeny v pfiloze €. 4, je objednatel opravnén pozadovat smluvni pokutu ve vysi
20 000 K¢ za kazdy den provozu az do splnéni pozadavku. Objednatel v této souvislosti
vyslovné upozoriiuje na problematiku deduplikace a komprese. Uvedenym neni dotceno
pravo na odstoupeni od smlouvy.

Objednatel upozoriiuje zhotovitele, ze odhad/vypocet splnéni pozadované kapacity (tyka
se zejména technologii s deduplikaci nebo kompresi) bude stanoven 1 mésic po predani
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a prevzeti tretiho dil¢iho plnéni a pak nésledné jeden rok po pfedéani a ptrevzeti prvniho
dil¢iho plnéni. Vypocet bude proveden tak, ze se z dodanych prostiedki nastroji pro spravu
zjisti skutecné realné zaplnéni a prostiedky DataProtector (pfikaz omnirpt). Nasledn¢ se
provede linedrni extrapolace pro pozadovanou kapacitu ulozeni (pozadavek ,,Kapacita“ dle
piilohy €. 4). Splnéni pozadavku miize byt dale ovéreno kdykoliv pozdé€ji po dobu 5 let od
predani a ptevzeti prvniho dil¢iho plnéni (napf. pti vysokém stupni zaplnéni).

V ptipadé¢ prodleni zhotovitele s pfedlozenim dokladd o existenci pojistné smlouvy dle

¢l. VI odst. 6 této smlouvy je objednatel opravnén pozadovat smluvni pokutu ve vysi
500 K¢ za kazdy den prodleni.

V pfipadé poruseni zavazku mlcenlivosti zhotovitele dle ¢l. XI je objednatel opravnén
pozadovat smluvni pokutu ve vysi 20 000 K¢, a to za kazdé takové poruseni.

V ptipadé prodleni s uhrazenim danového dokladu zaplati objednatel zhotoviteli trok
z prodleni podle piedpist obcanského prava.

Ujednanimi o smluvni pokuté neni dotéeno pravo smluvnich stran na nahradu skody.

Clanek IX.
Odstoupeni od smlouvy

Zhotovitel bere na védomi, ze pro objednatele je nezbytné, aby veskeré dodané technické
a programov¢ prostiedky jako celek splitovaly funkéni pozadavky uvedené v ptiloze €. 4.

Pro tucely nahrady sSkody v pfipadé¢ odstoupeni se stanovuje cena prace kazdého
ze zamg&stnanci objednatele na implementaci ve vysi 1 300 K¢/hod.

Objednatel je opravnén odstoupit od smlouvy v ptipadé, ze:

a) zhotovitel bude v prodleni s pfedanim které¢hokoliv (dil¢iho) plnéni dle ¢l. IIT odst. 1
po dobu delsi nez 30 dn,

b) systém offline zalohovani s implementovanymi technickymi a programovymi
prostiedky podle €l. T odst. 1 této smlouvy nesplituje nékterou/y z pozadovanych
funkci/pozadavki uvedenych v ptiloze €. 4,

c¢) systém offline zdlohovani nespliluje poZadavek na nesmazatelnost a neménnost dat,

d) systém zalohovani s implementovanymi technickymi a programovymi prostfedky
podle ¢l. 1 odst. 1 této smlouvy nevykazuje nékterou z pozadovanych hodnot
podle prilohy €. 10, tabulky ,,Provedené testy*, nebo

e) nebudou odstranény vady uvedené v protokolu o pfedani a prevzeti n€kterého z dil¢ich
plnéni ani v dodate¢né 1hité v protokolu uvedené.

Objednatel je dale opravnén odstoupit od smlouvy v piipadé€, Ze se v ramci zkuSebniho
provozu dle ¢l. V vyskytnou zavady, které:

Mrwe

b) opakované zapticini opakovani zkuSebniho provozu nebo jeho ¢asti, nebo

¢) byly uvedeny v protokolu o ptedani ptevzeti druhého dil¢iho plnéni a byly 1 odstranény
v dodatecné 1hité k tomu v protokolu uvedené, avSak projevily se znovu ve zkuSebnim
provozu.

Objednatel je opravnén odstoupit od smlouvy také tehdy, jestlize se béhem jakychkoliv
bezprostiedné po sob¢ jdoucich 12 mésicti vyskytne na technickych nebo programovych
prostfedcich dodanych podle této smlouvy vice jak 24 zavad.



Zhotovitel je opravnén odstoupit od smlouvy v ptipad¢ prodleni objednatele s thradou
danového dokladu, a to po dobu delsi nez 30 dnti.

Clanek X.
Vlastnictvi, nebezpeci Skody na véci a licen¢ni ujednani

Vlastnictvi k technickym prostfedkiim a pravo uzivani programovych prostiedkt dle této
smlouvy piechazi na objednatele dnem pievzeti druhého dil¢iho plnéni.

Dnem prevzeti technickych prosttedkli objednatelem do uschovy prechazi nebezpeci skody
na téchto prostfedcich na objednatele.

Zhotovitel poskytuje objednateli nevyhradni, nepfevoditelnou a mistné¢ neomezenou
licenci, a to na dobu trvani majetkovych prav umoznujici uzivat programové prostiedky,
dodané dle této smlouvy, pouze pro vnitini potfebu objednatele.

Licence podle odst. 3 je poskytovéana téz pro dokumentaci podle ¢l. I odst. 2 pism. d).

Licence poskytnuté dle této smlouvy se vztahuji i na veskeré poskytnuté aktualizace
poskytnutych programovych prostredki (tj. update / upgrade / patch / hotfix atd.).

Zhotovitel poskytuje objednateli nevyhradni, pfevoditelnou a mistné neomezenou licenci
na dobu trvadni majetkovych prav k realizaénimu projektu a realizacni dokumentaci.
Uvedené plnéni nebo jeho ¢asti mize dale objednatel sdm nebo prosttednictvim tieti osoby
meénit, upravovat, zpracovavat, spojovat s jinym (autorskym) dilem / prvky ¢i zatazovat do
jiného (autorského) dila souborného.

Odména za poskytnuti licenci je zahrnuta v cené dila, resp. v cenach jednotlivych dil¢ich
plnéni.

Objednatel neni povinen licence vyuzit.

Zhotovitel prohlasuje, Ze prava, ktera touto smlouvou poskytuje, mu nélezi bez jakéhokoliv
omezeni, a odpovida za Skodu, kterd by objednateli vznikla, pokud by toto prohlaseni bylo
nepravdive.

Clanek XI.
Micenlivost

Zhotovitel se zavazuje zajistit, Ze jeho pracovnici a pracovnici jeho poddodavatelt, kteti
se budou na plnéni podle této smlouvy podilet, zachovaji mlcenlivost o vSech
skuteCnostech, se kterymi se u objednatele seznami a které nejsou vefejné znamy.
Povinnost ml¢enlivosti neni ¢asové omezena.

Clanek XII.
Uverejnéni smlouvy a vySe skutecné uhrazené ceny

Zhotovitel si je védom zdkonné povinnosti objednatele uvetejnit na svém profilu tuto
smlouvu vcetn¢ vSech jejich ptipadnych zmén a dodatka a vysi skute¢né uhrazené ceny za
plnéni této smlouvy.

Profilem objednatele je elektronicky nastroj, prostfednictvim kterého objednatel, jako
vetejny zadavatel dle zdkona ¢. 134/2016 Sb., o zadavani vefejnych zakéazek (déle jen
~LZNZ), uveremuje informace a dokumenty ke svym vetfejnym zakazkam zpusobem,
ktery umozituje neomezeny a piimy dalkovy pfistup, pti¢emz profilem objednatele v dobé
uzavieni této smlouvy je https://ezak.cnb.cz/.
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Povinnost uvetejiiovani dle tohoto ¢lanku je objednateli ulozena § 219 ZZVZ.

Uverejiiovani bude provadéno dle ZZVZ a ptislusného provadéciho predpisu k ZZVZ.

Clanek XIII.
Zavéreéna ustanoveni

Smluvni strany si v souladu s ustanovenim § 1992 obcanského zakoniku sjednavaji,
ze objednatel je opravnén zrusit tuto smlouvu zaplacenim odstupného ve vysi 50 000 K¢
na ucet zhotovitele, a to kdykoli do akceptace realiza¢ni studie. Zruseni smlouvy je u¢inné
zaplacenim sjednané¢ho odstupného na bankovni ucet zhotovitele. Zaplacenim odstupného
zanikaji vSechna prava a povinnosti obou smluvnich stran vyplyvajici z této smlouvy
s vyjimkou zédvazku mlc¢enlivosti zhotovitele.

Smlouva nabyva platnosti a i¢innosti dnem podpisu opravnénymi zastupci obou smluvnich
stran.

Tato smlouva se v ¢asti poskytovani podpory uzavira na dobu neurcitou.

Smluvni strany berou na védomi, Ze technické a programové prosttedky (dodané podle této
smlouvy 1 jiné¢) mohou byt v jejich ptilohach dale souhrnné nebo jednotlivé nazyvany
,»zatizeni* dle ptislusného kontextu ptilohy.

Smlouva mize byt ménéna a dopliiovana pouze formou pisemnych vzestupné ¢islovanych
dodatkli podepsanych opravnénymi zastupci obou smluvnich stran, neni-li ve smlouvé
uvedeno jinak. Za pisemnou formu nebude pro tcel uvedeny v tomto odstavci povazovana
vymeéna e-mailovych ¢i jinych elektronickych zprav, neni-li ve smlouvé uvedeno jinak.

Pouzije-li zhotovitel pti své ¢innosti poddodavatele, nahradi $kodu jim zptisobenou stejné,
jakoby ji zpusobil sam.

Smlouva je sepsdna v Ceském jazyce. Veskera komunikace mezi smluvnimi stranami
vztahujici se k této smlouvé bude probihat v ¢eském jazyce, nebude-li smluvnimi stranami
v konkrétnim pfipad¢ dohodnuto jinak.

Zavazkové vztahy touto smlouvou zaloZené se fidi Ceskym pravnim fadem, zejména
zakonem ¢. 89/2012 Sb., obcansky zékonik, ve znéni pozd¢jsich piedpist.

Smluvni strany se dohodly, Ze ptipadny spor, ktery vznikne ztéto smlouvy nebo
v souvislosti s ni, bude rozhodovan vylu¢né podle ¢eského prava obecnymi soudy v Ceské
republice.

Smlouva je vyhotovena ve tfech stejnopisech, z nichz objednatel obdrzi dvé a zhotovitel
jedno vyhotoveni.

Odpoved’ strany této smlouvy podle § 1740 odst. 3 obCanského zédkoniku s dodatkem nebo
odchylkou neni pfijetim nabidky, ani kdyZ podstatné neméni podminky nabidky.

. Uplatnéni domnénky doby dojiti dle § 573 obCanského zakoniku se vylucuje.

Ptilohy:

Cx

. 1 — Specifikace technickych a programovych prostiredkil

. 2 — Kontakty pro poskytovani technické podpory

. 3 — Popis prostfedi objednatele

. 4 — Technicka specifikace pfedmétu plnéni

. 5 — Navrh technického feseni

. 6 — Obecna pravidla pro dodavatele v oblasti bezpecnosti IT
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Evidencni cislo smlouvy CNB: 92-189-21

&. 7 — Bezpeénostni pozadavky CNB

¢. 8 — Specifikace cen plnéni

¢. 9 — Vyznamné soucasti realiza¢niho projektu
¢. 10 — Protokol o zkuSebnim provozu

¢. 11 — Obsah realizaéni dokumentace
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Specifikace technickych a programovych prostredku

Pfiloha ¢. 1

Specifikace technickych prostiedku a programovych prostiedki, které jsou nedilnou soucasti technickych prostiredkii

PowerProtect DD6900

TLA Order

Enclosure

SSD Drives

Rack Factory Installed or Field Installed
Field Power Cords

Base Warranty

Hardware Support Services

Operating System

DPE Input Output Cards

DPE Input Output Cards

DPE Input Output Cards

DPE Input Output Cards

Transceivers

SAS Cables

Operating Environment Software License

Software Support - Operating Environment

G7D4Vv2B
GVCURSS
GKWTX75
G6UQ751
GV5UGQ3
G6WMF3K
GW7DN83
G13JEKW
GDVBJ4N
GNPYHBO
GOLSTAC
G3460YT
GB13EK6
GJZ2YFW
GAN3IHZ
GSUEGC6

G198DK7

Controller DD6900 NFS CIFS

Non TLA Order

SYSTEM DD6900 NFS CIFS

DD 1.92TB internal Cache SSD

Field Installed No Rack

PDU 1M Included

Parts Only Warranty 12Months, 12 Month(s)
ProSupport and 4Hr Mission Critical, 48 Month(s)
DD OS 7.4=IA

DD 10GSFP 10 MODULE NDC

DD 12G 4 port SAS HBA

DD 10GBASE-T |0 MODULE 4Port Full Height
DD 16GBIT FC IO MODULE 4PORT

XCVR 10GbE SR SFP

DD 3M SAS HD FLEX

LICENSE BASE DD OE =IA
ProSupport Mission Critical Operating Environment Software
Support Maintenance, 48 Month(s)

HW
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PowerProtect DD DAE

G3KSRIT

DD DS60 SHELF Field

HW 1
TLA Order GVCURS5 Non TLA Order
DD Capacity Software GK1ABU9 DD New Software 1TB Raw=CB
ProSupport Mission Critical DD New 1TB Software Support 240
Software Support - DD Capacity GE425RB Maintenance, 48 Month(s) 240
DD Shelf License G2LQTO3 DS60 4TB Active 1TB Raw=CB 240
ProSupport Mission Critical DD Raw DS60 4TB Active 1TB Sftwr
Software Support - DD Shelf License GITSQYO0 Spt-Maint, 48 Month(s) 240
Rack Factory Installed or Field Installed G4FWEJR FIELD INSTALLED DAE
External SSDs and Disk Packs G80IQOM HDD 12G DISK PK 15X4TB SAS FL DS60
Base Warranty GW7DN83 Parts Only Warranty 12Months, 12 Month(s)
Hardware Support Services G13JEKW ProSupport and 4Hr Mission Critical, 48 Month(s)
Keep Your Hard Drive or Component for
Ent Services GYO01FXN Keep Your Hard Drive For Enterprise, 48 Month(s)
DPE Selection GC0zvOoJ DD6900 Selected
PowerProtect DD DAE G3KSRIT DD DS60 SHELF Field HW 1
TLA Order GVCURSS5 Non TLA Order
DD Capacity Software GK1ABU9 DD New Software 1TB Raw=CB
ProSupport Mission Critical DD New 1TB Software Support 120
Software Support - DD Capacity GE425RB Maintenance, 48 Month(s) 120
DD Shelf License G2LQTO3 DS60 4TB Active 1TB Raw=CB 120
ProSupport Mission Critical DD Raw DS60 4TB Active 1TB Sftwr
Software Support - DD Shelf License GITSQY0 Spt-Maint, 48 Month(s) 120
Rack Factory Installed or Field Installed G4FWEJR FIELD INSTALLED DAE
External SSDs and Disk Packs G80IQOM HDD 12G DISK PK 15X4TB SAS FL DS60
Base Warranty GW7DN83 Parts Only Warranty 12Months, 12 Month(s)
Hardware Support Services G13JEKW ProSupport and 4Hr Mission Critical, 48 Month(s)
Keep Your Hard Drive or Component for
Ent Services GYO01FXN Keep Your Hard Drive For Enterprise, 48 Month(s)
DPE Selection GC0zvOJ DD6900 Selected
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HPE DP Unlimited Slots Library E-LTU SW 1

HPE DP drive ext UNIX/NAS/SAN E-LTU SW 2

HPE DP support - 48 Month(s)

*) U polozek technickych prostiedka uved'te ,,HW*.
U polozek programovych prostiedkii uved'te typ (jednotky) licencovani napt. ,,kapacita-TB*, ,,na storage*, ,,na server*, ,,na pocet pripojenych
zarizeni“, ,,na CPU", ,,na uzivatele* apod. Lze doplnit i textem pod tabulkou.
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Ptiloha €. 2

Kontakty pro poskytovani technické podpory

Konta

pfipadné telefonicky nejméné jedné kontaktni osobé objednatele

Kontaktni osoby/centrum zhotovitele:
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Ptiloha ¢. 3
Popis prostiredi objednatele

Obecné informace

V CNB jsou v provozu dvé vypodetni stiediska. Obé tato stiediska jsou provozovéana
systémem aktiv-aktiv, tj. v obou stiediscich jsou zpracovavany rizné informacni systémy.
Bézny uzivatel neni schopen rozlisit, ve kterém stfedisku je jeho pozadavek zpracovan.
V ptipad¢ potieby (havarie, udrzba atd.) je zpracovani konkrétniho informacniho systému,
ktery je umistén na nékterém ze serverii geoclusteru, pfesunuto na jiny uzel clusteru (s kratkym
vypadkem zpracovani).

Do prosttedi geografickych clusterti jsou umistovany IS ptfimo podporujici jednu nebo
vice kritickych &innosti CNB. Jiné IS se do tohoto prostiedi umistuji jen vyjimeén& (napf.
z licen¢nich divodd, striktniho pozadavku na shodnost akceptacniho a provozniho prostiedi
apod.).

V pfipadé havarie je vypadek ve zpracovani (doba mezi zastavenim IS a jeho
nastartovanim na jiném serveru) v délce do 5 minut pro CNB akceptovatelny. V piipadé
planované udrzby je nutné konkrétni dobu pfesunu zpracovadni individualné dohodnout se
spravcem prislusného IS.

Komunikacni infrastruktura/SAN

Jedno vypocetni stiedisko je umisténo v budové ustfedi v Praze 1 a druhé v Praze 5 —
Zli¢in (dale také ZP). Obé stiediska jsou plnohodnotné vybavena jak po strance komunikaéni
(LAN, SAN), tak i po strance zpracovani a ulozeni dat (servery, diskova pole, VTL knihovny).
Z kapacitniho hlediska pfevazuje (pocty serverl, objemy dat) objekt ustiedi, ve kterém jsou
také umistény systémy nevyzadujici zdvojeni (mén¢ vyznamné IS, systémy pro testovani
a vyvoj apod.).

Ob¢ vypocetni stfediska jsou propojena optickymi vldkny (single mode) dvéma
nezavislymi trasami. Jedna z tras je dlouha 22,0 km, druha trasa je dlouhd 24,4 km. Ob¢ trasy
jsou rovnocenné z hlediska ptenasenych protokoltt (TCP/IP, FC) a pfiblizn€ i objemu
pfenasenych dat. Na obou koncich jsou umistény multiplexory DWDM (technické specifikace
viz dale v tabulce).

Obecné schéma zapojeni SAN je v nasledujicim obrazku:

Zakladni topologie SAN CNB

ZLICIN

:
FC switch -24 port FC switch -24 port

FC switch -

switch - 80\port

servery servery

periferie periferie

FC switch -24 port FC switch - 80 port

FC switch -24 port




Evidencni ¢islo smlouvy CNB: 92-189-21 Priloha ¢. 1 ZD

SAN je tvofena dvéma vzajemné oddélenymi fabricy (Fabric A, Fabric B), kazdy z nich
je tvofen dvéma FC switchi umisténymi v jiné lokalité (v obrazku jsou prvky fabricu propojeny
vzdy stejnym typem cary). Kazdy z fabrict vyuziva obé optické komunikacni trasy mezi
objekty. VSechny prvky SAN (FC switche) jsou ve shodné HW a SW konfiguraci (viz dale
v tabulce).

Patetni optické rozvody v ramci objektu ustiedi jsou 62,5 um, v objektu ZP Zlic¢in jsou
50 um (typ vlakna OM3). Multimode pateini optické kabelaz je zpravidla zakonc¢ena konektory
typu SC na patch panelech v objektu tstiedi. Ostatni kabelaz je zakoncena konektory typu LC
(patch panely v objektu ZP Zli¢in a prvky SAN v obou objektech).

Hardware verze OS | poznamka poznamka

FC switche FOS 8-32 Gbit/s: kazdy ze dvou fabriki ma
CISCO MDS- v7.2.1b ISL 2x8 Gbit/s (trunk)
9396T

DWDM vzdalenost cca 22, resp. 24 km,

Cisco ONS 15454 — zapnuto Sifrovani

M6

Celkova prenosova kapacita protokolu FC mezi objekty je 4 x 8 Gbit/s, celkova
prenosova kapacita protokolu Ethernet mezi objekty je 4 x 10 Gbit/s. Lokality jsou propojeny
protokolem TCP/IP na Grovni L2 z hlediska rozhrani Ethernet.

Prostredi vypocetniho strediska

Vypocetni stredisko je vybaveno:

- zdvojenou podlahou;

- redundantnim systémem udrzovani provozniho prostiedi (teplota, vlhkost);

- napgjenim prostiednictvim redundantnich UPS (zdvojené¢ piivody do prostor vypocetnich
stiedisek, pfepétové ochrany, z rozvadécl ke spotfebiciim rozvod 230V). Do rozvadéci
jsou ptivody 400V, ale pro pfipojeni zafizeni s 3-fA4zovym vstupem by byla nutna Uprava
rozvadécu;

- pozarni signalizaci;

- samozhaSecim systémem na bazi inertniho plynu;

- detekei uniku kapalin ve zdvojené podlaze;

- zabezpeenim proti neopravnénému vstupu;

- vstupem do obou vypocetnich stfedisek s maximalni vyskou 197 cm;

- transportni trasa do vypocetniho stfediska ma omezeni s ohledem na nosnost v transportni
trase nebo rozmeéry transportni trasy. V objektu je transport mozny az po 18 hod.

Soucasny stav zalohovaciho systému

Zalohovaci systém je tvofen:

- ,,cell managerem® na platformé RedHat Linux 7 a SW Microficus DataProtector 10.70 nebo
vysSim;

- dvéma VTL knihovnami HPE StoreOnce 5650. V kazd¢é fyzické VTL knihovné jsou
nadefinovany 2 virtualni knihovny. PouZivany jsou emulace drivii LTO 4. CNB mé pro
DataProtector licenéni pokryti pro 2x ,,Unlimited slots Library“+22x“SAN drive* a dale
2x“10+1 TB Advanced Backup to disk (celkem 22 TB). Na kazdé fyzické knihovné jsou

3
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tedy nedefinovany 2 virtualni knihovny. Prvni knihovna je licencovéna slots+drive, druha
knihovna je licencovéana na kapacitu. Pfi kompresnim (deduplikacnim) poméru 13:1 je
mozné na druhou knihovnu ulozit vice nez 140 TB zdrojovych dat.

- Zalohovaci systém je tvoien Ctyimi ,,drive servery* (DP media agent). Dva z nich jsou
totozné se servery, kde jsou provozovany cell managery a 2 jsou servery Windows 2016.
Kazdy média agent ma ptipojeny vSechny drivy (jak ze "své" lokality tak i z druhé lokality).
Zalohovany server posila data v rdmci lokality media agentu prostfednictvim TCP/IP a ten
prostiednictvim SAN zapisuje soucasné data do knihoven v obou lokalitach;

- zéalohovani je v provozu v rezimu 24x7, odstavky na dobu do 2 hodin jsou mozné i
v bézné pracovni dobg;

- Windows Media agent zpravidla obsluhuje klienty s opera¢nim systémem Windows, Linux
cell obsluhuje zpravidla klienty s OS Linux;

- v soucasné dobé je celkovy objem dat uloZzenych do jedné knihovny cca 1,2 PB/mésic.

Seno : ZIiCin

zalohované servery . zalohované servery

Zakladni informace o objemem prochazejicich zdlohovacim systémem. Zdlraziujeme, Ze se
jedna o hodnoty za listopad 2019:

| Pitehled podle cell manageri |
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Cell manager

Denni objem cca GB | 40 TB Primér do jedné knihovny (tj. bez mirroru)
Z toho archivni redology databazi cca 20%

Denni maximum 45 TB

Denni pocet session | 2800 Z tohoto archivni redology databézi cca 90%

Pocet klient 370 Zahrnuje 1 virtudlni adresy v ramci clustert

Pocet transportu 122 000

médii

Nejvétsi zaloha 13TB filesystém

Nejvetsi pocet 50 miliona 7,5 TB

souborl v jedné

zaloze

Nejvétsi rychlost 2 TB/hod zéloha Oracle DB

Ostatni informace

U zélohovani je zanedbatelné mnozZstvi zaSifrovanych souborti; kompresena data (napft. jpeg,
zip, mpeg, ....) se vyskytuji, ale jejich mnozstvi je problematicky odhadnutelné. Systém
obsahuje velké mnoZstvi dat, kterd se méni — typicky archivni redology databazi.

Star$i zatizeni EMC DataDomain 2500 reportovalo primérnou hodnotu deduplikace
1:13. Aktualni hodnota u HPE StoreOnce neni znama, protoZe neni dokoncen prevod
vSech dat.

Standardni systémové prostiedi CNB (zikladni informace)

Tato cast informaci je uvedena pro uplnost, aby zhotovitel mél v ptipadé potieby kompletni
informace o prostfedi CNB.

Pocitacova sit’ — interni standard technického a programového vybaveni

Standardni technické komunikacni vybaveni:

e LAN - strukturovand kabeldz pro pfipojeni uzivatelil umoznujici pripojeni rychlosti
minimalné¢ 1000 Mbit/sec. Standardni provedeni je metalické, opticka vldkna jsou typem
dopliikkovym.

Paterni LAN — Gigabit Ethernet;

aktivni sitové prvky — platforma CISCO, plné pfepinana sit’;

LAN, MAN, WAN — multiplexory typu WDM;

Ethernet dle ISO 802.3 pro ptipojeni uzivatelskych stanic;

Protokol TCP/IP v4.
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Ptiloha ¢. 4
Technicka specifikace predmétu plnéni

Terminologie

Cluster lokalni - skupina zatizeni (zpravidla servert a diskovych poli), ktera umoziiuje zajistit
obnovu zpracovani vtadu jednotek minut po vypadku nékteré z komponent. Vzajemna
vzdalenost zatizeni od sebe muze byt do desitek metr.

Cluster geograficky/geocluster - obdoba lokalniho clusteru s tim rozdilem, Ze tato technologie
umoziuje kompletni obnovu zpracovani ve fyzicky jiné lokalité (vzdalenost desitky kilometri).
Data jsou v obou lokalitach.

IS (Informacni systém/aplikace) - je funkcni celek, ktery slouzi k ziskavani, uchovavani,
pfenaseni, zpracovavani a poskytovani informaci pomoci informacnich technologii. Zahrnuje
informacni technologie, data, spravu informacniho systému a zaméstnance, ktefti ji zajistuji,
uzivatele a vzdjemné vazby mezi nimi.

MSCS (Microsoft Cluster Service) — SW dodavany firmou Microsoft zajiStujici funkci
clusteru. Tento SW je soucasti MS Windows Enterprise Edition.

Synchronni/Asynchronni prenos - pojmem synchronni pfenos je oznacovan typ pienosu, kdy
odesilateli je doruceno potvrzeni o zpracovani jeho pozadavku az v okamziku dokoncéeni
zpracovani (tim vzniké ¢asové zpozdéni). Naproti tomu asynchronni pfenos povazuje operaci
za ukoncenou v okamziku ukonceni odeslédni pozadavku bez ohledu na to, zda operace je jiz
dokoncena a bez ohledu na to, zda byla ukoncena korektné.

ZP — zalozni pracovisté CNB v Praze-Zliéin.
Backup Session — proces, ktery vytvari kopii dat na cilovém médiu
Restore session — proces, ktery obnovuje data z ptfedchozi backup session na disk

Session — je backup session nebo restore session
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1. Vyzadované funkce a vlastnosti:
Tato kapitola obsahuje informace potiebné pro navrh feseni.

Cilem neni kompletni pfepracovani systému zalohovani, ale rozsifeni soucasného systému (2 sady dat) o tfeti kopii, kterd bude chranéna
proti neopravnénému zasahu.

Obecné nejsou kladeny zadné pozadavky na typ nabizené technologie. Pozadavky jsou na urovni funk¢énich a vykonnostnich specifikaci.
Z technického hlediska je kladen diraz na kompatibilitu s navazujicimi technologiemi, minimalizaci narokti na udrzbu a spravu novych zatizeni.

Pokud v niZe uvedené specifikaci vzniknou jakékoliv pochybnosti o0 vyznamu textu, je potieba vyznam zasadné vykladat v kontextu
ucelu dodavky, tj. maximalni zajiStény ochrana dat, maximalni rychlost obnovy dat po napadeni/poskozeni a soucasné zajiSténi maximalni
pruchodnosti systému.

V nésledujici tabulce jsou uvedeny poZzadavky, které musi byt zhotovitelem splnény. Vzhledem k tomu, ze specifikace pozadavki je na
obecné urovni (tj. nespecifikuje jednu konkrétni technologii), neni mozné vSechny pozadavky specifikovat zcela piesné.

Vzhledem k tomu, Ze zadani je obecné, bude v dal§im textu slovem ,,drive* nebo ,,drivy* minén bud’ skutecny drive magnetopaskové
jednotky, virtudlni drive virtudlni knihovny nebo i diskovy tloZny prostor.

Obecné principy
Popis KLARI
Doba ulozeni Zajisténi ochrany ulozenych dat po dobu 30-60 dnti od okamziku ulozeni. | ANO, nastavitelna administratorem jednotné
Tato doba musi byt bud™: pro vSechna vstupni data
- nastavitelna administratorem jednotné pro vSechna vstupni data.
- Nastavitelna pro konkrétni ukladany objekt. V tom piipadé musi
existovat transparentni vazba na SW DataProtector, odkud bude tato
informace (doba ulozeni) ¢erpana a musi byt ekvivalentni s dobou
uloZeni v DataProtectoru.
. Systém (implementované feseni) ANO, retention lock compliance
Nemeénnost : : .y p oy
. Varianta b) je mozna, ale neni soucasti
doby ulozeni .
nabidky
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a) neumoznuje pro zapsana data zkratit dobu ulozeni (dobu, po kterou
jsou chranéna proti smazani a proti prepsani/zmeén¢) nebo je smazat
nebo

b) je nakonfigurované tak, ze zména doby ulozeni je mozna jen
lokalng, tj. z panelu na zatizeni nebo z konzole piipojené na fyzicky
port zatizeni, nebo z pocitace zapojeného do samostatné sité, ktera
je soucasti implementovaného feSeni, a je zaznamenana do logii.
Tyka se i smazani dat.

To se tyka napf. i moznosti administratorti vybrat k zapisu vymeénna média
pted tim, nez uplyne doba uloZeni na nich zapsanych dat.

Ochrana

Data uloZena v systému musi byt chranéna tak, Ze neni mozné je
jakymkoliv zplisobem smazat, modifikovat, znepfistupnit nebo
znevérohodnit. Tato ochrana musi byt aplikovana na v§echny mozné
ptistupy k datlim a to napt. z pozice ukladani dat (vstupni interface pro
data), managementu (administratorsky ptistup), apod.

Tento pozadavek se tyka zpiisobu (technologie) uloZeni dat a zplisobu
jejich spravy (napft. sprava paritnich skupin/RAID, filesystému apod.).
Nepostacuje pouhé prokazani, Ze data byla/nebyla zménéna (napt. Casovou
znackou).

Systém musi chranit pfed jakymikoliv utoky prostfednictvim pocitacoveé
sité, a to 1 napf. v€etné variant, Ze Uto¢nik ziska n€kolik administratorskych
hesel apod.

Neni potieba zohlednit fyzickou ochranu zafizeni, naopak je toto mozné
vyuzit jako soucast ochrany (napft. ovladani zafizeni pouze z celniho panelu
nebo prostiednictvim specialniho portu, ke kterému se pfipoji notebook
apod.).

Smazani dat nesmi byt mozné ani prostfednictvim vyrobce (napf. rizné
typy specialnich hesel platnych po omezenou dobu).

ANO, SAN neni LAN a sama o sob¢é by méla
byt bezpecna.
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Zadavatel pfipousti jedinou vyjimku a to je moznost poskozeni sady dat
uloZenych v systému v poslednich 24 hodinach. Zadavatel tedy ptipousti,
ze v ramci ukladani do systému muze vznikat pracovni kopie dat (napf.
diskovéa cache), ktera nema tak vysoké zabezpeceni. Podminkou je vSak
ptresun téchto dat do ,,zabezpecené* ¢asti a to nejpozdeji do 24 hod od
prvotniho ulozeni konkrétniho objektu (dat).

V piipadé napadeni (napf. ransomware) CNB zajisti obnovu provozu
serveru s DataProtector, SAN a LAN. Dodany systém musi itoku odolat.
Jiné komponenty CNB nesmi byt potieba obnovovat (napf. soutasné
kapacity StoreOnce byt jen do irovné konfigurace virtualnich knihoven).
Cilem je minimalizovat ¢as potiebny k zahdjeni obnovy dat uloZenych v
,,offline zalohovani*

Reseni tedy nemiize byt zaloZzeno na pravidelném vyjiméani pasek
operatorem (neni obsluha béhem vikendl), ale mtize byt nap¥. zaloZzeno
na:

- pravidelném snapshotu

- presunu médii do zabezpecfené ,,mezi oblasti*, odkud je miize operator
napf. 1xtydné transportovat do trezoru

Obnova
katalogu

V ptipadé poskozeni databaze (IDB) zalohovaciho systému DataProtector
musi existovat moznost nacteni uloZzenych dat (catalog) z dodaného zatizeni.
Nacteni katalogu dat uloZenych za jeden den nesmi byt delsi nez 10 hodin.

ANO, doba =zalezi na vykonu primarni
zalohovaci infrastruktury

Konfigurace a

Provadéni zmén konfigurace a sledovani zatéze zatizeni (performance) je

ANO, konkrétni zpiisob feSeni bude ptipraven

byla vyslovné pfid¢lena ptislusna role.

performance mozné fesit zapojenim napt. PC umisténého pfimo u zafizeni (napf. export | v ramci realizacniho projektu.
csv dat apod.), tj. port pro konfiguraci nebude trvale zapojen.

Typ provozu Zatizeni bude pracovat v rezimu 24x7, ale (fyzicka) obsluha pro pravidelné¢ | ANO
aktivity (netyka se havarii) je zaji§téna jen v pracovni dny (viz také
poZadavek Ochrana).

Rizeni piistupu | piistup k datim (moZnost obnovit data) musi mit pouze pracovnici, kterym | ANO
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Rizeni
opravnéni k
administraci

Moznost spravovat feseni (tj. predevSim urcovat jaka data budou
zalohovana a kdy, jak dlouho budou ulozena apod.), musi mit pouze
pracovnici, kterym byla vyslovné ptidélena ptislusna role.

ANO, fizeni ptistupu je jednou zakladni
vlastnosti feSeni

Operatorské
pozadavky

Pozadavky na operatorskou obsluhu maximaln¢ v rozsahu 1 hod /pracovni
den

ANO

Reporting chyb

Zatizeni musi néjakym zplisobem zajistit informovani administratorti o
svém stavu. Zpusob informovani o chybach je na dodavateli, ale pies tento
kanal nesmi byt mozné jakkoliv data ovlivnit nebo smazat (a to napf. i
smazanim/poskozenim zékladniho filesystému), ale musi byt zajisténo
informovani alespont 1x za den bez nutnosti fyzické navstévy zatizeni.
Splnéni pozadavku je mozné i formou ptedavani logi do systému SIEM
CNB (viz. Zaznamenavani udalosti formou logti IT). V tom ptipadé musi
dodavatel specifikovat algoritmus, jak ze zaslanych logt identifikovat
potfebné informace.

ANO, emaily, SMS atd..., konkrétni zptisob
feSeni bude pfipraven v ramci realiza¢niho
projektu.

Zaznamenavani
udalosti formou
logt

Systém vytvari zaznamy o udalostech (logy), alespon

a) uspeésné i netispeésné piihlasovani a odhlasovani ke vSem Gctiim,

b) ¢innosti provedené administratory, zejména zména doby ulozeni a/nebo
smazani médii nebo dat,

¢) uspeésné 1 netispéSné manipulace s Ucty, opradvnénimi a pravy,

d) neprovedeni ¢innosti v diisledku nedostatku ptistupovych prav a
opravneéni,

e) ¢innosti uZivatelll, které mohou mit vliv na bezpe¢nost informa¢niho
systému,

f) zah4jeni a ukonceni ¢innosti technickych aktiv,

g) kriticka 1 chybova hlaseni technickych aktiv,

h) pfistupy k zdznamiim o udalostech, pokusy o manipulaci se zdznamy o
udalostech a zmény nastaveni nastroje pro zaznamenavani ¢innosti,

Kazdy auditni zdznam musi obsahovat minimalné¢:

a) datum a ¢as vcetné specifikace Casového pasma s piesnosti na sekundy,
b) typ Cinnosti,

¢) identifikaci technického aktiva, které ¢innost zaznamenalo,

ANO, vsechny pozadavky jsou podporovany
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d) jednoznacnou identifikaci Gctu, pod kterym byla ¢innost provedena,
e) jednoznacnou sitovou identifikaci zatizeni plivodce,
f) uspéSnost nebo netispéSnost Cinnosti.

Zaznamenavani
udalosti formou
logt 1T

Systém zajist'uje:

a) automatické posilani logti do systému SIEM CNB, napt. syslog (syslog
UDP/514 ptipadné TCP, nejlépe format CEF) nebo

b) ulozeni logli po dobu alesponi 18 mésicii, ochranu logili proti smazéani a
moznost logy pfenést (exportovat) na lokalné pfipojené zatizeni.

Ptes tento kanal nesmi byt mozné jakkoliv ulozena data ovlivnit nebo
smazat.

ANO, automatické posilani logli do systému
typu SIEM je podporovano, ale implementace
neni soucasti nabidky. UloZeni logii na
pozadovanou dobu (i delsi) neni problém

Autentizace
administratoru

Ptfed umoznénim administrace musi byt uzivatel autentizovan a
autorizovan.

K Zadné casti systému neni mozné ziskat piistup s vyuZitim autentizacnich
informaci (hesel, kryptografickych klict apod.), které neni mozné zmeénit.
Tj. systém neobsahuje ,,hardcoded* hesla, ,,maintenance backdooor* apod.

Autentizace je zaloZena na
a) vicefaktorové autentizaci s nejméné dvéma riiznymi typy faktord,
nebo
b) autentizaci heslem.
Pfi autentizaci heslem systém zajiSt'uje, Ze heslo
- musi mit alesponl 12 znakd.
- musi splilovat alespon tfi z nésledujicich pozadavkl: malé pismeno,
velké pismeno, ¢islici, nealfanumericky znak.

ANO, vsechny pozadavky jsou podporovany,
vicefaktorovou autentifikaci nedoporucujeme,
sila a doba platnosti hesla jsou
konfigurovatelné

Konkrétni zpiisob feSeni bude ptipraven
v ramci realiza¢niho projektu v souladu
s internimi pfedpisy CNB
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prenasenych dat

Ochrana Heslo neni v systému uloZeno nebo pienaseno v nechranéné podobé. ANO, neni.
autentizacnich
informaci
Jsou dokumentovany role, které nesmi mit jeden uzivatel soucasné, a ANO, v ptipadg, ze CNB vyuziva biometrické
Princip vyskyt kolizi je identifikacni néstroje.
oddé¢leni a) vyloucen technickym feSenim nebo Rozhodné je mozné kontrolovat role pomoci
povinnosti b) moZné kontrolovat pomoci néstrojii pro reportovani roli pfidélenych | nastrojli pro reportovani roli pfidélenych
uzivateliim. uzivatelim.
Pokud systém pienasi autentizacni informace nebo administratorské ANO, autentiza¢ni nebo administratorské
ptikazy po siti, ktera neni souc¢asti dodaného feSeni, musi byt tato informace je moZné kryptovat ale i pfenaset po
komunikace kryptograficky chranéna proti zmén¢ a odposlechu. Pfitom: dedikované VLAN
Jsou pouzZivany aktudln€ odolné kryptografické algoritmy, schémata
a protokoly. Konkrétni zpiisob feseni bude piipraven
Kr , Jsou zohlednéna doporuceni v oblasti kryptografickych prostiedkii | v rdmeci realiza¢niho projektu v souladu
yptograficka . v Y. i , 1 . Poa o
ochrana vydana NUKIB, zvefejnéna na jeho internetovych strankach. s internimi predpisy CNB

(v dubnu 2020 https://www.govcert.cz/cs/doporuceni-v-oblasti-
kryptografickych-prostredku/ )

Systémy spravy Sifrovacich kli¢ti musi:
- byt v maximalni mozné mife automatizované a musi byt
minimalizovdna moZnost Uniku klice.
- Soukromé a symetrické klice musi byt uchovavany v

tajnosti.
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- Soukromé a symetrické klice, které jsou prendSeny, mohou
byt bezpecné piedany pouze oveéfenym stranam
prostiednictvim odpovidajicich protokoli a algoritmi.
- Klice odstranéné z pamétového zatizeni musi byt
vymazany tak, aby je nebylo mozné bézné dostupnymi
prostiedky obnovit.
Pro zabezpeceni http spojeni je pouzit protokol TLS 1.1 nebo vyssi,
pricemz preferovan je protokol TLS 1.2.

Ochrana
vyménnych
médii

Pokud jsou pouzita vyménna média (napt. pasky), systém zaznamenava
jejich vyjmuti a vloZeni.

Neni soucasti reSeni

Oddéleni

Systém (implementované feSeni)
¢) neumoziuje pro zapsana data zkratit dobu ulozeni (dobu, po kterou
jsou chranéna proti smazani a proti piepsani/zmeéné) nebo
d) je nakonfigurované tak, ze zména doby ulozeni je mozna jen
lokalné, tj. z panelu na zafizeni nebo z konzole ptipojené na fyzicky
port zafizeni, nebo z pocitace zapojeného do samostatné sité, ktera
je soucasti implementovaného feseni, a je zaznamendna do loga.
To se tyka napt. 1 moznosti administratori vybrat k zapisu vyménna média
pted tim, neZ uplyne doba uloZeni na nich zapsanych dat.

ANO, ob¢ varianty jsou mozné

Konkrétni zpusob feseni bude piipraven
v ramci realiza¢niho projektu v souladu
s internimi pfedpisy CNB

Technické pozadavky:

Pozadavek

Popis Poznamka/zdiivodnéni

KLARI

Kompatibilita

Zajisténi kompatibility s DataProtector
minimaln¢ pro verzi 10.70

Pro dodané zafizeni musi byt zajiSténa | ANO
kompatibilita se stavajicim  zalohovacim
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syst¢émem-Microfocus ,,Data Protector 10.x
Device Support Matrix‘

Zajisténi kompatibility a pfipojenymi servery,
se SAN a dalsimi komponentami provozniho
prostfedi CNB (viz ptiloha €. 3).

Zatizeni musi byt kompatibilni se stavajici
infrastrukturou.

ANO

Kapacita

Je pozadovan ulozny prostor pro minimalné
4000 TiB klientskych dat. Uvedeny odhad je
Cisty objem dat zklienti bez jakékoliv
komprese nebo deduplikace.

Vuvedenych 4000 TB neni zahrnuto
jakékoliv zabezpe€eni dat v ptipadé pouziti
diskového prostoru. Stanoveni Urovné
zabezpeCeni je na zhotoviteli. Objednatel
vSak nepfipousti provoz diskového ulozisté
bez zabezpeceni (RAID 0) a bez pouziti spare
diskii (v mnozstvi dle doporuceni vyrobce,
minimalné¢ vSak v mnoZstvi po pokryti
vypadku 1 ks libovolného dodaného disku, na
kterém budou uloZena data nebo metadata).

Pozn: 1 KiB=1024 byte, 1 MiB=1024 KiB, ...

V ptipadé pouziti zabezpeceni RAID x,
komprese nebo deduplikace musi byt vypoctem
dolozeno, ze bude dosazeno pozadované
kapacity - viz také pozadavek ,,.Deduplikace a
komprese*

Vypocet pak bude kontrolovan na redlnych
datech CNB.

Smluvni pokuty stanovené =za poruseni
pozadavku nebo jeho Casti nebrani objednateli
oznacit plnéni nespliujici tento pozadavek za
poruseni smlouvy se vSemi z toho plynoucimu
disledky.

Nedodrzeni tohoto pozadavku bude povazovano
za zavadu dle smlouvy vcetné vSech nasledkl
ztoho plynoucich, tj. vfetné¢ povinnosti
zhotovitele tuto vadu na své naklady odstranit.

ANO, nabizené zarizeni
ma 1,3x lepsi deduplikacni
pomer nez zatizeni
DD2500

Vzhledem k uvedenému
deduplikacnimu  poméru
na datech CNB je nabizena
kapacita plné€ dostacujici.

Pozadovany ,,Vykonnost* musi byt dodrzen
pro celou dodavanou kapacitu, tj. pfi
libovolném zaplnéni knihovny (v€. zaplnéni
nad 95%) z pozadovanych 4000TB musi byt
stale dosahovano poZadovaného vykonu.

Smluvni pokuty stanovené za poruSeni
pozadavku nebo jeho Casti nebrani objednateli
oznacit plnéni nespliujici tento pozadavek za
poruseni smlouvy se vSemi z toho plynoucimu
disledky.

Nedodrzeni tohoto pozadavku bude povazovano
za zévadu dle smlouvy vcetné vSech nésledkil

ANO, viz vyse
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ztoho plynoucich, tj. vcetn€¢ povinnosti
zhotovitele tuto vadu na své naklady odstranit.

Vykonnost

Systém musi byt zaflenén do soucasného
komplexu, kdy jsou vyuzivany vSechny
licence (drivové i kapacitni).

Vytvoreni tfeti (nesmazatelné) kopie nesmi
vykonnostn¢ omezovat soucasné zalohy.
Systém musi umoznovat béh minimalné 20
paralelnich session (backup nebo restore)
kazda s pridélenym jednim drivem v kazdé
z lokalit soucasné.

Pokud bude probihat vytvareni 3. offline kopie
souCasné s béznou =zalohou, musi zafizeni
umoznit béh minimalné 20 zaloh, kde bude
kazdé zaloze pridélen jeden drive. Toto se
netyka vytvareni kopii dat ,,post-procesingem®,
pokud ten splituje ostatni vykonové parametry.

Obecné je mozné feSeni vytvareni 3.kopie dat
soucasné s prvnimi dvéma nebo vytvaieni kopie
az pozdéji. Maximalné vSak 24 hodin po
provedeni zalohy. VSechny zplisoby musi byt
zajistény licencné.

ANO, vytvofeni
3.nesmazatelné kopie musi
byt vytvotena po ukonceni
primarniho zalohovani.

3.kopie bude vytvotena
jako lokélni klon primérni
zalohy v jedné lokalité.

Celkovy vykon pro zalohovani (ulozeni do
knihovny) pozadovany pro dodavana zatizeni
je miniméalné¢ 2000 MB/s Pro jednotlivy
stream (drive) je pozadovan vykon minimalné
400 MB/s

ANO, vykon =zafizeni je
VysSi.

Denni objem minimaln€ 60 TB/den
Minimalné 100 miliéonti souborti/den
Prichodnost minimalné 2 GB/s, jeden stream
minimalné 400 MB/s pfi zaloze. Pti obnové
minimalné 75% téchto hodnot.

Obnova dat pfimo z prostfedi DataProtector =
uvnitf  zafizeni muiZe probihat né&jaky typ
tearingu (pfesunu dat mezi vrstvami s rtiznou
vykonnosti), ale musi byt pro DataProtector
transparentni. Vykonnost jednotlivych vrstev
vSak musi byt dimenzovéna tak, aby i obnova
starSich zéaloh (napf. 14 dnl) splhovala
podminky uvedené vyse

ANO, nabizené zarizeni
nasobné prekracuje
pozadované hodnoty

10
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Restore nesmi byt horsi nez 75% vykonu ANO
pozadovaného pro zalohu.
Navrzené teSeni nesmi prodlouzit soucasné ANO, navrzené feSeni

zélohy (napf. pti cca 3000 zalohach/den bude
mit dlouhy mount/dismount média vyznamny
dopad do celkové doby zalohovani).

nema dopad na primarni
zalohy

Drivy musi byt rovnocenné z hlediska své
vykonnosti a z hlediska ptistupu k médiim

Vsechny drivy musi mit pfistup k médiim ve
stejném rozsahu, tj. vyhrazeni urCitych médii
pro pouziti v konkrétnim drivu nesmi byt
obecnym pravidlem, které nelze zrusit.

ANO

Pfipojeni drivli je pozadovéno protokolem
FibreChannel (FC) s rychlosti 16/32 Gbit/s.
Pocet portlh musi byt minimalné¢ 4 (=2 do
kazdého fabricu SAN) a maximalné 8.

Zatizeni musi byt pripojitelné

prostiednictvim LAN nebo SAN k serverim
(Media agent) v obou lokalitaich CNB.

Zapojeni do Zafizeni je mozné zapojit do struktur CNB ANO, nabizené interface
struktur CNB témito interface: jsou dostatecné, pro datové
- LAN Ethernet 10 Gbit/s (maximaln¢ 4 pfenosy budou pouzity
porty), IPv4 4FC porty
- LAN Ethernet 1 Gbit/s (maximaln¢ 4
porty)
- FC 32 GBit/s (maximalné 4 porty)
Viz popis prostiedi CNB
Zptsob Podle zptsobu realizace muze jit o standardni ANO, vsechny pozadavky
pfipojeni a knithovnu/VTL nebo napt. protokol S3. na pripojeni a spolehlivost
spolehlivost nabizené feSeni spliiuje

11



Evidencni ¢islo smlouvy CNB: 92-189-21

Priloha ¢. 1 ZD

Pro potieby fizeni je mozné pouzit protokol
TCP/IP.

ANO, vsechny pozadavky
na pfipojeni a spolehlivost
nabizené fesSeni spliiuje

Zatizeni musi umoznovat vyménu vadnych
komponent za provozu bez nutnosti odstavky.

Navrzené feSeni musi byt spolehlivosti
konstruovano pro provoz 24x7 a musi
minimalizovat potfebu odstavek, konkrétné
tak:

- Pro upgrade firmware je povolena odstavka
na nejvyse 4 hodiny 1x za kazdych 12
bezprostiedné po sob¢ jdoucich mésict;

- Zatizeni nesmi vykazat vice nez 12 zavad na
vSech svych soucastech dohromady (vSech
dodanych technickych a programovych
prostfedcich) za kazdych 12 bezprostiedné po
sob¢ jdoucich mé&sict.

Pokud bézi jakékoliv interni udrzba (typicky
reklamace uvolnéného prostoru, reorganizace
volnych prostor na disku apod), pak jeji rezie
musi byt nad pozadovanymi parametry
kapacity a vykonnosti (Backup i restore)

Na strané CNB vznikaji naklady pii Casté
poruchovosti nebo vynucenych odstavkach.
Zhotovitel by tedy mél zvazit kvalitu
nabizeného feseni.

Smluvni pokuty stanovené =za poruseni
nékterych ¢asti pozadavku nebrani objednateli
oznacit plnéni nespliujici tento pozadavek za
poruSeni smlouvy se vSemi z toho plynoucimu
disledky.

Nedodrzeni tohoto pozadavku bude povazovano
za zavadu dle smlouvy véetné vSech nésledki
ztoho plynoucich, tj. vcetné povinnosti
zhotovitele tuto vadu na své naklady odstranit.

ANO, vsechny pozadavky
na pripojeni a spolehlivost
nabizené feSeni splituje

Zatizeni musi byt schopno uchovat uloZené
informace 1 v ptipad¢ vypadku napajeni (non-
volatile) a samoziejmé nesmi pii vypadku
napajeni data posSkodit (maximaln€é smi byt

nedostupné médium nadefinované
v DataProtectoru, se kterym se prave
pracovalo).

ANO, vsechny pozadavky
na pripojeni a spolehlivost
nabizené feseni splituje

12
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Pro potieby identifikace =zafizeni je
pozadovana identifikace jednotlivych drivi
(napt. pfes sériové Ccislo nebo WWN)
prostiedky DataProtector (napt. ptikazem
devbra —dev).

Pii vétSim poctu drivli a cest k nim musi byt
jednotlivé drivy néjakym zplsobem mozné
identifikovat.

Tento pozadavek se logicky netyka feSeni
zalozeného Cist¢ na diskovém prostoru.

ANO, vsechny pozadavky
na pfipojeni a spolehlivost
nabizené feSeni spliiuje

Zabezpeceni
dat-kopie dat

Pozadavky na ,,zabezpeceni dat-kopie dat™ | Vykonnostni pozadavky na vytvoreni kopie dat | ANO, nabizené feSeni
nejsou zahrnuty v pozadavcich ,,vykonnost®, | musi byt zohlednény v navrhu feSeni a musi | CNB znd a spliiuje
protoZze neni zndma technologie, jakou se | odpovidat navrzenému zptsobu realizace. vSechny pozadavky
budou kopie dat vytvaret. Vyslovné

upozoriujeme na potiebu zohlednéni potteby

veétsi hrubé kapacity pii pouziti disktl (vyuziti

RAID-<n>), vykonnostni kapacity pro

kontrolu ulozenych dat, reklamaci prostoru

(napt. deduplikace) apod.

Systém musi provadét automatickou kontrolu ANO, nabizené feSeni
Citelnosti dat (bud’ automaticky, nebo pftes CNB znd a spliuje
nacasovanou ulohu), tj. v dob€ nizsi zatéze vSechny pozadavky

musi probihat automaticka kontrola ¢itelnosti
stop/sektoril na discich.

garantovana 100% spolehlivost ve smyslu
neménnosti dat.

Objednatel nezna dodavanou technologii a
nemuze proto stanovovat deduplikaéni pomér.
Po nékolikaletém provozu zafizeni EMC

Implementace V ramci implementace musi zhotovitel ANO, Konkrétni zptisob
feSeni navrhnout zpisob implementace nového feSeni bude ptipraven
feSeni do prostiedi objednatele a integraci se v ramci realiza¢niho
zalohovacim  systétmem  DataProtector. projektu v souladu
Néhrada SW DataProtector je vyloucena. s internimi predpisy CNB
Deduplikace a | V piipadé, ze bude navrzena technologie | Spolehlivost systému je v CNB vyznamna. Neni | ANO, nabizené feSeni
komprese deduplikace dat, musi byt toto feSeni na | piipustné, aby po ptipadné obnové byl napi. na | CNB zna a spliluje
nejvyssim stupni zabezpeCeni. Musi byt | nékterém uctu jiny zGstatek. vSechny poZzadavky

13
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Vykonnost deduplikéniho systému musi byt
dostatecné dimenzovana. Provadeét
deduplikaci na klientské strané objednatel
nepfipousti (zatéz klienta).

DD2500 muze objednatel pouze konstatovat, ze
je zde dosahovano deduplikanc¢iho poméru 13:1.
Smluvni pokuty stanovené za poruseni
nekterych ¢asti pozadavku nebrani objednateli
oznacit plnéni nesplitujici tento pozadavek za
poruseni smlouvy se vSemi z toho plynoucimu
disledky.

Nedodrzeni tohoto pozadavku bude povazovano
za zavadu dle smlouvy vcetné vSech nasledki
ztoho plynoucich, tj. vcéetné¢ povinnosti
zhotovitele tuto vadu na své ndklady odstranit.

Komprese na urovni dodanych zalohovacich

Komprese je pfipustna na trovni doddvanych

ANO, nabizené feSeni

s prostfedim
CNB

uvedené v casti ,,Popis soucasného stavu a
infrastruktury CNB*.

zafizeni je pfipustnd jak na arovni HW, tak zafizeni. Neni pfipustné pfenést kompresi na CNB zn4 a splituje
na urovni SW. Jeji rezie vSak musi byt klienty zalohovani nebo media agenty. vSechny pozadavky
zahrnuta v odhadech propustnosti a
vykonnosti.
Licence Zhotovitel doda veskeré licence spojené | Pokud v dobé dodavky budou jiné licencni | Potfebné licence
s provozem dodévaného zatizeni tak, aby byl | podminky pro rizné verze DataProtector, musi | Microfocus Dataprotector
v souladu s podminkami vyrobce doddvaného | byt soucasti dodavky licence pro zajisténi | pro vytvoreni 3.kopie
zatizeni a soucasné, aby vyhovoval licen¢nim | provozu v obou verzich. zélohy  jsou  soucasti
podminkdm  HP  DataProtector  verze nabizeného feSeni.
minimalné 10.70 Upozoriiujeme také na fakt, Ze u
virtualizovanych technologii mohou sice byt
neomezené pocty knihoven, drivii a médii, ale
na strané DataProtector je nutné odpovidajici
licencovani.
Kompatibilita Navrzené feSeni musi dodrzovat standardy Prostiedi CNB zname,

navrzené
respektuje.

resSent je

14
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Pokud bude mit dodané zafizeni v sobé
integrovany komponenty, které nedodrzuji
vyse uvedené standardy, je to mozné pouze za
predpokladu:

- ze dand komponenta je bezudrzbova ze
strany CNB;

- ze budou dodrzeny minimalné komunikacni
a bezpecnostni standardy (pokud bude nutné
komponentu zapojit do LAN/SAN);

- zhotovitel zajisti na své naklady pravidelnou
instalaci patches minimalné 2x ro¢né.

Hmotnost

Dodévané technické prosttedky musi byt
umistitelné ve vypodetnich stiediscich CNB.
Bez dalSich specifickych statickych vypocti
je mozné do kazdého ze stredisek umistit do
standardniho 19* stojanu CNB. Maximélni
velikost je 25U/stojan, hmotnost nesmi
prekrocit 350 kg/stojan. V lokalit€ 1ze vyuzit
maximalné 2 stojany vzdaleno od sebe cca 2
metry.

Zatizeni prekraCujici uvedené parametry
nesmi byt nabizena.

V objektu ustfedi je realizace vypocetniho
stiediska formou ,.tepla ulicka® a musi tedy
byt pouzity stojany CNB zaintegrované do
ulicky.”

Je mozné bud vyuzit maximalné¢ 25U
v jednom stojanu.

ANO

Rozméry

Transportni trasy umoznuji bezproblémovou
dopravu  zafizeni stémito  parametry:
maximalni  vySka 195 cm, maximalni
zdkladna 90 cm x 110 cm.

Pozadavek vychédzi z moZnosti transportnich
tras do ocekavaného umisténi.

ANO

15
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Zatizeni vétSich rozmérti nesmi byt nabizena.

Napéjeni Pozadovéno zdvojené, 1 fazové 230 V Ve vypoéetnich stiediscich CNB jsou rozvadéée | ANO
pfipraveny pro pfipojeni systémui s 1 fazovym
napajenim.

Konfigura¢ni Zatizeni musi umoznovat definovat drivy, | Pro pruzné a efektivni vyuziti je nezbytné | ANO

zmény média a knihovny na | zajistit moznost konfigura¢nich zmén na trovni

uzivatelské/administratorské urovni. zameéstnancl objednatele.
Je  pozadovana  moznost  zéalohovani
konfigurace zafizeni.

Vzdaleny Piistup servisni organizace ze sité mimo CNB ANO, respektujeme

pristup je zakéazan.
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Priloha ¢. 5
Navrh technického reSeni

Nabizené feSeni tvoii Power Protect DataDomain 6900 a licence Microfocus DataProtector.

Popis nabizenych technickych a programovych prostiedkit (miiZe byt i p¥ilohou jen
v elektronické formé a miiZe byt i v anglickém jazyce)

Nabizené feseni tvoii Power Protect DataDomain 6900 a licence Microfocus DataProtector.

Popis zallenéni do struktur CNB na fyzické urovni (polty potiebnych porti, jejich
parametry)

Pro ptenosy dat navrhujeme pouzit 4FC porty (2 v kazdém fabricu) a pro Management
Ethernet. Vzhledem ke zvySenym poZadavkiim na zabezpe€eni navrhujeme vyuziti VLAN.
Konkrétni zptisob feseni bude pfipraven v ramci realiza¢niho projektu v souladu s internimi
predpisy CNB

Popis zaclenéni do struktur CNB na logické tirovni, kdo s kym komunikuje (jak mezi
dodavanymi komponentami tak i komunikace ke komponentim CNB), na jakych
protokolech-TCP/IP nebo FC nebo jiné-uvést jaké

Vytvorteni 3.kopie je fizeno na Grovni zalohovaciho software. Po ukonceni primarnich zaloh
je spusténo klonovéni zélohy na lokalni urovni. VSechny datové pfenosy probihaji plnou
rychlosti na SAN (protokol FC), fizeni po siti na protokolech TCP/IP

Popis zajisténi vytvdieni 3.kopie dat
Viz vyse

Popis zabezpeceni proti neoprdavnéné zméné uloZenych dat
viz priloZzena dokumentace Retention lock compliance.

Pokud je replikace na urovni dodanych zaiizeni, tak i zpitsob ,zviditelnéni“ téchto kopii
DataProtectoru (detailné musi byt zpusob ,,zviditelnéni“ uveden v piipadé kopie na uirovni
dodanych zaiizeni bez kooperace s DataProtector)

Vytvotfeni 3.zalohy zalohovacim softwarem jednoznacné zajiStuje piistupnost 3.kopie
z Microfocus Dataprotectoru

NavrZené pocty médii a zditvodnéni uvedeného poctu (pouze v piipadé fyzickych médii)
VyuZivame virtualni technologii.
Informace o zpitsobu zabezpeceni dat a informace a dosaZeni poZadované kapacity (doloZené
vypoctem)
Kalkulace vychazi z informaci v zadavaci dokumentaci a datovych listech vyrobce.

V zadavaci dokumentaci je uveden deduplikaéni pomér 1:13 na realnych datech CNB na
zatizeni DD2500 (pfedchozi generace zatizeni DD6900 nabizeného v feSeni). U DD2500
je vyrobcem uvadén deduplikaéni pomér 1:50 na zkusebnim vzorku dat. Skutecné dosazeny
deduplikac¢ni pomér je tedy ptiblizné 3,8 krat mensi.
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U zatizeni DD6900 je udavan deduplikacni pomér 1:65 (vylepseni deduplikacniho poméru
1,3 krat) a logicka kapacita 18,7 PB. Pfi stejném poméru mezi vyrobcem uddvanym
deduplika¢nim poméru a realné dosazeném na datech banky je tedy mozno ulozit 18,7 :
3,8=4,9PB.

Kontrola vypoctu
Fyzicka Cista kapacita zatizeni je 288TB.
Ocekavany deduplikacni pomér je 13x1,3=16,9. 288x16,9=4867TB, to je ptiblizné 4,9 PB.

Ze zkusenosti vime, Ze vykon zatizeni neni nijak omezen do zaplnéni na 90% a jen mirné
se projevuje do 95% zaplnéni zatizeni. Je tedy moZzno pocitat s redlnou kapacitou 4,4PB pfti
90% zaplnéni. To s rezervou spliiuje pozadavek na 4000TiB.

Zatizeni DD6900 méa podle vyrobce za hodinu ulozit 15TB dat. To je vice nez 4GB/s. Tuto
propustnost dosahneme na dvou portech FC 16Gb, je tedy s rezervou zaruc¢en pozadovany
vykon 2GB/s. Vzhledem ktomu Ze tfeti kopie zalohy je klonem primérni zalohy
vytvorenym lokalné¢ po ukonceni primarni zalohy (konsolidovand data), je velmi
pravdépodobné Ze ani zdlohovaci systém nebude vyznamné omezovat ptenosovou rychlost.

Informace o dosaZeni poZadované propustnosti
viz vySe a dokumentace

Informace o doddvanych licencich programovych prostiedkii piimo souvisejicich
s doddavanymi technickymi prostiedky. Informace o licencich souvisejicich s DataProtector a
potvrzeni/prohldseni, Ze licence jsou dostacujici pro provoz. Soucasné je poZadovina
informace o zpiisobu zajisténi licencovani v piechodném obdobi (soubéh starého a nového
FeSeni). (Zadavatel upozoriiuje, Ze informace nesmi byt v rozporu s obsahem ndvrhu
smlouvy, ktery neni dodavatel opravnén ménit; viz zejména ¢l. X odst. 3 ai 9 navrhu
smlouvy.)

Prohlasujeme, Ze nabizené licence Microfocus DataProtector jsou dle licenéniho modelu
firmy Microfocus dostacujici pro provoz. Zadné prechodné obdobi neplanujeme.

18



datadomain

White Paper

Data Domain
Data Invulnerability Architecture

Ensuring Data Integrity and Recoverability

Abstract

No single mechanism is sufficient to ensure data integrity in a storage system. It is only through
the cooperation of a multitude of mechanisms that establish successive lines of defense against all
sources of errors that data recoverability can be assured.

Unlike traditional general purpose storage systems, Data Domain systems have been designed
explicitly for data protection.

This paper focuses on four key elements of the Data Domain Data Invulnerability Architecture
which, in combination, provide the industry’s highest levels of data integrity and recoverability:

» End-to-end verification
» Fault avoidance and containment
» Continuous fault detection and healing

» File system recoverability
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Storage System Data Integrity

Behind all their added value, specialized storage systems are built on software and general purpose computing components that can all
fail. Some failures have an immediate visible impact such as the total failure of a disk drive. Other failures are subtle and hidden such as a

software bug that causes latent file system corruption only discovered at read time.

To ensure data integrity in the face of such failures, the best storage systems include various data integrity checks, and are generally
optimized for performance and system availability, not data invulnerability. In the final analysis, they assume that backups get done, and
make design tradeoffs that favor speed over guaranteed data recoverability. For example, no widely used primary storage file system
reads data back from disk to ensure it was stored correctly; to do so would compromise performance. But data can’t be considered invul-

nerable if it isn't stored correctly in the first place.

In backup-to-disk, the priority must be data invulnerability over performance and even availability. Unless the focus is on data integrity,
the backup data is at risk. If the backup data is at risk, then when the primary copy of the data is lost, recovery is at risk.

Most backup-to-disk storage systems are just primary storage systems built out of cheaper disks. As such, they inherit the design
philosophy of their primary storage predecessors. Though labeled as backup-to-disk products, their designs emphasize performance

at the expense of data invulnerability.

Data Domain Data Invulnerability
Architecture

Data Domain deduplication storage systems represent a clean
break from conventional storage system design thinking and intro-
duce a radical premise: what if data integrity and recoverability was
the most important goal? If one imagines a tapeless IT department,
one would have to imagine extremely resilient and protective

disk storage. Data Domain systems have been designed from the
ground up to be the storage of last resort.

Because the Data Domain operating system (DD OS) is purpose-
built for data protection, its design elements comprise an archi-
tectural design whose goal is data invulnerability. There are four
critical areas of focus:

» End-to-end verification
» Fault avoidance and containment

» Continuous fault detection and healing
» File system recoverability

Even with this model, it is important to remember that DD OS is
only as good as the data it receives. It can do an end-to-end test

of the data it receives within its system boundaries, but it cannot
know whether that data has been protected by all steps in the
network on the way to it. If there is an error in the backup network
that causes data corruption, or if the data is corrupted in place in
primary storage, DD OS cannot repair it. It remains prudent to test
recovery to the application level on a periodic basis.

End-to-End Verification

Since every component of a storage system can introduce errors,
an end-to-end test is the simplest path to ensure data integrity.
End-to-end verification means reading data after it is written and
comparing it to what it is supposed to be, proving that it is reach-
able through the file system to disk, and proving the data is what it
is supposed to be.

2 DATA DOMAIN DATA INVULNERABILITY ARCHITECTURE

End-to-End Verification

Generate

Verify
Checksum
File System Verify the file system

metadata integrity

Global Compression
- - Verify user data integrity

Local Compression

RAID

Verify stripe integrity

Figure 1. The end-to-end check verifies all file system data and metadata. As
data comes in, a strong checksum is computed. The data is deduplicated and
stored in the file system. After all data is flushed to disk, it is read back, re-
checksummed and the checksums are compared to verify that both the data
and the file system references to the data are stored correctly.

When DD OS receives a write request from backup software,

it computes a huge checksum over the constituent data. After
analyzing the data for redundancy, it stores the new data segments
and all of the checksums.

After the I/0 dust has settled on a backup and all the data has
been synched to disk, DD OS verifies that it can read the entire file
from the disk platter and through the Data Domain file system,
and that the checksums of the data read back match the check-
sums of the written. This ensures that the data on the disks is read-
able and correct and that the file system metadata structures used
to find the data are also readable and correct. The data is correct
and recoverable from every level of the system.

If there are problems anywhere along the way, for example if a bit
has flipped on a disk drive, it will be caught. For the most part it
can be corrected through self-healing as described below in Fault



Detection and Healing. If for any reason it can’t be corrected, it will
be reported immediately, and a backup can be repeated while the
data is still valid on the primary store.

Conventional, performance-optimized storage systems cannot
afford such rigorous verifications. Backup-to-disk requires them.
The tremendous data reduction achieved by Data Domain Global
Compression™ reduces the amount of data that needs to be veri-
fied and makes such verifications possible.

Fault Avoidance and Containment

The next step in protecting the data is to make sure the data which
was verified to be correct stays correct. Ironically, the biggest risk to
file system integrity is file system software errors when writing new
data. It is only new writes that can accidentally scribble on existing
data, and new updates to file system metadata that can mangle
existing structures.

Because the Data Domain file system was built to protect data as
its primary goal, its design protects even against bugs in its own
software that could put existing backups at risk. It accomplishes
through a combination of design simplicity which reduces the
chance of bugs in the first place and several fault containment
features which make it difficult for the inevitable software bugs to
corrupt existing data.

Data Domain systems are equipped with a specialized log-struc-
tured file system that has four important benefits.

New data never overwrites good data.

Unlike a traditional file system, which will often overwrite blocks
when data changes using its old block address, DDFS only writes
to new blocks. This isolates any incorrect overwrite (a software bug
type of problem) to only the newest backup data. Older versions
remain safe.

Fewer complex data structures.

In a traditional file system, there are many data structures (e.g. free
block bit maps and reference counts) which support very fast block
update. In a backup application, the workload is primarily sequen-
tial writes of new data. Because the application is simpler, fewer
data structures are required to support it. As long as the system
can keep track of the head of the log, new writes will touch old
data. This design simplicity greatly reduces the chances of software
errors that could lead to data corruption.

NVRAM for fast, safe restart.

The system includes a non-volatile RAM write buffer into which

it puts all data not yet safely on disk. The file system leverages

the security of this write buffer to implement a fast, safe restart
capability. The file system includes many internal logic and data
structure integrity checks. If any problem is found by one of these
checks, the file system restarts itself afresh. The checks and restarts
provide early detection and recovery from the kinds of bugs that
can corrupt data. As it restarts, the Data Domain file system verifies
the integrity of the data in the NVRAM buffer before applying it

to the file system and so ensures that no data is lost due to the

restart. Because the NVRAM is on separate device, it protects the
data from bugs that can corrupt data in RAM. Because the RAM
is non-volatile, it also protects against power failures. Though the
NVRAM is important for ensuring the success of new backups,
the file system guarantees the integrity of old backups even if the
NVRAM itself fails.

No partial stripe writes.

Traditional primary storage disk arrays, whether RAID-1, RAID-4,
RAID-3, RAID-5, or RAID-6, can lose old data if, during a write,
there is a power failure which causes a disk to fail. This is because
disk reconstruction depends on all the blocks in a RAID stripe being
consistent but during a block write there is a transition window
where the stripe is inconsistent, reconstruction of the stripe would
fail, and the old data on the failed disk would be lost. Enterprise
storage systems protect against this with NVRAM or uninterrupt-
ible power supplies. But, if these fail because of an extended

Fault Avoidance and Containment

WEWWWII

Data Container Log

Old Data

- New Data

Figure 2: New data never puts old data at risk. The data container log never
overwrites or updates existing data. New data is always written in new
containers (in red). The old containers and references remain in place and
are safe even in the face of software bugs or hardware faultsthat may occur
when storing new backups.

power outage, the old data could be lost and a recovery attempt
could fail. For this reason, Data Domain systems never update just
one block in a stripe. Following the no-overwrite policy, all new
writes go to new RAID stripes and those new RAID stripes are
written in their entirety'. The verification after write ensures that
the new stripe is consistent. New writes don't put existing
backups at risk.

Data Domain systems are designed to minimize the number

of standard storage system errors. If more challenging faults
happen, it takes less time to find them, corrent them, and notify
the operator.

1The gateway product, which relies on external RAID, is unable to guarantee that
there are no partial stripe writes.

DATA DOMAIN DATA INVULNERABILITY ARCHITECTURE 3



Continuous Fault Detection and Healing

No matter the software safeguards in place, it is the nature of
computing hardware to have occasional faults. Most visibly in

a storage system, disk drives can fail. But, other more localized

or transient faults also occur. An individual disk block may be
unreadable or there could be a bit flip on the storage interconnect
or internal system bus. For this reason, DD OS builds in extra levels
of data protection to detect faults and recover from them on-the-
fly and so ensure successful data restore operations.

RAID-6: Double disk failure protection,

read error correction.

RAID-6 is the foundation for Data Domain’s continuous fault
detection and healing. Its powerful dual-parity architecture offers
significant advantages over conventional architectures including
RAID-1 (mirroring), RAID-3, RAID-4 or RAID-5 single-parity
approaches.

RAID-6:

» protects against two disk failures,

» protects against disk read errors during reconstruction,
» protects against the operator pulling the wrong disk,

» guarantees RAID stripe consistency even during power failure
without reliance on NVRAM or UPS and

» verifies data integrity and stripe coherency after writes.

By comparison, once a single disk is down in these other RAID

approaches, any further simultaneous disk error will cause data
loss. A system whose focus is data protection must include the
extra level of protection RAID-6 provides.

On-the-fly error detection and correction.

To ensure that all data returned to the user during a restore is
correct, the Data Domain file system stores all of its on-disk data
structures in formatted data blocks. These are self-identifying and
covered by a strong checksum. On every read from disk, the
system first verifies that the block read from disk is the block
expected. It then uses the checksum to verify the integrity of the
data. If any issue is found, it asks RAID-6 to use its extra level of
redundancy to correct the data error. Because the RAID stripes are
never partially updated, their consistency is ensured and thus so is
the ability to heal an error when it is discovered.

Scrub to ensure data doesn’t go bad.

On-the-fly error detection works well for data that is being read,
but it does not address issues with data that may be unread for
weeks or months before it is needed for a recovery. For this reason,
Data Domain systems actively re-verify the integrity of all data
every week in an ongoing background process. This scrub process
will find and repair grown defects on the disk before they can
become a problem.
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Continuous Fault Detection and Healing

“Scrubbing buffers”
I @ ______ recheck formatted data
blocks to detect and

correct errors on the fly

File System

Global Compression I

Local Compression I

@ ______ Check stripe coherence
and repair faults

RAID

Figure 3: Continuous fault detection and healing protects against storage
system faults. The system periodically rechecks the integrity of the RAID
stripes and the container log and uses the redundancy of the RAID system to
heal any faults. During every read data integrity is reverified and any errors are
healed on the fly.

Through RAID-6, on-the-fly error detection and correction, and
ongoing data scrubbing, most computing-system and disk drive-
generated faults can be isolated and overcome with no impact on
system operation or data risk.

File System Recoverability

Though every effort is made to ensure there are no file system
issues, the Data Invulnerability Architecture anticipates that, being
man-made, some system some time may have a problem. It there-
fore includes features to reconstruct lost or corrupted file system
metadata and also file system check tools that can bring an ailing
system safely back on line quickly.

Self-describing data format to ensure metadata
recoverability.

Metadata structures, such as indices which accelerate access, are
rebuildable from the data on disk. All data is stored along with
metadata which
describes it. If a
metadata structure
is somehow corrupt-
ed, there are two
levels of recoverabil-
ity. First, a snapshot
is kept of the file
system metadata
every several hours;
recoverability can
rely on this point in
time copy. Second,
the data can be scanned on disk and the metadata structure can
be rebuilt. These capabilities enable recoverability even if there is a
worst-case corruption of the file system or its metadata.

File System Recoverability

daaad

Data Container Log

Figure 4. Data is written in a self-describing
format. If necessary the file system can be
recreated by scanning the log and rebuilding it
from the metadata stored with the data.



FS check, if needed, is fast.

In a traditional filesystem, consistency is not checked on line at

all. Data Domain systems check through initial verification at after
each backup to ensure consistency for all new writes. The usable
size of a traditional file system is often limited by the time it would
take to recover the file system in the event of some sort of cor-
ruption. Imagine running fsck on traditional file system with more
than 80 TB of data. The reason the checking process can take so
long is that the file system needs to sort out where the free blocks
are so that new writes don't end up overwriting existing data acci-
dentally. Typically this entails checking all references to rebuild free
block maps and reference counts. The more data in the system,
the longer this takes. In contrast, since the Data Domain file system
never overwrites old data and doesn’t have block maps and refer-
ence counts to rebuild, it only has to verify where the head of the
log is to safely bring the system back online to restore critical data.

Conclusion

No single mechanism is sufficient to ensure data integrity in a
storage system. It is only through the cooperation of a multitude
of mechanisms that establish successive lines of defense against all
sources of errors that data recoverability can be assured.

Unlike a traditional storage system that has been repurposed
from primary storage to data protection, Data Domain systems
have been designed from the ground up explicitly for data
protection. The innovative Data Invulnerability Architecture lays
out the industry’s best defense against data integrity issues.
Advanced verification ensures that new backups are stored cor-
rectly. The no-overwrite, log-structured architecture of the Data
Domain file system together with the insistence on full-stripe
writes ensures that old backups are always safe even in the face
of software errors during new backups. Meanwhile, the simplicity
and robust implementation reduce the chance of software errors
in the first place.

The above mechanisms protect against problems during the stor-
age of backups, but faults in the storage itself also threaten data
recoverability. For this reason, the Data Invulnerability Architecture
includes a proprietary implementation of RAID-6 which protects
against up to two disks failures, can rebuild a failed disk even if
there is a data read error, and corrects errors on-the-fly during
read. It also includes a continuous scrub process that actively seeks
out and repairs latent faults before they become a problem.

The final line of defense is the recoverability features of the Data
Domain file system. The self-describing data format enables the
reconstruction of file data even if various metadata structures are
corrupted or lost. And, the fast file system check and repair means
that even a system holding dozens of terabytes of data won't be
offline for long if there is some kind of problem.

DATA DOMAIN DATA INVULNERABILITY ARCHITECTURE
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ABSTRACT

Enterprises continue to see an exponential growth in the structured and
unstructured data that is proliferating across their primary storage systems.
Customers realize that the majority of this data is seldom accessed; yet they
cannot delete this data given the compliance retention requirements for
business records. As organizations drive formal adoption of archiving, IT
administrators need cost-effective ways for their fast-growing archive storage
needs, including compliance retention. This white paper introduces the Dell
EMC Data Domain Retention Lock software that provides immutable file
locking and data retention capabilities to meet a broad class of corporate
governance and regulatory compliance (SEC 17a-4(f)) standards of archive
data stored on Data Domain systems.
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EXECUTIVE SUMMARY

Across the industry, enterprises continue to see an exponential growth in the structured and unstructured data that is
proliferating across their primary storage systems. Customers realize that the majority of this data (as it ages with time) is
not accessed often, yet they cannot delete this data because corporate governance and regulatory compliance (SEC17a-
4(f)) standards mandate that data for business records must be securely retained for long periods of time (see Figure 1).
As a result, companies are rapidly adopting formal archiving processes — so much so that the disk-based archiving
market is forecasted to grow at a ~35% CAGR1 from 2010 through 2015.

Database |
= l Archive - | B

Structured & Policies Retention
Unstructured ™ Policy
Data i :J:@"n LN

Archive Application

Data Domain
system

Primary Storage

Figure 1: Archive applications apply secure retention attributes

Almost all of enterprise data ranging from applications for processing content such as HR records or insurance document
to traditional file/email records fall under strict retention guidelines. In addition, compliance retention policies continue to
expand to include a broader variety of structured and unstructured data types. For optimal storage efficiency and data
protection, customers require an archive storage system with:

e Support for both governance and compliance archive data with multiple retention periods on a single system

e Support for the majority of regulatory compliance standards including Security and Exchange Commission (SEC),
Sarbanes-Oxley (SOX), Commodity Futures Trading Commission (CFTC), Food and Drug Administration (FDA),
etc.

e Support for industry standard protocols (such as CIFS, NFS) for seamless integration with leading archive
applications across various archive segments of file archive, email archive, enterprise content management
(ECM) archive, database archive, etc.

e Next-generation protection storage that
o Reduces the archive storage requirement with native compression and inline deduplication technology

o Preserves all the data on the platform built of “storage of last resort” with the Data Domain Data
Invulnerability Architecture

o Enables consolidation of backup and archive data on a single system
o Enables offsite protection via network-efficient replication

Dell EMC Data Domain Retention Lock® (DD Retention Lock) software provides immutable file locking and secure data
retention capabilities for customers to meet both corporate governance and regulatory compliance standards, such as
SEC 17a-4(f). DD Retention Lock provides the capability for IT administrators to apply retention policies at an individual
file level. This software enables customers to leverage their existing Data Domain appliances to consolidate backup and
archive data in accordance with governance and regulatory compliance standards.

1 IDC Report #230762, Archive Disk Based Storage Market: IDC WW Archival Storage Solutions 2010 — 2015 Forecast.
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AUDIENCE

This white paper is intended for Dell EMC customers, system engineers, partners, and members of the Dell EMC and
partner professional services community who are interested in learning more about the DD Retention Lock software
option.

INTRODUCTION

Data Domain Retention Lock software provides immutable file locking and secure data retention capabilities to meet a
broad class of corporate governance and regulatory compliance (SEC 17a-4(f)) standards for archive data stored on Data
Domain systems. This whitepaper explains the inner workings of both the Data Domain Retention Lock Governance
edition and Data Domain Retention Lock Compliance edition.

This white paper will illustrate, how this software can be used to:

e Co-locate both governance and compliance data having different retention periods on the same Data Domain
system

e Seamlessly integrate with your existing or new archiving application infrastructure to efficiently archive file/email,
enterprise content management (ECM), database data and more

e Extend the use of your Data Domain system to consolidate archive data with backup data to maximize storage
efficiency

This paper describes customer use cases, gives a product overview, and covers the interaction with other enterprise
features such as replication. The security enhancements made specifically for the DD Retention Lock Compliance further
allows deployment of strict compliant archive data along with governance archive and backup data on the same Data
Domain system.

SECURE RETENTION OF ARCHIVE DATA

Unlike backup data, which is a secondary copy of data for recovery purposes, archive data is a primary copy of the data
retained for long-term retention, secure and compliance retention purposes. As data ages and is seldom accessed, this
data should be moved to archive storage, where it can still be accessed, but no longer occupies valuable primary storage
space.

Archive data is usually stored for long-term with compliance retention policies and occasionally retrieved for eDiscovery
needs. Since archive data is the primary copy of a data, IT administrators must ensure that the integrity of the data meets
corporate governance rules and regulatory compliance (e.g. SEC 17a-4(f), etc.) standards.

GOVERNANCE ARCHIVE DATA REQUIREMENTS

Corporate governance standards for secure archive data retention are generally considered to be lenient in nature —
allowing for flexible control of retention policies but not at the expense of integrity of the data during the retention period.
These standards apply to environments where the system administrator is trusted with his or her administrative actions.
The storage system has to securely retain archive data per corporate governance standards and needs to meet the
following set of requirements:

e Allow archive files to be committed for a specific period of time during which the contents of the secured file
cannot be deleted or modified

e Allow for deletion of the retained data once the retention period expires

e Allow for seamless integration with existing archiving application infrastructure through industry standard
protocols such as CIFS and NFS

e Provide flexible retention policies such as allow extending the retention period of an archived file, revert of locked
state of the archived file, etc.
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e Ability to replicate both the retained archive files and retention period attribute to a destination site to meet the
disaster recovery (DR) needs for archive data

COMPLIANCE ARCHIVE DATA REQUIREMENTS

The records retention requirements stipulated by the Securities & Exchange Commission (“SEC”) Rule 17a-4(f) that
defines compliance standards for archive storage expressly allows records to be retained on electronic storage media,
subject to meeting certain conditions. Specifically, the conditions and requirements that an archive storage system must
meet to be SEC compliant are:

e Preserve the records exclusively in a non-rewritable, non-erasable format. Specifically, as defined in the Rule
itself, this requirement “is designed to ensure that electronic records are capable of being accurately reproduced
for later reference by maintaining the records in unalterable form.”

o Verify automatically the quality and accuracy of the storage media recording process

e Serialize the original, and if applicable, duplicate units of storage media, and the time-date for the required
retention period for information placed on such electronic storage media

e Store separately from the original a duplicate copy of the record stored on any medium acceptable under
240.17a-4 for the time required

DD Retention Lock Compliance edition when deployed on the Dell EMC Data Domain storage system meets all of the
above-mentioned SEC requirements set forth in Rule 17a-4(f), which expressly allows archive data to be retained on
electronic storage media and meet strictest compliance requirements.

TYPICAL DEPLOYMENT ENVIRONMENTS

Enterprises have a slew of applications ranging from email servers to rich content management applications — and, the
data across these application environments need to either meet governance or compliance retention. Below are some
typical deployment environments:

e Archiving environments that are enforced for secure data retention requirements in line with corporate
governance standards on existing or new archive data

e Archiving environments, specifically in industry verticals such as financial services, finance and banking,
healthcare and pharmaceutical firms, legal and law firms that need to retain enterprise data in accordance with
the strict retention requirements set forth by regulatory compliance standards (SEC 17a-4(f), etc.)

e Backup environments that are looking to store and securely retain archive data on the same deduplication based
storage to drive further storage efficiency across the complementary workloads of backup and archive

e Environments where a net new end-to-end archiving solution is being architected and is required to seamlessly
integrate with leading archive applications — such as Dell EMC SourceOne or Veritas Enterprise Vault

e Environments that want to reduce the primary storage footprint and spend by archiving inactive and aged data
from primary storage system

DATA DOMAIN RETENTION LOCK SOFTWARE OVERVIEW

Dell EMC Data Domain Retention Lock software allows storage administrators, storage administrators, and compliance
officers to meet data retention requirements for archive data when stored on a Data Domain system. DD Retention Lock
software prevents files from being modified or deleted for a user-defined retention period.

Once the retention period expires, files can be deleted by the application, but cannot be modified. Files that are written to
a Data Domain system but are not committed to be retained can be modified or deleted at any time. DD Retention Lock
software comes in two editions — Dell EMC Data Domain Retention Lock Governance edition and Dell EMC Data Domain
Retention Lock Compliance edition (see Figure 2).
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Figure 2: DD Retention Lock Governance edition and DD Retention Lock Compliance edition
can coexist on the same Data Domain system.

e DD Retention Lock Governance edition maintains the integrity of the archive data with the assumption that the
system administrator is generally trusted and thus any actions taken by the system administrator are valid to
maintain the integrity of the archive data.

e DD Retention Lock Compliance edition is designed to meet strict regulatory compliance standards such as those
of Security and Exchange Commission for 17a-4 Records (SEC 17a-4(f)).

CONSOLIDATE GOVERNANCE AND COMPLIANCE ARCHIVE DATA

Customers are looking for a storage solution that can consolidate both governance archive and compliance archive data
on a single storage system. They want the storage system to be very easy to configure with granular management with
built-in protection to help prevent common administrators mistakes.

To facilitate this consolidation of varied archive retention needs, a Data Domain Managed Tree (MTree) is used.
MTree(s) are user-defined logical partitions of the Data Domain file system that enable granular management of data
stored on a Data Domain system. Customers can enable DD Retention Lock software at an individual MTree level. A
Data Domain system with DD Retention Lock Compliance can be configured to have one or more MTree(s) as
compliance MTree(s) and/or with DD Retention Lock Governance can be configured to have one or more MTree(s) as
governance MTree(s) (see Figure 3).

Archive

Policies . Bo“cy

1. Files

2.DB

=_.. TS
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- |55 b
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Primary Data Tier

Figure 3: Data Domain Retention Lock software allows customers to apply different retention policies
specific to the archive data type such as files, emails, database records, ECM data, etc.
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This enables customers to be able to deploy both DD Retention Lock editions on the same Data Domain system?.

This flexible deployment model allows customers to apply different retention periods for different types of archive data
stored on MTrees (i.e. file, email, ECM, database archive, etc.) and meet both corporate governance and regulatory
compliance standards on the same Data Domain system.

Customers must enable DD Retention Lock at an individual MTree level before any archive data stored on that MTree
can be locked for governance or compliance retention. Before an MTree can be enabled with DD Retention Lock
Compliance edition, the Data Domain system has to be configured for additional security measures (outline below).
These measures ensure that administrative actions that could compromise the integrity of records are not under the
control of just one administrative person. For specific instructions on configuring and enabling DD Retention Lock
software, please refer to the Dell EMC Data Domain Operating System Admin Guide.

FILE LOCKING PROTOCOL

Once an archive file has been migrated onto a Data Domain system, it is the responsibility of the archiving application (or,
manual scripts) to set and communicate the retention period attribute of the archive file to the Data Domain system. The
archiving application sends the retention period attribute over standard industry protocols (CIFS, NFS), then the Data
Domain system will enforce that retention period with DD Retention Lock.

The retention period attribute used by the archiving application is the last access time: the “atime”. DD Retention Lock
software allows granular management of retention periods on a file-by-file basis. As part of the configuration and
administrative setup process of the DD Retention Lock software, a minimum and maximum time-based retention period
for each MTree (Managed Tree) is established. This ensures that the (atime) retention expiration date for an archive file
is not set below the minimum or above the maximum retention period.

Let’s consider an example — an archiving application stores an archive file on the Data Domain system and sets the last
access time (atime) of the file to the desired retention time, that is, a point in time in the future at which the file may be
deleted. The retention period (atime) specified for a file in the MTree must be equal to or greater than the minimum
retention period and equal to or less than the maximum retention period for that MTree.

If the retention period from the archiving application is:
e Less than the current date/time, or
e Less than the minimum retention period per MTree, or
e Greater than the maximum retention period per MTree

Then an error condition (permission denied error, referred to as EACCESS — a standard POSIX error) will be returned to
the archiving application thus providing additional protection. The only exception here is in the scenario where the
retention period is less than the current time plus 12 hours (tolerance window), and then the atime update will be ignored
without an error and the file will not be locked for secure retention on the Data Domain system.

The archiving application must set the atime value and DD Retention Lock must enforce it to avoid any modification or
deletion of files under retention of the file on the Data Domain system. For example, Veritas Enterprise Vault (EV), a
file/femail/SharePoint archive application, archives records for a user-specified amount of time. When EV retention is in
effect, these documents cannot be modified or deleted on the Data Domain system. When that time expires, Enterprise
Vault can be set to automatically dispose of those records.

For specific best practices to securely retain archive data via Veritas Enterprise Vault on the Dell EMC Data Domain
system please refer to Dell EMC Data Domain and Veritas Enterprise Vault Integration Guide. For Dell EMC SourceOne,
please refer to Dell EMC Data Domain and Dell EMC SourceOne Integration Guide.

2 Note, that a single MTree cannot be configured as both governance and compliance at the same time.
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DATA DOMAIN RETENTION LOCK GOVERNANCE EDITION

DD Retention Lock Governance edition allows customers to maintain the integrity of the archive data with the assumption
that the system administrator is generally trusted with all legal actions performed on the Data Domain system (see Figure
4).

By enabling DD Retention Lock Governance edition on an MTree, IT administrators can:

o Apply retention policies at an individual file level of the data set on the Governance enabled MTree for a specific
period of time

e Delete an archive file via an archiving application after the retention period expires
e Update the default values of minimum and maximum retention periods per MTree

e Extend the retention time of locked archive files

Data Domain
System

Figure 4: A Data Domain system can retain both Backup and Archive
data that has to be retained per the corporate governance policies.

Locked files cannot be modified on the Data Domain system even after the retention period for the file expires. Archive
data that is retained on the Data Domain system is not deleted automatically when the retention period expires; an
archiving application must delete the file.

With DD Retention Lock Governance edition, IT administrators can meet secure data retention requirements while
keeping the ability to update the retention period should the corporate governance policies change.

For example, an IT Administrator might want to:
e Revert the locked state of a file on a specified path name inside of an MTree
e Delete an MTree enabled with DD Retention Lock Governance

SYSTEM MANAGEMENT

Data Domain has designed an easy to use GUI in the Dell EMC Data Domain System Manager to help administrators
monitor archived data. Alternatively, administrators can use available system commands (CLI).

Using the DD System Manager, customers can install the DD Retention Lock Governance license on the Data Domain
system and can then enable DD Retention Lock Governance. DD System Manager provides the capability to update and
modify the minimum and maximum retention period for MTrees. The DD System Manager GUI displays the various
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states of the specific retention locked fields on the Data Domain system such as Unique Identification Number (UUID),
etc. (see Figure 5 below)
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Figure 5: Data Domain System Manager showing Retention Period and UUID stat.

Please refer to the Dell EMC Data Domain Operating System Admin Guide and Dell EMC Data Domain Operating
System Command Reference Guide for a detailed list and instructions on the full set of capabilities that are available for
DD Retention Lock Governance edition on a Data Domain system.

DATA DOMAIN RETENTION LOCK COMPLIANCE EDITION

The DD Retention Lock Compliance edition meets the strict retention requirements of regulatory standards for electronic
records such as SEC 17a-4(f) and other compliance standards that are practiced worldwide across industry verticals.

DD Retention Lock Compliance, when enabled on an MTree, ensures that all the files locked by an archiving application,
for a time-based retention period cannot be deleted or overwritten under any circumstances until the retention period
expires (see Figure 6). This is achieved via multiple hardening procedures such as:

Requiring “dual” sign-on for certain administrative actions

Completely disallowing operations that could compromise the state of locked and retained archive data
Securing the system clock from illegal updates

Audit logging for any operations that are executed upon the locked archive data

Litigation hold allowing extension of the retention time of locked archive files

Disabling various “doors” of access where someone could compromise the state of the locked data or the state of
the retention attributes
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Figure 6: A Data Domain system that is being used for backup and governance
archive data can be configured for the additional use case of archive data that
needs to meet regulatory compliance (SEC 17a-4f) requirements.

“DUAL” SIGN-ON REQUIREMENTS

The most stringent requirement from compliance standards (such as SEC 17a-4(f)) is to ensure that any actions that
could compromise the integrity of archive files prior to expiration of the retention period can only be executed by
deliberate physical destruction methods.

To meet this requirement, DD Retention Lock Compliance edition provides a “dual” sign-on capability. This requires sign-
on by the regular system administrator plus sign-on by a second authorized person (also referred to as “Security Officer”)
to perform certain administrative actions (see Figure 7). This ensures certain administrative actions are under the purview
and control of higher authority above and beyond the system administrator.

Compliance

\\Archlve Data

System Designated
Administrator “Security Officer” Data Domain
System with Backup
and Compliant
Archive Data

Figure 7: “Dual” sign-on capability of DD Retention Lock Compliance edition
ensures that compliant archive data cannot be deleted under any circumstances.

It is possible to have multiple Security Officers configured on a single Data Domain system. Thereby, any one of the
Security Officers can authorize system commands on the Data Domain system that require Security Officer credentials. It
is important to note that the system administrator creates the first Security Officer; and after that only that designated
Security Officer can add more Security Officers as authorized users on the Data Domain system. Having multiple
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Security Officers is important for scenarios when one or more Security Officer is not available and certain critical
operations have to be performed. In addition, creating multiple Security Officers in a single Data Domain system can
prevent misuse of Security Officer authorization. Please refer to Technical Assessment and Report from Cohasset
Associates, industry leading records management firm, on Security Officer model of DD Retention Lock Compliance
edition.

Specifically, the primary administrative actions that require a dual sign-on are:
e Extending minimum or maximum retention periods of the MTree
e Renaming the MTree
e Deleting the installed DD Retention Lock Compliance license from the Data Domain system

e Other system support or maintenance actions that could potentially compromise the integrity of stored record files
where the retention period has not expired

Additionally, the following are the operations or system commands that are completely locked down and therefore cannot
be executed by anyone on the Data Domain system that has a DD Retention Lock Compliance installed and enabled:

e Destroying the entire Data Domain file system

e Deleting an MTree with DD Retention Lock Compliance enabled — even if the MTree is empty and has no locked
files stored on it

e Disabling DD Retention Lock Compliance on an MTree after it's been enabled
e Reverting the retention state of the locked files on an MTree with DD Retention Lock Compliance enabled

SECURE SYSTEM CLOCK

Time-based retention is one of the primary requirements of regulatory compliance standards. In order to meet this
requirement, a Data Domain system needs to ensure that any undesired changes to the system clock cannot be
executed. Specifically, DD Retention Lock Compliance prevents users from changing the system clock via either system
commands (CLIs) or by using the DD System Manager.

To ensure that the system clock cannot be modified, DD Retention Lock Compliance:
e Requires Security Officer approval for any system commands that could change the system clock

e Makes the system clock value persistent in the underlying storage by periodically writing it in the metadata file on
the system

o Then it will continuously check the current system clock time against this persistent system clock value

o If the current time on the system clock is not within "acceptable" bounds (15 minutes) from this
persistent time information, then this is considered as a skew

o DD Retention Lock Compliance keeps track of the total skew for the current year and if the total skew
becomes more than 2 weeks in that year, the system is locked down and the Data Domain file system
will shut down

o If the Data Domain system is locked down due to security clock violation, then it can only be resumed by
providing Security Officer credentials
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AUDIT LOGGING

Auditing capabilities are a requirement to meet compliance standards. Specifically, audit logs have to be kept for
operations on locked data. This puts a requirement both on the archiving application and the Data Domain system. The
logging of operations on the customer data is maintained by the archive application being used. Separately, the Data
Domain system logs all management operations that affect locked files stored on the Data Domain system. All relevant
operations are logged in a separate audit log that is available to the Security Officer. The system administrator cannot
modify the audit log file on the Data Domain system that has DD Retention Lock Compliance edition installed and
enabled.

LITIGATION HOLD

During periods of legal discovery, enterprises may be required by law to maintain their compliance data for extended
periods of time. Dell EMC Data Domain systems provide this capability via litigation hold that allows the administrator to
extend the retention lock periods on a per file basis beyond the maximum retention period of the containing MTree. Such
an extension is allowed to a maximum period of 70 years from the current time. This capability can be driven via
Archiving applications that support such extension capabilities.

REGULATORY COMPLIANCE STANDARDS

Compliance standards exist to verify that products comply with different regulatory standards across industry verticals. It's
critical that customers ensure that a product used for secure retention of archive data receive a technical certification of
standards compliance from a 3rd party with deep knowledge of regulatory standards and industry credibility.

In general, there are five United States federal regulations; the most notable being SEC Rule 17a-4(f). There is one
international ISO standard and one European Union electronic records management guidance document. Refer to Table
1 below that lists various compliance regulations, industries impacted and the relevant DD Retention Lock edition that
meets those requirements:

Compliance

Regulatory Agency | Industry/Vertical Data Domain

Retention Lock

Regulation

Impacted

Sarbanes-Oxley (SOX)
SEC 17 a-4(f)
21 CFR Part 11
CFTC Rule 1.31b
HIPAA

ISO Standard 15489-1

MOREQ 2 (Model
Requirements for the
Management of
Electronic Records)

Securities & Bxchange  Public Companies
Commission (SEC)
Securities & Exchange  Financial Services
Commission (SEC)
Food and Drug Pharmaceutical

Administration (FDA)

Commodity Futures
Trading Commission
US Health and Human
Services

International
standards
Organization
European
Commission

Financial Services

Healthcare Services

Public Companies

Public Companies

software

DD Retention Lock
Compliance edition
DD Retention Lock
Compliance edition

DD Retention Lock
software

DD Retention Lock

Compliance edition

DD Retention Lock
software

DD Retention Lock
Compliance edition

DD Retention Lock
Compliance edition

Table 1: Summary of Regulatory Standards that DD Retention Lock
software meets - from a Compliance Storage requirements perspective

12 |Data Domain Retention Lock Software

© 2017 Dell Inc. or its subsidiaries.



TECHNICAL ASSESSMENT

Dell EMC engaged Cohasset Associates, an industry-leading records management consulting firm, for a independent
and thorough technical assessment of the capabilities of the DD Retention Lock Compliance edition relative to meeting
the strict requirements set forth in SEC Rule 17a-4(f) and a number of other regulatory compliance standards practiced
worldwide as highlighted in Table 1 above.

Cohasset Associates performed an extensive technical due diligence on the features and functionality that are available
via the DD Retention Lock Compliance software and certified that the Dell EMC Data Domain Retention Lock Compliance
on the Data Domain system meets the relevant requirements of SEC 17a-4(f).

This means that during the SEC required retention period a Data Domain system with DD Retention Lock Compliance
software:

e Provides the integrated control codes and record file management capabilities that ensures protection of record
files from overwrite or erasure

e Provides for initial and ongoing accuracy and quality of the stored records

e Uniquely identifies each record file and duplicate copy

e Provides for a duplicate copy of the record files and recovery from the duplicate copy if required
In summary, the DD Retention Lock Compliance edition enables Data Domain systems to be the:

e Industry’s first inline deduplication storage system that provides immutable file locking and secure data retention
capabilities that meet a broad class of industry's strictest compliance standards for archive data

e Industry’s first inline deduplication storage system enabling customers to deploy and co-locate both backup and
archive data that has to meet compliance retention requirements

SUPPORTED PROTOCOLS

DD Retention Lock software is qualified and certified with industry leading archiving applications such as Dell EMC
SourceOne, Dell EMC DiskXTender, Veritas Enterprise Vault (EV), etc. and is compatible via the industry-standard, NAS-
based (CIFS, NFS) Write-Once-Read-Many (WORM) protocols. For a complete list of archiving and tiering applications
that are qualified on Data Domain systems, please refer to the Data Domain Archiving Applications Compatibility Matrix.

Customers using backup applications such as Dell EMC NetWorker and Veritas NetBackup, can also use custom scripts
to control the DD Retention Lock software on the Dell EMC Data Domain systems. For information on creating custom
scripts to manage the retention policies of individual files, please see the Dell EMC Data Domain Operating System
Admin Guide and refer to the section on “DD Retention Lock”.

Note a Data Domain system with the Data Domain Virtual Tape Library software only supports DD Retention Lock
Governance edition. Additionally, please note the following considerations for this configuration:

e Virtual tapes are represented as files on the Data Domain file system
e When customer creates a storage pool (a collection of tapes that map to a directory on the file system)

e Once created, one can use DD Replicator and DD Retention Lock on this MTree

CONSIDERATIONS FOR REPLICATING ARCHIVE DATA

Many companies have minimized the use of tape automation in their IT infrastructure by deploying deduplication storage
for backup and operational recovery — Dell EMC Data Domain deduplication storage systems have been the market
leaders in this category. In general, operational recovery includes retention periods from a few weeks to a few months. In
addition, Data Domain systems also continue to revolutionize for backup and archive data that needs to be retained for
longer period of times (years). By consolidating backup and archive data on a Data Domain system, storage
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requirements can be reduced in size by 10 to 30x, making disk cost-effective for onsite retention, and highly efficient for
network-based replication to disaster recovery sites.

Like most storage platforms, configuring disaster recovery is critical to a Data Domain system deployment. It is important
to keep a full replica of all stored data in a separate system in a remote site that is protected from disasters and
catastrophes. For Data Domain systems, Dell EMC Data Domain Replicator software provides simple, fast, robust WAN-
based disaster recovery for the enterprise. It offers numerous replication types and policies and also supports a wide
variety of topologies to meet the needs of various deployments.

DD RETENTION LOCK GOVERNANCE AND REPLICATION

For archive data that is locked for a specified period of time on a Data Domain system, it is critical for customers to be
able to maintain the replicated copy of both the locked data and the retention attributes on the destination Data Domain
system for DR scenarios.

Collection replication, MTree replication, and directory replication replicate (see Figure 8 below) the locked or unlocked
state of files that are stored on the Governance enabled MTrees (see Table 2 below). This ensures that files that are
locked on the source system remain locked after replication to the destination system. Only the source Data Domain
system needs a DD Retention Lock Governance license for the locked data to be replicated and stored in the locked
state on the destination Data Domain system.

Data Domain Data Domain
System System

Figure 8: DD Replicator copies both the governance archive data under retention and associated
retention periods from the source Data Domain system to the destination Data Domain system.

Replication Type Support for replicating Replicate Min and Max
locked data Retenton Periods per MTree
Directory Replication Yes No
Collection Replication Yes Yes
MTree Replication Yes Yes

Table 2: Support for replicating locked data and metadata per Replication type
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DD RETENTION LOCK COMPLIANCE AND REPLICATION

An absolute requirement for meeting compliance standards is to “store separately from the original a duplicate copy of
the record stored on any medium acceptable”. Specifically, this rule from the SEC 17a-4(f) compliance standard requires
that a separate copy of locked archive data must be stored on a secondary Data Domain system with the same retention
attributes as the original. Therefore, DD Retention Lock Compliance must allow for replication of compliant archive data
and make sure that both the source and destination systems meet compliance requirements (see Figure 9).

8w 8

MTree
Compliance Collection Compliance
_ Archive Data Replication Archive Data J
System ' Systm

Figure 9: Either of MTree Replication or Collection Replication can be used to copy the backup and
archive data from source Dell EMC Data Domain system to the destination Dell EMC Data Domain
system

MTree replication or collection replication can be used to replicate the retention attributes of the locked archive files and
associated MTrees to the destination Data Domain system. Here’s an example scenario that expands on this capability
for net new deployment of backup and archive (governance or compliance retention) data on a Dell EMC Data Domain
system:

e Customer buys a pair of Data Domain systems and installs DD Replicator software, DD Retention Lock
Governance software, and DD Retention Lock Compliance software.

e To consolidate both backup and archive data on the Data Domain system, the customer deploys backup data on
MTreel, governance archive data on MTree2, and compliant archive data on MTree3.

e In this scenario, given that compliance archive data must be replicated to a destination Data Domain system, the
customer uses MTree replication to meet disaster recovery requirements and consolidation needs of backup and
archive data.

Furthermore, DD Retention Lock Compliance ensures that initialization, recover, and sync operations of collection
replication will only proceed if the DD Retention Lock Compliance license is enabled on both the source and destination
Data Domain systems. DD Retention Lock Compliance disallows replication from a compliant source Data Domain
system to a destination Data Domain system that does not have DD Retention Lock Compliance enabled. Finally, DD
Retention Lock Compliance ensures that any system commands or operations that either disable or break replication are
under the purview of the Security Officer and can only be successfully executed after “dual” sign-on.

DD RETENTION LOCK AND DD EXTENDED RETENTION

DD Extended Retention software increases the storage scalability of a Data Domain system to enable cost-effective long-
term retention of backup data on deduplicated disk. DD Retention Lock software is supported on DD systems that are
enabled with DD Extended Retention software. Specifically, customers can install either DD Retention Lock Governance
edition or DD Retention Lock Compliance edition or both on a Data Domain system with DD Extended Retention
software.
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On a Data Domain system with DD Extended Retention software installed, files that are locked on the active tier, with
either DD Retention Lock Governance edition or DD Retention Lock Compliance edition, will remain locked when
migrated to the retention tier. Once the retention period expires, the files on the retention tier can be deleted, but cannot
be modified, and the associated space can be reclaimed starting with DD OS 5.3 release.

CONCLUSION

Customers continue to see exponential growth in structured and unstructured data that is proliferating across their
primary storage systems. While the majority of this data is seldom accessed, it cannot be deleted due to governance or
compliance (SEC 17a-4(f)) retention requirements. This has resulted in rapid adoption of formal archiving processes and
impressive growth in the disk-based archive storage market. Therefore, many customers are looking to invest in
deduplication based storage platforms to consolidate complementary workloads of backup and archive (governance
and/or compliance) data to reap additional cost savings and storage efficiency.

Dell EMC® Data Domain® deduplication storage systems continue to revolutionize disk backup, archiving, and disaster
recovery with high-speed, inline deduplication. By consolidating backup and archive data on a Data Domain system,
storage requirements can be reduced in size by 10 to 30x, making disk cost-effective for onsite retention, and highly
efficient for network-based replication to disaster recovery sites. Additionally, the system is protected by the Dell EMC
Data Domain Data Invulnerability Architecture providing the industry’s best defense against data integrity issues.

By deploying Dell EMC Data Domain Retention Lock® software on Data Domain systems, customers can securely
manage the governance or compliance retention requirements. Data Domain Retention Lock software provides
immutable file locking for both governance and compliance archive data sets, seamlessly integrates with leading
archiving applications, and allows the consolidation of both governance and compliance archive data with different
retention periods on the same Data Domain system. The DD Retention Lock Compliance capability in the Dell EMC Data
Domain Retention Lock software enables Data Domain systems to be the industry’s first inline deduplication storage
system that meets a broad class of industry's strictest compliance standards for archive data.

Learn more about Dell @I
EMC Data Domain Contact a Dell EMC Expert

solutions ’ l

=N
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DAL Technologies

Data Sheet

Key benefits

Fast, secure, efficient data
protection

e 1.5PB usable capacity in a single rack

e Up to 3PB capacity for long-term
retention

o Improved logical capacity of typically
30% per TB*

e Instant access and instant restore of up
to 64VMs and 100k [OPS*****

e High speed network connectivity —
10GbE, 25GbE and 100GbE

e Seamless integration and superior
performance with PowerProtect Data
Manager and Data Protection Suite

e Supports leading enterprise backup and
archive applications

Industry-leading multi-cloud
protection

o Software-defined protection storage on-
premises and in-cloud with PowerProtect
DD Virtual Edition (DDVE)

e DDVE scales up to 256TB in-cloud
(AWS, Azure and Google Cloud)

e Improves in-cloud restore performance
by up to 3x with single stream
restores****

e Dell EMC Cloud Tier delivers simple and
efficient long-term retention to a public,
private or hybrid cloud

e Low-cost disaster recovery to the cloud

Operational simplicity

e Enhanced DD System Manager provides
complete chassis view

e Lower administrative costs

Single point of management for all DD

series by PowerProtect DD Management

Center

DELL EMC
POWERPROTECT DD
SERIES APPLIANCES

The ultimate protection storage appliance

DD series enables organizations to protect, manage and recover data at
scale across their diverse environments. DD series is the next generation of
Dell EMC Data Domain appliances, that are now setting the bar for data
protection from edge to core to cloud. DD series provides the ecosystem
support, efficiency, powerful data protection and cloud-enabled capabilities
that customers have come to expect and appreciate from Data Domain and
takes it to the next level.

The DD Operating System (DDOS) is the intelligence that powers DD series.
It provides the agility, security and reliability that enables DD series to deliver
high-speed, scalable and industry-leading multi-cloud protection storage for
backup, archive and disaster recovery. DDOS integrates seamlessly with
existing infrastructures, enabling ease-of-use with leading backup and
archiving applications, and offers superior performance in conjunction with
Dell EMC PowerProtect Data Manager and Data Protection Suite. When
purchasing a new DD series appliance you can now consume DDOS as a
subscription providing flexibility for deployment while minimizing up front
costs.

Fast, secure and efficient data protection

DD series minimizes the risk of data loss and leverages the value of
protected data, while meeting ever more demanding SLAs and increasing
ROI. DDOS drives DD series to deliver up to 38% faster backups and up to
45% faster restores at higher compression levels.** This improved level of
compression efficiency typically increases the logical capacity by 30% per
TB*.

DD series can now scale up to a physical capacity of 1.5PB in a single rack,
thereby utilizing minimal floor space and lowering power and cooling by up to
41%.*** By employing denser disk drives, DD series has lowered the required
rack space by up to 39%.

DD series provides up to an additional 3PB of cloud capacity for long-term
retention, with Dell EMC Cloud Tier.

DD series supports high availability within the single rack. By doing so, DD
series can further reduce the total cost of ownership by reducing downtime in
the unlikely event of a hardware failure. DD series delivers high speed
networking connectivity with support for 25GbE and 100GbE network
adapters.

* When compared to previous generation. Based on Dell EMC internal testing and field telemetry data. April 2021. Actual results may vary

** When compared to previous generation. Based on Dell EMC internal testing. April 2021. Actual results may vary.

***\When comparing 1 petabyte of data on a DD9800 with Cloud Tier and PowerProtect DD9900 with Cloud Tier. May 2021. Actual results may vary.

*+* Based on Dell EMC internal testing comparing PowerProtect DD Virtual Edition in-cloud restore performance with DDOS 7.2 or later compared to DDOS 7.1. April 2021. Actual results may vary.
*+kx When using DDOS 7.7 and later on the DD9900. Based on Dell EMC internal testing. Actual results may vary. September 2021

© 2021 Dell Inc. or its subsidiaries.



Instant access and instant restore

Instant access and instant restore delivers high performance of VMs with up to 100K IOPS with the ability to instantly
access up to 64 VMs simultaneously.*****

Instant access and instant recovery save time, minimizing mean time to repair (MTTR), by enabling instant access to
data from the backup image on the included DD series SSD drives. It also saves primary storage space with the ability to
manage data on the appliance itself and lowers cost by better utilizing the physical resources in both the data protection
as well as the production environments.

In case of a failure or disaster recovery in a virtualized environment, DD series can spin-up production-oriented VMs
immediately within the appliance itself. By doing so, the customer can continue their daily routine without experiencing
any downtime, while the failed VMs are restored to the production environment.

Data Invulnerability Architecture

DD series is designed as the storage of last resort — providing you with the confidence that you can always reliably
recover your data. The Data Invulnerability Architecture is built into DDOS and DD series to provide the industry’s best
defense against data loss. Inline write and read verification protects against and automatically recovers from data
integrity issues during data ingest and retrieval while RAID-6 and hot spares protect against disk failure.

Capturing and correcting I/O errors inline during the backup process eliminates the need to repeat backup jobs, ensuring
backups complete on time and satisfy service-level agreements. In addition, unlike other enterprise arrays or file
systems, continuous fault detection and self-healing ensures data remains recoverable throughout its lifecycle on DD

series.

End-to-end data verification

End-to-end data verifications reads data after it is written

Generate Veri
fy and compares it to what was sent to disk, proving that it is

Checksum Data
00 Verify the file reachable through the file system to disk and that the data is
F"e sYstem .................. system metadata

integrity not corrupted. Specifically, when DDOS receives a write
Deduplication request from backup software, it computes a checksum over
3......Verify user data the data. After analysing the data for redundancy, it stores

integrity
the new data segments and all the checksums. After all the

data is written to disk, DDOS verifies that it can read the

------ S’-<~-~----~~-i\g‘i2;’;if$”pe entire file from the disk platter and through PowerProtect
DD, and that the checksums of the data read back match
the checksums of the written data. This confirms the data is
correct and recoverable from every level of the system.

Local Compressio

End-to-end data verification



Comprehensive DD series portfolio

DDVE - 96TB DD3300 DD6900 DD9400 DD9900
Backup Ingest Upto 11.2TB/hr Upto 7.0TB/hr  Upto 33TB/hr  Up to 57TB/hr Up to 94TB/hr
(w/DD Boost)
Logical Capacity Up to 4.8PB Up to 1.6PB Up to 18.7PB Up to 49.9PB Up to 97.5PB
(w/Active Tier)
Usable Capacity 1TB-96TB 4TB-32TB 24TB-288TB 192TB-768TB 576TB-1.5PB

(w/Active Tier)

Logical capacity based on up to 50x deduplication (DD3300) and typically 65x deduplication (DD6900, DD9400, DD9900) based on additional
hardware-assisted data compression of typically 30% better than previous generation. Actual capacity & throughput depends on application workload,
deduplication, and other settings.

Seamless integration

DD series integrates easily with existing infrastructures, enabling ease-of-use with leading backup and archiving
applications, and offers superior performance in conjunction with PowerProtect Data Manager and Data Protection Suite.

DD series can simultaneously support multiple access methods including NFS and/or CIFS, VTL, NDMP and DD Boost™
all applications and utilities can be supported in the same DD series at the same time to enable greater protection
storage consolidation. A system can present itself as a file server, offering NFS, CIFS access over Ethernet; as a virtual
tape library (VTL) over Fibre Channel; as an NDMP tape server over Ethernet; or as a disk target using application
specific interfaces like DD Boost. DD VTL is qualified with leading open systems and IBMi enterprise backup
applications.

Industry-leading multi-cloud protection

DD series simplifies and obtains operational efficiencies including resiliency and scale as you grow in any cloud
environment — private, public and hybrid. DD series supports the most extensive cloud ecosystem — AWS, Azure,
VMware Cloud, Google Cloud, Alibaba Cloud, and Dell EMC ECS to deliver excellent in-cloud data protection at reduced
costs. DD series can natively tier deduplicated data to any supported cloud environment for long-term retention with Dell
EMC Cloud Tier. DD series provides fast disaster recovery with orchestrated DR and provides an efficient architecture to
extend on-premises data protection with lowered costs.

PowerProtect DD Virtual Edition

PowerProtect DD Virtual Edition (DDVE) leverages the power of DDOS to deliver software-defined protection storage on-
premises and in-cloud. DDVE is fast and simple to download, deploy and configure - can be up and running in minutes.
DDVE can be deployed on any standard hardware, converged or hyper-converged, and runs in VMware vSphere,
Microsoft Hyper-V, KVM, as well as in-cloud with AWS, AWS GovCloud, VMware Cloud, Azure, Azure Government
Cloud, and Google Cloud. DDVE is also certified with VxRail and Dell PowerEdge servers. An assessment tool can be
run during deployment to check the underlying infrastructure and ensure it meets recommended requirements. A single
DDVE instance can scale up to 256TB in-cloud (AWS, Azure and Google Cloud) and up to 96TB on-prem. Capacity can
easily be moved between virtual systems and/or locations and can scale in increments of 1TB allowing you to grow
capacity as the business demands. DDVE maintains the core DDOS features and includes DD Boost, DD Encryption and
DD Replicator. DDVE can be configured and managed using DD System Manager and centrally manage multiple DDVE
instances, on-premises and in-cloud, through PowerProtect DD Management Center.



Long-term retention and disaster recovery in-cloud

With Dell EMC Cloud Tier (Cloud Tier), DDOS can natively tier data to a public, private or hybrid cloud for long-term
retention. Only unique data is sent directly from DD series to the cloud and data lands on the cloud object storage
already deduplicated. It supports AWS, AWS Gov Cloud, Azure, Google Cloud, IBM Cloud, Alibaba Cloud, and Dell EMC
Elastic Cloud Storage (ECS). With deduplication ratios of typically 65x, storage footprint is greatly reduced lowering
overall TCO. With DDOS 7.7, Cloud Tier can scale up to 3PB of usable capacity. With DD Encryption, data in the cloud
remains secure. Cloud Tier works with DDVE for on-prem deployments.

Dell EMC Cloud DR (Cloud DR) allows enterprises to copy backed-up VMs from their on-premises DD series
environments to the public cloud (AWS, VMware Cloud on AWS, Azure) and to orchestrate DR testing and failover of
workloads to the cloud in a disaster scenario with end to end orchestration.

Operational simplicity

DD series is very simple to install and manage resulting in lower administrative and operational costs. Administrators can
access DDOS through command line over SSH or through DD System Manager, a browser-based graphical user interface.

Multiple DD series appliances can be managed and monitored through a single interface, PowerProtect DD Management
Center, or DDMC. Customizable dashboards provide visibility into aggregate status, status by geo, and the ability to drill-down
to system-level details. With DDOS 7.5, DDMC can now provide insights into current and projected capacities at the system
level for DD series and legacy Data Domain systems allowing for enhanced forecasting and capacity management. Role-based
access allows different levels of access via assigned user roles for various levels of expertise within the organization. Simple
programmability as well as SNMP monitoring provides additional management flexibility. DDMC offers a pre check option
before scheduling a DDOS upgrade to make sure your environment is compatible with the update. Once the pre check is
complete you can schedule a one to many upgrade allowing you to schedule multiple DDOS upgrades as opposed to one to
one updates. Configuring multiple DD series appliances is simple with DDMC by allowing you to create and apply configuration
templates to your appliances. With cyber-attacks and threats on the rise, DDMC can provide compliance alerts when a
system’s configuration is out of compliance. In the event of a DDOS upgrade failure the appliance will automatically default
back to the previous OS release minimizing system downtime and allowing for continuous backup operations.

In addition, DD series has an automatic call-home system reporting called auto-support, which provides email notification of
complete system status to Dell EMC support and a selected list of administrators. This non-intrusive alerting and data collection
capability enables proactive support and service without administrator intervention, further simplifying ongoing management.

DD series appliances are now integrated with Dell EMC CloudIQ. CloudIQ provides proactive insights and performance
analytics across supported storage, data protection, and hyper-converged products through one UI.
DD series software add-ons

DD Boost

DD Boost software delivers an advanced level of integration with backup applications and data base utilities, enhancing
performance and ease of use. Dell EMC also provides a DD Boost File System Plug-In (BoostFS) with DD Boost for even
greater application support, which enables all the benefits of DD Boost for applications that use NFS for data protection. Rather
than sending all data to the system for deduplication processes, DD Boost enables the backup server or application client to
send only unique data segments across the network to the system.

DD Replicator

DD Replicator software provides automated, policy-based, network-efficient and encrypted replication for disaster recovery and
multi-site backup and archive consolidation. DD Replicator software asynchronously replicates only compressed, deduplicated
data over the WAN. Cross-site deduplication further reduces bandwidth requirements when multiple sites are replicating to the
same destination system. This improves network efficiency across all sites and reduces daily network bandwidth requirements
making network-based replication fast, reliable and cost effective. In order to meet a broad set of DR requirements, DD
Replicator provides flexible replication topologies, such as full system mirroring, bi-directional, many-to-one, one-to-many, and
cascaded.

Dell EMC Future-Proof Program and Dell Technologies APEX

Dell EMC Future-Proof Program is a customer facing program that gives our customers additional peace of mind with
guaranteed satisfaction and investment protection through a comprehensive set of world class technology capabilities and
programs for future technology changes. DD series patrticipates in this Future-Proof Program. DD series is part of the Dell
Technologies APEX program allowing for flexible payment options including pay as you go, pay as you use, and provided as-a-
Service offerings.

S Learn more about @J
7 DD series i j Contact a Dell Technologies Expert
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Technical Report

SEC 17a-4(f) Compliance Assessment

EMC Data Domain
Retention Lock Compliance Software Product

Prepared by Cohasset Associates, Inc.

Abstract

This technical report is a compliance assessment of the Data Domain Retention Lock
Compliance software product capabilities relative to the requirements and conditions
of SEC Rule 17a-4(f).

Cohasset’s conclusion is that the EMC Data Domain Retention Lock Compliance
software meets the relevant requirements of SEC 17a-4(f) in that during the SEC
required retention period it: a) provides the integrated control codes and record file
management capabilities that ensures protection of record files from overwrite or
erasure; b) provides for initial and ongoing accuracy and quality of the stored records,
¢) uniquely identifies each record file and duplicate copy, and d) provides for a
duplicate copy of the record files and recovery from the duplicate copy if required.
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Technical Report
SEC 17a-4(f) Compliance Assessment: EMC Data Domain Retention Lock Compliance Software Product

1. Introduction

This section sets the context for this technical assessment. It identifies a) the SEC's regulatory foundation
for allowing e-records to be retained on a variety of electronic storage media, and b) the storage system
that is the subject of Cohasset’s assessment against these SEC electronic storage media regulations.

1.1 The Electronic Storage Requirements of the
Securities & Exchange Commission for 17a-4 Records

Records retention requirements for the U.S. securities broker-dealer industry are stipulated by the
Securities & Exchange Commission (“SEC") Regulations 17 CFR 240.17a-3 and 17 CFR 240.17a-4 (the
“Rule” or “Regulation”), adopted on February 12, 1997. Within this regulation, Rule 17a-4(f) expressly
allows records to be retained on electronic storage media, subject to meeting certain conditions.

Three foundational documents collectively define and interpret the specific regulatory requirements
that electronic storage systems must meet in order to be SEC compliant under Rule 17a-4(f).
They are:

« The Rule itself,

« SEC Interpretive Release No. 34-44238, Commission Guidance to Broker-Dealers on the Use of
Electronic Storage Media under the Electronic Signatures in Global and National Commerce Act
of 2000 with Respect to Rule 17a-4, dated May 1, 2001 (the "2001 Release"), and

« SEC Interpretive Release No. 34-47806, Electronic Storage of Broker-Dealer Records, dated May
7, 2003 (the “2003 Release”).

In the Rule and the two subsequent interpretative releases, the SEC clearly states that the use of
electronic storage media and devices, to the extent that they can deliver the prescribed functionality,
satisfy the stipulations of Rule 17a-4.

CohassetAssociates Introduction « 3
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Rule 240.17a-4(f) specifically states:

The records required to be maintained and preserved pursuant to § 240.17a-3 and

$ 240.17a-4 may be immediately produced or reproduced on “micrographic media” (as
defined in this section) or by means of “electronic storage media” (as defined in this section)
that meet the conditions set forth in this paragraph and be maintained and preserved for
the required time in that form [emphasis added].

(1) For purposes of this section:

* k Kk ok %

(i) The term electronic storage media means any digital storage medium or system and, in the case
of both paragraphs (f)(1)(i) and f(1)(ii) of this section, which meets the applicable conditions set forth
in this paragraph (f).

The 2003 Release further clarifies that implementation of rewriteable and erasable media, such as
magnetic tape or magnetic disk, may meet the requirements of a non-erasable, non-rewriteable
recording environment — to the extent that they deliver the prescribed functionality and so long as
appropriate integrated control codes are in place. The 2003 Release states:

A broker-dealer would not violate the requirement in paragraph (f)(2)(i)(A) of the rule if
it used an electronic storage system that prevents the overwriting, erasing or otherwise
altering of a record during its required retention period through the use of integrated
hardware and software control codes.

The key words within this statement are “integrated” and “control codes.” The term “integrated”
means that the method used to achieve a non-rewriteable, non-erasable recording environment must
be an integral part of the recording hardware and software. The term “control codes” indicates the
acceptability of using attribute codes (metadata) that are integral to the hardware and software of the
recording process in order to protect against overwriting or erasure of any records.

Examples of integrated control codes that could be applied towards providing a non-rewriteable,
non-erasable recording process are:

» Aretention period during which records cannot be erased,
« Aunique record identifier that differentiates it from all other records, and

« The date/time of recording (the data/time of recording and the unique identifier serve in
combination to “serialize” a record).

CohassetAssociates Introduction « 4
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The 2003 Release specifically notes that recording processes or applications which merely mitigate
the risk of overwrite or erasure (rather than prevent them), such as relying on access control security,
will not satisfy the requirements of Rule 17a-4(f).

An important associated requirement of Rule 17a-4(f)(2)(i) is that a member, broker or dealer wanting
to store their 17a-3 and 17a-4 records electronically must notify its “examining authority” ninety (90)
days prior to employing any technology other than WORM optical media. Examining authorities are
self-regulatory organizations (SROs) under the jurisdiction of the SEC such as the New York Stock
Exchange (NYSE) and Financial Industry Regulatory Authority (FINRA).

1.2 Data Domain Retention Lock Compliance Software Product Overview

Data Domain offers a product named Retention Lock which can be applied to any Data Domain
Managed Tree (a logical volume in a virtual file system). When a Managed Tree is enabled to support
Retention Lock, a retention period can be set for individual record files that prevent the record file
from being deleted before the retention period has expired. The Retention Lock capability can be
configured with two types of software licenses: 1) a Retention Lock Compliance software product
license (“Retention Lock Compliance software product”) that is designed to meet the requirements
of SEC Rule 17a-4(f) and 2) a Retention Lock Governance software product license where certain
administrative functions may be performed that are not SEC compliant. This assessment report
focuses solely on the Retention Lock Compliance software product license capabilties.

1.3 Assessment and Technical Report

To obtain an independent and objective assessment of the Retention Lock Compliance software
product capabilities relative to meeting the requirements set forth in SEC Rule 17a-4(f), EMC Data
Domain ("Data Domain”) engaged Cohasset Associates, Inc. (“Cohasset”), a highly respected consulting
firm with specific knowledge, recognized expertise and more than

30 years of experience regarding the legal technical and operational issues associated with the records
management practices of companies regulated by the SEC and SROs.

Cohasset’s assignment was to:

« Assess the ability of the Retention Lock Compliance software product capabilities to meet the
requirements of all the relevant conditions of Rule 17a-4(f), and

»  Prepare this technical report regarding that assessment.

This assessment represents the professional opinion of Cohasset Associates and should not be
construed as an endorsement or rejection by Cohasset of the Retention Lock Compliance software

CohassetAssociates Introduction « 5




Technical Report
SEC 17a-4(f) Compliance Assessment: EMC Data Domain Retention Lock Compliance Software Product

product and its capabilities or other Data Domain products. The information utilized by Cohasset to
conduct this assessment consisted of: a) oral discussions, b) system requirements documents, c) user
guides, and d) other directly related materials provided by Data Domain.

This assessment covers only the four requirements stated in SEC 17a-4(f) that relate directly to the
recording, storage and retention management of regulated record files. The member, broker or dealer
must ensure, however, that a combination of procedures, client application capabilities and the storage
management capabilities addressed in this assessment meet all seventeen requirements of the Rule.

Additional information about Cohasset Associates is provided in Section 3 of this report.

The content and conclusions of this assessment are not intended and should not be construed as legal
advice. Relevant laws and regulations are constantly evolving and legal advice must be tailored to the
specific circumstances of the laws and regulations for each organization. Therefore, nothing stated
herein should be substituted for the advice of competent legal counsel.

CohassetAssociates Introduction + 6




Technical Report
SEC 17a-4(f) Compliance Assessment: EMC Data Domain Retention Lock Compliance Software Product

2. Compliance Assessment with SEC Rule 17a-4(f)

This section presents Cohasset’s assessment of the Data Domain Retention Lock Compliance software
product capabilities that are relevant to meeting the electronic records storage requirements of SEC
Rule 17a-4(f).

2.1 Structure and Organization of Cohasset’s Assessment

The assessment of each relevant requirement in Rule 17a-4(f) is structured into four parts:

Compliance Requirement — Definition of the specific SEC regulatory requirements that must
be met in order to utilize electronic records storage media in the retention of 17a-3 and 17a-4
records;

Compliance Assessment — Cohasset's assessment of the degree to which Retention Lock
Compliance software product capabilities comply with the Rule;

Retention Lock Compliance Software Product Capabilities — Description of the Retention
Lock Compliance software product capabilities that enable them to meet the specific 17a-4(f)
requirement; and

Other Considerations — Identification of actions (if any exist) that may need to be performed in
order to meet the requirements of the Rule.

Note: The term “record” is utilized in SEC Rules 17a-3 and 17a-4 to describe all information content
that must be retained under the Rules. Since this assessment deals with the capabilities of the
Retention Lock Compliance software product relative to SEC Rules, Cohasset Associates has chosen to
use the term “record” or “record file” (versus “file") in order to be consistent with SEC terminology.
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2.2 Non-rewriteable, Non-erasable Format

2.2.1 Compliance Requirement 17a4(f)(2)(ii)(A)
Preserve the records exclusively in a non-rewriteable, non-erasable format.

As set forth in Section III (B) of the 2001 Release, this requirement "“is designed to ensure that
electronic records are capable of being accurately reproduced for later reference by maintaining the
records in unalterable form.”

The following statement in the 2003 Release further clarifies that certain implementations

of rewriteable and erasable media, such as magnetic disk or magnetic tape, would meet the
requirements of a non-erasable, non-rewriteable recording environment provided a) they deliver the
prescribed functionality and b) that functionality is delivered via appropriate integrated control codes
for the SEC designated retention schedule associated with the stored record:

A broker-dealer would not violate the requirement in paragraph (f)(2)(ii)(A) of the rule if
it used an electronic storage system that prevents the overwriting, erasing or otherwise
altering of a record during its required retention period through the use of integrated
hardware and software control codes.

2.2.2 Compliance Assessment

It is Cohasset Associates’ opinion that the Retention Lock Compliance software product provides very
strong capabilities for meeting this requirement of the Rule, provided certain capabilities discussed
below are properly configured and applied by the member, broker or dealer and that any conditions
stated in subsection 2.2.4, "Other Considerations” are met.

2.2.3 Retention Lock Compliance Software Product Capabilities

The main features of the Retention Lock Compliance software product that support meeting the non-
rewritable and non-erasable requirement of the Rule are:

«  The member, broker or dealer must purchase unique Retention Lock Compliance software
product licenses, as required, which ensure that the “compliance” features of Retention Lock
are activated.

+  During administrative setup of the Retention Lock Compliance software product, one or more
Managed Trees can be defined as being under Compliance control, thereby allowing retention
management to be applied to recorded files.
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« After a Managed Tree has been configured with Retention Lock Compliance software product
it cannot be disabled, overridden or deleted.

« For a Managed Tree that is Retention Lock Compliance software product enabled, a new
record file can be placed under Retention Lock Compliance software product control and a
time-based? retention expiration date set. The time-based retention expiration date is set
when the client application, e.g., an e-mail archiving application or file archiving application
a) issues a file protocol instruction with an “atime”? retention attribute (the retention period)
that is set into the future (beyond the date/time of recording) and b) where the retention
expiration date is greater than the Minimum defined retention period and less than the
Maximum defined retention period. The following situations result in an error condition:

= If the atime retention expiration date supplied by the client application is less than
the current date/time, less than the Minimum retention period per Managed Tree or
greater than the Maximum retention period, then an error condition will be returned
to the client application.

= If an attempt is made to delete a record file where the retention period has not
expired, then the delete command is rejected and results in an error condition.

= If an attempt is made to delete a Managed Tree that is Retention Lock Compliance
software product enabled and currently contains locked record files with unexpired
retention periods, then the delete command is rejected and results in an error
condition.

*  When an atime retention expiration date has been set for an individual record file, it cannot
be deleted or overwritten until the retention period expires. Once the retention period has
expired, deletion of the record file may only be performed by a client application, not by a
system administrator.

« A Minimum and Maximum time-based retention period for each Managed Tree must be
established during the administrative setup of a Retention Lock Compliance software product.
This ensures that the atime retention expiration date for a record is not set below the
Minimum or above the Maximum. Once set, the Minimum and Maximum retention periods
cannot be reduced; they can only be extended.

« The retention expiration date for a record file under Retention Lock Compliance software
product control may be extended by recording a new atime retention attribute for the record
file that is later in time than the current retention expiration date and less than the Maximum
retention.
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« An existing retention expiration date cannot be reduced. The Retention Lock Compliance
software product will return an error condition to the client application when the new atime
retention expiration date is earlier in time than the current atime retention expiration date.

+ A Compliance Managed Tree cannot be deleted under any circumstances.

+  When a Retention Lock Compliance software product license is un-installed, has expired or
is cancelled for any reason, no new Compliance Managed Trees can be defined. However,
all of the record files in all existing Compliance Managed Trees will continue to be protected
in accordance with the SEC Rule. Also any new files that are stored in existing Compliance
Managed Trees with a retention period later than the date stored will be protected in a
manner compliant with the SEC Rule.

« Additional administrative security is provided in the Retention Lock Compliance software
product to ensure that certain administrative functions or actions that could potentially
compromise the integrity of record files prior to expiration of the retention period are not
under the control of just one administrative person. This additional administrative security
is provided in the form of a dual sign-on, i.e,, sign-on by the regular system administrator
plus the requirement for second sign-on by an authorized person. Data Domain refers to
this feature as the “Security Officer” sign-on (see 2.2.4 Other Considerations). The primary
administrative actions that require a dual or Security Officer sign-on in a Retention Lock
Compliance software product are:

= Extending Minimum or Maximum retention periods.
= Renaming an Managed Tree.
= Deleting a Retention Lock Compliance software product license.

= Other system support or maintenance actions that could potentially compromise the
integrity of stored record files where the retention period has not expired.

« The accuracy of the system clock in a Retention Lock Compliance software product is critical
for determining whether the retention expiration date of a record file has expired. Situations
can occur, such as a power outage, maintenance downtime, etc., which may affect the
accuracy of the system clock and require it to be adjusted or reset. Additional statistics are
gathered, analyses are performed and certain restrictions are placed on ensuring the accuracy
of the system clock to meet retention compliance requirements.

= The accuracy of the system clock and variations of the system clock with current
actual time is regularly monitored.
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= The system clock is only allowed to vary by a maximum of two weeks in a year.

= Should the system clock vary beyond the two week maximum during a year, then the
administrative Security Officer dual sign-on is required to reset the clock to current
time.

« No logical access (via a software user interface) without Security Officer dual sign-on
is allowed for error correction purposes such as the scenario where the Retention Lock
Compliance software product experiences a system error or corruption. For the extreme
scenario where the full Data Domain operating system will not start up, a restart of the
operating system is restricted to single user access via the use of a USB drive which must be
physically protected and made accessible only with a second authorization by a Compliance
Officer or Security Officer.

« An Managed Tree that is configured as Retention Lock Compliance software product can store
files that are not regulated as records under the Rule and, as such, do not require a retention
period to be set. Therefore, record files required to be compliant with the Rule as well as non-
regulated files can be intermixed on the same Retention Lock Compliance software product
Managed Tree (see 2.2.4 Other Considerations).

2.2.4 Other Considerations

The following actions should be undertaken to ensure that the compliance features of the Retention
Lock Compliance software product are activated and configured to meet the requirements of the
Rule:

«  The member, broker or dealer must purchase a unique Retention Lock Compliance software
product license which ensures that the features of the Retention Lock Compliance software
product necessary to meet the requirements of the Rule are applied.

«  Where administrative functions require a dual or second sign-on (Security Officer sign-
on), Cohasset Associates strongly recommends that the authorized second sign-on person
be the equivalent of either a Chief Compliance Officer or a Chief Security Officer or their
representative as designated in writing.

« Itisimperative that the member, broker or dealer insure that the client application which is
writing record files regulated under the Rule sends the appropriate retention period for each
record file to the Retention Lock Compliance software product.
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2.3 Verify Automatically the Quality and Accuracy of the Recording Process

2.3.1 Compliance Requirement 17a-4(f)(2)(ii)(B)
Verify automatically the quality and accuracy of the storage media recording process.

The intent of SEC Rule 17a-4(f)(2)(ii)(B) is to ensure that the media recording process is accurate to
a very high degree and, therefore, the recorded information is of the highest quality. The objective
of this subsection of the SEC Rule is to provide the utmost confidence that all records read from the
storage media are precisely the same as those recorded.

2.3.2 Compliance Assessment

Cohasset believes that the Retention Lock Compliance software product provides exceptional
capabilities for meeting the SEC requirement to verify the accuracy and completeness of the
recording process.

2.3.3 Retention Lock Compliance Software Product Capabilities

The Retention Lock Compliance software product employs a comprehensive Data Invulnerability
Architecture for enhanced data integrity and recoverability. The Data Invulnerability Architecture
provides for end-to-end verification using the following capabilities: immediate read back and
verification at the time of recording, fault avoidance and containment, continuous fault detection and
correction, and file system and Managed Tree recoverability. The capabilities of the Retention Lock
Compliance software product that directly support the verification of the quality and accuracy of the
recording process are:

Initial Recording Process

« The Retention Lock Compliance software product provides an exceptionally strong capability
for verifying quality and accuracy in that for each container of record file data that is written,
an immediate read back is performed and the accuracy of the recording is verified before
being accepted as error-free. This method goes beyond the minimum acceptable reliance on
state-of-the-art magnetic disk recording error checking and detection/correction capabilities.
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Post Recording Process

» Record file data is packaged and written in containers (multi megabyte units). A strong
checksum value is calculated from the data in each container and stored with that container.
The write verification process involves reading back the data in the stored containers and
verifying that the checksums are accurate. After the containers are verified, the files contained
in them are verified by reading the metadata of the files and verifying that each segment of a
file exists in the containers identified by the metadata.

« During read back of a record file, whether by the client archiving application or by the Data
Domain file system, the checksums are verified and, when errors are encountered, RAID 6
error correction is applied as required thereby ensuring that the record remains complete and
accurate.

«  During verification, if the container cannot be recovered using RAID 6, an alert is raised to the
client application whereupon the administrative support personnel can recover the data from
a replicated or duplicate copy.

« Periodic “scrubbing” of the record file data on the Retention Lock Compliance software
product is performed to find and correct any defects that may occur. This is particularly
important for those record files that have not been read back for an extended period of time.

2.3.4 Other Considerations

There are no other considerations related to this requirement.

2.4 Serialize the Original and Duplicate Units of Storage Media

2.4.1 Compliance Requirement 17a-4(f)(2)(ii)(C)

Serialize the original, and, if applicable, duplicate units of storage media, and time-date for the required
period of retention the information placed on such electronic storage media.

This requirement, according to Section III(B) of the 2001 Release, "is intended to ensure both the
accuracy and accessibility of the records by indicating the order in which records are stored, thereby
making specific records easier to locate and authenticating the storage process.”
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While this requirement is thought to be more pertinent to tracking the individual units of removable
media related to micrographic or optical storage, the SEC Rule may be satisfied for electronic records
by capturing index or metadata associated with each record file that: a) “uniquely” identifies the
record file, and b) associates a “date of recording” with each record file.

2.4.2 Compliance Assessment

Cohasset believes that Retention Lock Compliance software product meets the SEC requirement to
serialize both the original record and each duplicate copy stored.

2.4.3 Retention Lock Compliance Software Product Capabilities

The following capabilities of the Retention Lock Compliance software product are designed to meet
the requirement of the Rule.

+ The Retention Lock Compliance software product identifies each record file with a unique
user ID which contains a unique file name and date/time recorded stamp, thereby uniquely
identifying each record file logically and chronologically.

«  When record files managed under the Retention Lock Compliance software product are
replicated to another Data Domain system with the Retention Lock Compliance software
product, the unique file name and data/time stamp as well as all retention metadata
attributes are duplicated.

2.4.4 Other Considerations

There are no other considerations related to this requirement.

2.5 Store Separately a Duplicate Copy

Compliance Requirement 17a-4(f)(3)(iii)

Store separately from the original a duplicate copy of the record stored on any medium acceptable
under 240.17a-4 for the time required.

The intent of this requirement is to provide an alternate storage source for accessing the record
should the primary source be compromised, i.e., lost or damaged.
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Note: A “duplicate copy” is different from a backup copy in the sense that the duplicate copy is the
recording of a real-time copy of the record or recording a one-for-one “journal” copy of the record
that is never overwritten or erased. Backup copies, on the other hand, may be overwritten as they are
“rotated” on a periodic basis.

2.5.2 Compliance Assessment

It is Cohasset’s opinion that Retention Lock Compliance software product complies with this
SEC requirement.

2.5.3 Retention Lock Compliance Software Product Capabilities

« The Retention Lock Compliance software product provides for an Managed Tree to be
replicated to a second Retention Lock Compliance software product Managed Tree, either
locally or remotely. During Replication, all record file data and associated metadata, including
retention metadata, are replicated to the second file system or Managed Tree.

« Should a major error occur that makes the original file system or Managed Tree inaccessible,
then the record files can be recovered from the replicated copy of the Managed Tree.

2.5.4 Other Considerations

There are no other considerations related to this requirement.
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3. Conclusions

This technical assessment has addressed whether the Retention Lock Compliance Storage System
capabilities meet the requirements and conditions of SEC Rule 17a-4(f).

Cohasset's opinion is that the Retention Lock Compliance Storage System:

+  Meets the requirements of the Rule for preserving the records in a non-erasable, non-
rewriteable format through the use of integrated control codes and records retention
management functionality.

+ Meets the requirements of the Rule related to the automatic verification of the accuracy and
quality of the recording process in that it employs a comprehensive Data Invulnerability
Architecture that immediately reads back and verifies each container of record file data stored,
and utilizes state-of-the-art error detection and RAID 6 technology to correct any errors
detected during read-back and periodic scrubbing.

+ Uniquely identifies and serializes each record and duplicate copy that is stored.

+ Supports storing a compliant duplicate copy of each record and provides for the recovery of
record files from the duplicate copy.

Cohasset Associates’ conclusion: The Retention Lock Compliance Storage System meets all of the SEC
requirements that are its direct responsibility for retaining and storing in digital form 17a-3 and 17a-4
records — pursuant to all the requirements set forth in Rule 17a-4(f), which expressly allows records to
be retained on electronic storage media.
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End Notes

1. Retention Lock currently supports only time-based retention (i.e., retained for a specified period from the time after the
file is recorded). Event-based retention (i.e., indefinite retention once the file is recorded until a specified event occurs,
followed by a fixed, final retention period) is not currently supported.

2. The "atime" attribute in standard file protocol instructions represents the “time last accessed” for a file. For Retention
Lock Compliance software enabled Managed Trees, this attribute is utilized to establish the retention expiration date for
a record file.

3. Redundant Array of Independent Disks (RAID): A method for recording data to magnetic disk devices that provides for
various levels of error correction and read or write performance improvements. RAID 6 employs striped disks with dual
parity and combines four or more disks in a way that provides for correction of detected errors for up to as many as
two full disk units of data during read back.
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About Cohasset Associates, Inc.

Cohasset Associates, Inc. (www.cohasset.com), is one of the nation’s foremost consulting firms
specializing in records and information management. Now in its fourth decade of serving clients
throughout the United States, Cohasset Associates provides award-winning professional services in
three areas: management consulting, education and legal research.

Management Consulting: The focus of Cohasset Associates’ consulting practice is improving the
programs, processes and systems that manage document-based information. Cohasset works

to provide its clients with cost-effective solutions that will both achieve their business objectives

and meet their legal/regulatory responsibilities. This ranges from establishing effective corporate
records management programs to planning state-of-the-art electronic records systems.

Education: Cohasset Associates is renowned for its longstanding leadership in records management

education. Today, Cohasset’s educational work is centered on its annual National Conference for
Managing Electronic Records (MER), which addresses the operational, technical and legal issues as-

sociated with managing the complete life cycle of electronic records (www.merconference.com). The

MER sessions also are available at RIM on Demand.

(www.rimeducation.com/videos/rimondemand.php)

Legal Research: Cohasset Associates is nationally respected for its leadership on records
management legal issues — from retention schedules to the use of alternative media to paper for
storing document-based information.

For more than twenty years, Cohasset Associates has been a “thought leader” in records and
information management. Cohasset has been described as the only management consulting firm in its
field with its feet in the trenches and its eye on the horizon. It is this blend of practical experience and
a clear vision of the future that, combined with Cohasset Associates’ commitment to excellence, has
resulted in Cohasset Associates’ extraordinary record of accomplishments and innovation.

This technical assessment and the information contained in it are copyrighted and are the sole property of Cohasset Associates, Inc. Selective
references to the information and text of this technical assessment are welcome, provided such references have appropriate attributions and
citations. Permission is granted for in-office reproduction so long as the contents are not edited and the “look and feel” of the reproduction is
retained.
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Notes, cautions, and warnings

®| NOTE: A NOTE indicates important information that helps you make better use of your product.

A CAUTION indicates either potential damage to hardware or loss of data and tells you how to avoid
the problem.

A| WARNING: A WARNING indicates a potential for property damage, personal injury, or death.
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Revision history

The following table presents the revision history of this document.

Table 1. Publication history

Revision Date Description

01(7.5.0.5) February 2021 Updates include:

e FTPS inbound communication port

e MFA for sysadmin and security-officer authorization

e FTPS configuration recommendation for TLS-version and cipher-list
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Overview

This chapter includes:
Topics:

« DDOS

. DD system security

. DD OS system interfaces and access control
. DDMC interfaces and access control

DD OS

Data Domain and PowerProtect systems are appliances that run the DD OS. A web-based user interface (Ul), DD System
Manager, is provided for configuration operations, management, and monitoring. In addition, a controlled command-line interface
(CLI) environment is available, which provides a complete set of administrative operations.

Because DD OS is an embedded operating system, additional software or agents cannot be installed or run within a system. This
restriction ensures control and consistency of DD OS releases and provides additional security over the system.

Data Domain and PowerProtect systems are purpose-built physical and virtual appliances with restricted access to their internal
operation. Any tampering voids the warranty. Updated versions of embedded open-source modules are in DD software updates
as appropriate.

DD system security

Data Domain and PowerProtect systems, as central repositories for both structured and unstructured backup data, have many
security capabilities and attributes to protect the data. This document is a supplement to the DD OS Administration Guide

and provides an overview of key security features and procedures that are required to ensure data protection and appropriate
access control.

DD OS system interfaces and access control

Hosts and backup applications interface with the Data Domain and PowerProtect systems through one or more of the standard
native server interface protocols: CIFS, NFS, NDMP, VTL, or DD Boost.

Access control and user authentication to the system is controlled by either local users, NIS environments, LDAP, Kerberos
authentication, or within a Microsoft Active Directory Domain environment. Other points that run the security attributes of the
system are listed in the simplified diagram.

6 Overview



HosIBAGKID SENET L -~ == momempmi s s s R s TR

Native Protocols !
CIFS/NFS/NDMP/VTL/DD Boost/vDisk

; i Passthrough AD/NIS
i Access Control —mie !

i Server
i o i
Client Web | !
ient We res o Web Server o | = g1
browser ! DDMS o o = 1% T -|° !
i s |2 |2]|25|852 |2 g 0
i D lx|ls g2 |gR2|E ] ® i
— s 3 vl |Bd gl
g sl lEsl=5=1 i
5 s 5 = fEiz s ] e
t 3 o - L=} — o O [}
Sl Restricted | 5 |2 |2 |Z3 @338 | Optional SSLAES
script or S5H T cL w w |a = = h ptional
= = AL i 256-bit
! Environment | Transport Encryption
ol @ 16
| R, | } _____________________________ T Disaster Site
FTPs/SCP Retention Lock,
swW L
k. Support Encryption
File Transfer of Data AtRest
Storage/Cloud Por P
Systems KMIP Server

Figure 1. System interfaces and access control

The following native protocols and software options depend on or enable security attributes of the system. See the current DD
OS Administration Guide for more information.

Supported Native Ingest Protocols

DD and PowerProtect systems support simultaneous access through common network access protocols, enabling both backup
servers and application servers to send data to the system. Servers can attach and transfer files and backup images over one or
more of these protocols:

CIFS

NFS

Data Domain Boost over IP (encryption supported)

Data Domain Boost over Fibre Channel (encryption not supported)
NDMP

VTL over Fibre Channel

vDisk over Fibre Channel

Data that is transmitted over CIFS, NDMP, DD Boost over Fibre Channel, VTL over Fibre Channel, and vDisk over Fibre Channel
is transported unencrypted.

The following software options that are highlighted below are related to security and require separate licenses.

DD Replicator Software

Automated, policy-based, network-efficient replication for disaster recovery, remote office data protection, and multi-site tape
consolidation. DD Replicator software asynchronously replicates only the compressed, deduplicated data over the WAN or LAN
during the backup process, making network-based replication fast, reliable, and cost-effective.
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For environments that do not use a VPN for secure connections between sites, DD Replicator software can securely
encapsulate its replication payload over SSL with AES 256-bit encryption for secure transmission over the wire. This process is
also known as encrypting data in flight.

DD Encryption Software

Protects backup and archive data that is stored on systems with data encryption that is performed inline before the data is
written to disk. The Encryption at Rest feature satisfies internal governance rules, compliance regulations, and protects against
the reading of customer data on individual disks or disk shelves that are removed from the system due to theft.

DD Retention Lock Software

Prevents specified files from being overwritten, modified, or deleted for a user-defined retention period of up to 70 years.

DD Secure Multi-Tenancy Software

Provides secure storage consolidation in multi-tenant backup environments. With SMT, multiple tenants can reside on a single
system simultaneously and the data of one tenant cannot be detected or accessed by another.

DDMC interfaces and access control

PowerProtect DD Management Center (DDMC) permissions can be assigned to system groups, systems, and users.
The user permissions for DDMC are by assigned roles and have three components:

e the managed object (groups or systems)
e the user (local, NIS, or Active Directory)
e the DD System Manager role (Administrator, Limited-Admin, Backup Operator, or User)

®| NOTE: The Backup Operator only exists in assigning role to the system, not for a role in DDMC.
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Figure 2. DDMC interfaces and access control

e A user's role is determined by the highest (most privileged) role that is assigned to any group the user belongs to. If a user
belongs to a group that has an admin role but the user itself is only assigned a backup role, the user's role will be admin
because of its membership in the group. Another scenario is if a user belongs to two AD groups that are assigned to the
same system DD1. If Group "A" is assigned the admin role on DD1 and Group "B" is assigned the backup role on DD1, then the
user's role for DD1 will be admin due to Group "A" having the admin role.

This system role enables a DDMC user to create tenants and tenant units based on system permissions.

DDMC user can also create reports based on the system role.

DDMC user can also launch DD System Manager with this assigned role; however, DDMC user and system user are not the
same.

e A sysadmin in DDMC is considered a different user than a sysadmin user on a DD or PowerProtect system.
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Security Configuration Settings

This chapter includes:
Topics:

. Introduction

e System passphrase

e Access control settings

*  Certificate management

*« Log settings

»  Communication security settings

. Time synchronization with external source

¢ Cloud tier network security recommendations
. DDVE in Cloud

« DDVE for kernel-based virtual machine considerations
. Secure multi-tenancy security

. Data security settings

. Secure Remote Services

. Security alert system settings

. Other security considerations

. System hardening and best practices

Introduction

This chapter provides an overview of the settings available to ensure the secure operation of the product.

System passphrase

The system uses the passphrase to encrypt the encryption keys, cloud access, secure keys, imported host certificate private
keys, and DD Boost token keys. It enables a system to be transported with encryption keys on the system but without the
passphrase being stored on it. If the system is stolen in transit, an attacker cannot easily recover the data, and at most, they can
recover the encrypted user data and the encrypted keys.

Data at rest encryption keys are dependent on this passphrase, and therefore, the use of a stronger passphrase is mandatory. A
valid passphrase must contain:

e A minimum of nine characters

A minimum of one lowercase character
A minimum of one uppercase character
A minimum of one numeral

A minimum of one special character
No spaces

DD OS supports passphrase up to 254 characters.
DDMC only uses a passphrase for imported host certificate private keys.

For more information, see the DD OS Administration Guide or DDMC Installation and Administration Guide.
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Passphrase security

The passphrase is encrypted and stored in a file on the head unit of the DD system. The encryption key that is used to encrypt
the passphrase is hardcoded.

Users can choose to not store the passphrase on disk. There is a hidden sysadmin command to accomplish this task: system
passphrase option set store-on-disk no.

®

Change the passphrase after running the command to not store the passphrase on disk. A side-effect of not storing the
passphrase is that the file system has to be unlocked every time that the system is rebooted. Until the file system is unlocked,
all backup jobs and replication are impacted.

NOTE: If the system is configured to not store the passphrase, there is no way to recover it if it is lost.

®| NOTE: If multifactor authentication is enabled, the security officer must enter an RSA SecurlD token after their password.

®

NOTE: If there is no concern that an attacker can gain physical access to the appliance in the environment, then choose to
store the passphrase on disk.

For more information, see the DDOS Administration Guide and DDOS Command Reference Guide.

Access control settings

Access control settings enable the protection of resources against unauthorized access.

System access

The Data Domain and PowerProtect operating environment provides secure administration through either the DD System
Manager by HTTPS or SSH for CLI. Either method enables locally defined users, Network Information Service (NIS) users,
Lightweight Directory Access Protocol (LDAP), Microsoft Active Directory (AD) domain users, and Single Sign-on (SSO).

DD System The system can use an imported certificate to establish a trusted connection to manage the system over
Manager over SSL. If a certificate is not provided, the system can use its self-signed identity certificate. HTTPS is
HTTPS enabled by default.

When connecting to DD System Manager from a web browser, all HTTP connections will automatically
redirect to HTTPS.

®| NOTE: HTTP can only be enabled through the Ul or CLI.

SSH for CLI The administrator enters a controlled shell environment, where individual CLI commands manage the
system.

@ NOTE: When connecting to an HA system using the floating hostname or IP using an SSH client,
the public key that is stored in the known-hosts list of the local shell may fail verification. Each node
in the HA pair generates a unique SSH key pair, and the active node presents the key that it owns.
Resolution for this issue is to physically verify that the correct system is connecting, and remove the
offending key in the known-host list and revalidate the key on the next connection try. Knowledge
Base article #212538 explains this issue in more detail.

Administrative system access can be either local or remote.

To log in using SSH, minimum SSH version that is supported is OpenSSH v4.7p1.

To login with FIPS enabled using SSH, minimum SSH version that is supported is OpenSSH v5.9p1.
Local access Authorized administrators with valid login credentials have access to CLI through serial console or IP in

same subnet. User is prompted for username and password, and after authentication and authorization,

they are granted login access.

Remote access CLI and Web-based System Manager remote access are available for authorized administrators with
proper login credentials (username and password). Remote users with network access and authorization
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can remotely administer the systems over the network. Policies outside the system should be put in place

for users to log out after the session is over for both local and remote access.

Password-less login is supported for SSH using SSH keys and for DD System Manager and REST API

connections by using client certificates.

@ NOTE: SSH and secure browsing (HTTPS) are enabled by default. The recommendation is to use an
imported certificate and to configure session timeout values to ensure that users are automatically
logged out of the system after the session is over. A session timeout of 5 minutes maximum is
recommended.

Data is not readily viewable from anywhere except a host that has been granted access. Administrator
access is required to configure the Data Domain system and adjust which physical hosts can view

an exported mount point. Users with administrative access can update the access list with a server’s
hostname or IP address. A system can use DNS for name resolution.

For greater protection, administrators can use the CLI net hosts add <ipaddr> <host-list> to

add entries in the hosts file to control host resolution. See the DD Command Reference Guide for more
information.

Files that are created on the Data Domain system are “owned” by the creator. For example, backup
software typically writes files as a particular user, so that user would own all files that the backup
software created on the system. Explicit permissions (ACLs) must be set, however, to prevent users from
viewing files created by others.

For every file or folder that is created through CIFS, the following attributes are created:
Owner SID

Group SID

DACL (Discretionary ACL — Permissions)

SACL (System ACL — Auditing Information)

DOS Attributes such as READONLY, HIDDEN, SYSTEM & ARCHIVE

Also, folders and files map UNIX UID/GID/MODE from Windows Owner-SID/Group-SID/DACL. The DACL
is inherited from its parent. If the parent directory does not have DACL (created though NFS/non-CIFS),
then a default ACL is assigned. The default gives the owner full control and gives others read permission.
Access control is managed through the standard Microsoft Management Control (MMC) on any client
with permissions to do so.

Files and folders that are created through the remaining ingest protocols use the POSIX.1e ACL standard
or NFSv4 native ACLs through the nfs4 setacl command. Every object is associated with three sets
of permissions that define access for the owner, the owning group, and for others. Each set may contain
Read [r], Write [w], and Execute [x] permissions. This scheme is implemented using only 9 bits for each
object. In addition to these 9 bits, the Set User Id, Set Group Id, and Sticky bits are used for various
special cases. Access control is managed through a standard Linux client or DD OS CLI administration
environment with permissions to do so.

Files and directories that are created using DD Boost APIs are created with the mode (or permission) bits
specified by the creator. Thus each object is associated with three sets of permissions that define access
for the owner, the owning group, and for others. Each set may contain Read [r], Write [w], and Execute
[x] permissions. The mode bits can be changed appropriately through a DD Boost change mode API.

Data Domain and PowerProtect systems can use Microsoft Active Directory pass-through authentication
for the users/servers. Administrators can enable certain domains and groups of users to access files
that are stored on the system. It is recommended to have Kerberos configured. Also, systems support
Microsoft Windows NT LAN Managers NTLMv1 and NTLMv2. However, NTLMv2 is more secure and is
intended to replace NTLMv1.

Data Domain and PowerProtect systems can use NIS Directory Authentication for the users in UNIX/
LINUX environments. Administrators can enable specific hosts and users to access files that are stored on
the system.

Kerberos authentication for NFSv3 and NFSv4 clients can be used. Kerberos performs with NIS Directory
or LDAP services to identify connecting clients. This authentication method enables the administrator to
control which users and hosts have permissions to view data on a system.
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®| NOTE: There is no Kerberos configuration in DDMC.

LDAP for NFS ID Data Domain and PowerProtect systems can use LDAP for NFSv4 ID mapping, and NFSv3/NFSv4
mapping Kerberos with LDAP. User can also configure Secure LDAP with either LDAPS or Start_TLS method. The
LDAP client authentication can use Bind DN or Bind PW, but systems do not support certificate-based
LDAP client authentication.
@ NOTE: Local user IDs start with the number 500. When setting up LDAP, a similar user ID range

(500-1000) cannot be used or a user ID collision occurs. If there is user ID collision, files that are
owned by a name LDAP service user become accessible by the other users due to configuration
errors.

Separate NFS Administrators can easily create shares on the file system. Using the native access control methods helps

and CIFS shares to define more granular share/directory/file-level access control over certain data on the system. For
example, when setting up a shared system for multiple customers, administrators can have an NFS or
CIFS share that is created for each specific customer on the same system and specify access controls for
each customer/share.

Single Sign-on SSO enables you to register a DD or PowerProtect system with a supported SSO provider and to use the
SSO provider credentials for system-level user authentication.
@ NOTE: Data Protection Central (DPC) is the only supported SSO provider. DPC version 19.1is

required to use SSO.

User authentication

User authentication settings control the process of verifying an identity claimed by the user for accessing the product.

Default account

The default user account is sysadmin. The account cannot be deleted or modified.

For DD and PowerProtect systems, the factory default password is the serial number of the system. For its location, see the
system-specific hardware overview manual.

During the initial configuration, the administrator who logs in to DD OS or DDMC as sysadmin is prompted to change the
password. Use a strong and complex password.

For DDVE residing on ESXi, Hyper-V, and KVM, the default password is changeme. During the initial configuration, the
administrator who logs in as sysadmin is prompted to change the password.

For AWS, the default password is the instance id, during the initial configuration, the administrator has to change the password
during first login.

For Azure, the user specifies the password during deployment and is not required to change the password.

For GCP, the default password is changeme. The administrator is required to change the password during the first login.

@ NOTE: Change the default password to a more complex and stronger password after logging in to the system for the first
time.

DDSH should also ask to create a security officer with the first login. If "yes" is selected, then a username and password for the
new security officer must be provided. If "no" is selected, the next steps in initial configuration setup of the system, DDVE, or
DDMC will begin.

The creation and assignment of a security officer is highly recommended.

@ NOTE: When sysadmin is creating the first security officer, sysadmin cannot use the same password as sysadmin's for
the first security officer. If sysadmin tries to create a security officer with same password as sysadmin's, the message
Incorrect Password is displayed.
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Multi-factor authentication for sysadmin and security-officer authorization

The system requires additional authorization for certain commands to promote better security and protection, which means
sysadmin or security-officer credentials are required to run these commands.

When multi-factor authentication (MFA) enabled on a system, in addition to sysadmin or security-officer credentials, , the
system will also ask for MFA passcode for certain commands to promote better security and protection.

An MFA passcode is usually a time-based one-time password (TOTP) that changes every 30 or 60 seconds. Different MFA
providers support different ways of generating TOTP, common MFA providers include RSA SecurlD, Google Authenticator/
Microsoft Authenticator, and Authy.

DD supports RSA SecurlD as MFA provider.

The following CLlIs are protected with MFA and require sysadmin or security-officer authorization:
filesys destroy

cloud unit del

system sanitize

authentication mfa rsa-securid disable
filesys encryption lock (also supported through the Ul)

system passphrase option set store-on-disk no

Local users

After logging in as sysadmin, you can create additional accounts for the roles that are described in Role-based accounts

on page 15. As an admin-role or limited-admin user, you can change a user's role for an account, password, and account
expiration parameters. For more information and instructions, or to change just the password for individual users, see the DD OS
Administration Guide.

For uniform password management across the enterprise, the default password policy can be changed and applied to all newly
created passwords with the default policy set. Parameters include the following:

Minimum Days Between Change
Maximum Days Between Change

Warn Days Before Expire

Disable Days After Expire

Minimum Length of Password

Minimum number of Character Classes
Lowercase Character Requirement
Uppercase Character Requirement

One Digit Requirement

Special Character Requirement

Max Consecutive Character Requirement
Number of Previous Passwords to Block
Maximum login attempts

Unlock timeout (seconds)

NOTE: DD Boost users and passwords are created using the procedure that is described in the DD Boost chapter in the DD
OS Administration Guide.

Enabling, disabling, or deleting user accounts

Local user accounts are enabled, disabled, or deleted by the system administrator. For more information and instructions, see
the DD OS Administration Guide.

Active Directory

Data Domain and PowerProtect systems can use Microsoft Active Directory pass-through authentication for the users. Refer to
DD OS Administration Guide for active directory configuration.
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NIS

Data Domain and PowerProtect systems can use NIS Directory Authentication for the users in UNIX/LINUX environments for
configuration management. Refer to DD OS Administration Guide for NIS configuration.

LDAP

Data Domain and PowerProtect systems can use LDAP for user authentication. Users can also configure Secure LDAP with
either LDAPS or Start_TLS method.

@ NOTE: Local user IDs start with the number 500. When setting up LDAP, a similar user ID range (500-1000) cannot be
used or a user ID collision occurs. If there is user ID collision, files that owned by a name LDAP service user become
accessible by the other users due to configuration errors.

Refer to DD OS Administration Guide for LDAP and Secure LDAP configuration.

Single Sign-on

Data Domain and PowerProtect systems can authenticate a user with a username and password from a supported Single
Sign-on (SSO) provider. SSO feature must be enabled and the system must be registered with an SSO provider. Refer to DD OS
Administration Guide for more information.

Login using certificates

User certificate consisting of username is authenticated and authorized based on pre-existing role mapping to login to DD
System Manager from GUI and REST, see DD OS Administration Guide for more information.

User authorization

User authorization settings control rights or permissions that are granted to a user for accessing a resource that manages the
product.

Specific authorization levels are defined for each user account created using the Role-Base Access Control scheme that is listed
below. To change the authorization for an account, you must change the role that is specified for the account.

Table 2. Role-based accounts

Role/Account Type Description

admin An admin role user can configure and monitor the entire system. Most configuration features
and commands are available only to admin role users. However, some features and commands
require the approval of a security role user before a task is completed.

limited-admin The limited-admin role can configure and monitor the system with some limitations. Users
who are assigned this role cannot perform data deletion operations, edit the registry, or enter
bash or SE mode.

user The user role enables users to monitor systems and change their own password. Users who
are assigned the user management role can view system status, but they cannot change the
system configuration.

security (security officer) e A security role user, who may be referred to as a security officer, can manage other
security officers, authorize procedures that require security officer approval, provide data
destruction oversight, and perform all tasks that are supported for security role users.

e The security role is provided to comply with the Write-Once-Read-Many (WORM)
regulation. Most command options for administering sensitive operations, such as
Encryption, Retention Lock Compliance, and Retention Lock Archiving now require
security officer approval.

backup-operator e A backup-operator role user has all user role permissions, can create snapshots for
MTrees, and can import, export, and move tapes between elements in a virtual tape
library.

e A backup-operator role user can also add and delete SSH public keys for password-less
logins. This function is used mostly for automated scripting. The backup-operator can
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Table 2. Role-based accounts (continued)

Role/Account Type Description

add, delete, reset and view CLI command aliases, synchronize modified files, and wait for
replication to complete on the destination system.

none The none role is for DD Boost authentication and tenant-unit users only. A none role user can
log in to a Data Domain system and can change their password, but cannot monitor, manage,
or configure the primary system. When the primary system is partitioned into tenant units,
either the tenant-admin or the tenant-user role is used to define a user's role for a specific
tenant unit. The tenant user is first assigned the none role to minimize access to the primary
system, and then either the tenant-admin or the tenant-user role is appended to that user.

tenant-admin A tenant-admin role user can configure and monitor a specific tenant unit.

tenant-user The tenant-user role enables a user to monitor a specific tenant unit and change the user
password. Users who are assigned the tenant-user management role can view tenant unit
status, but they cannot change the tenant unit configuration.

After other user accounts are created, those user accounts can change their own configuration, but cannot perform
configuration changes on other user accounts of the same level.

For more information about user roles and instructions for creating users and viewing user configuration information, see the DD

OS Administration Guide.

@ NOTE: For DDMC only admin, limited-admin and user roles are supported. Refer to the DDMC Installation and
Administration Guide for information about the differences between DDMC and DD System Manager and the RBAC settings
for launching the system manager from DDMC.

Certificate management

Data Domain and PowerProtect systems can use certificates to securely communicate with following applications and protocols:
HTTPS, external Key Manager (KMIP-compliant key manager such as KeySecure v8.5, v8.9, v8.10, and v8.12.1, NextGen v1.9.1
and v1.10 from Safenet/Gemalto, and Data Security Manager (DSM) 6.3 from Thales/Vormetric), DD Boost, LDAP server, Cloud
Tier (AWS, Azure, Alibaba Cloud, Google Cloud, ECS, AWS federal), and certificate-based user authentication and two factor
authentication with a Common Access Card (CAC).

Data Domain and PowerProtect systems use self-signed certificates to build mutual trust between another system for secure
data replication. It supports two different secure configurations using certificate that is one-way and two-way authentication.

Managing a DD system with DDMC

To manage a Data Domain or PowerProtect system, a trust must be established between DDMC and the system. A self-signed
certificate is used to establish the trust. For more information, see the DDMC Installation and Administration Guide.

Cloud certificates

The cloud providers have a host certificate that is issued by a CA to verify the identity of a cloud provider before backing up
data from a system. Import the CA certificate and any applicable CRLs before backing up any data to the cloud. See details in
section Certificates for cloud providers.

Certificate revocation list

A Certificate Revocation List (CRL) is a PEM formatted file that is issued by a Certificate Authority (CA) listing certificates that
have been revoked and thus are no longer valid. Once a CRL file is imported to DD System Manager, the revoked certificates in

the list can no longer be used to log in to the system. The Online Certificate Status Protocol (OCSP) which dynamically checks

a certificate's validity each time it is used, is not supported.

®| NOTE: Ensure that the CRL has a valid NextUpdate field before importing. It should not be expired.
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DD Boost certificates

The DD Boost protocol can be used with or without externally signed certificates for authentication and to provide data
encryption. Use of certificates provides a more secure data transport capability. The DD Boost protocol also supports optional
encryption when certificates are not used.

In-flight encryption enables applications to encrypt in-flight backup or restore data over LAN from the system. When
configured, the client can use TLS to encrypt the session between the client and the system. If TLS with certificates is
used, then the specific suites that are used are DHE-RSA-AES128-GCM-SHA256 and DHE-RSA-AES256-GCM-SHA384 for
medium and high encryption, respectively. If TLS encryption is used without certificates, the specific suites that are used are
ADH-AES128-GCM-SHA256 and ADH-AES256-GCM-SHA384 for medium and high encryption respectively.

HTTPS certificates

The system can use an imported certificate to establish a trusted connection to manage the system over SSL. If a certificate is
not provided, the system can use its self-signed identity certificate.

Data encryption certificates

External CA and host certificates are required to set up the KMIP-compliant key manager such as KeySecure v8.5, v8.9, v8.10,
and v8.12.1, NextGen v1.9.1 and v1.10 from Safenet/Gemalto, and Data Security Manager (DSM) 6.3 from Thales/Vormetric/
Thales. If encryption is enabled on Cloud Tier, only the Data Domain embedded key manager (EKM) is supported.

For information about encryption certificates and key managers, see the Encryption chapter in the DD OS Administration Guide.

LDAP certificates

LDAP for NFS ID mapping for folder and file permissions support secure LDAP using certificates.

High Availability

In a High Availability (HA) configuration, there are two controllers, where only one at a time is active, and are logically
considered as a single file system.

Both systems have the same Root Certificate Authority.
To establish mutual trust with the HA system, trust is required to be established with the active node ONLY.

e Mutual trust, certificate signing request, and all the imported certificates on the active node are mirrored to the standby
node.

e Host certificate is generated per Active and Standby node and is used for HTTPS application. CA for secure support bundle
upload is also kept per node.

Externally signed certificates

Certificate authority (CA) is in public certificate (PEM) format to establish a trusted connection between the external entity and
each system.

If the system uses the external key manager, it requires a PKCS12 host certificate and CA certificate in PEM (public key) format
to establish a trusted connection between the external key manager server and each system that it manages.

The certificate signing requires PKCS10 format. The public certificate key can have either PKCS12 (public plus a private key) or
PEM format. The host certificate PEM format is used only with the Certificate Signing Request (CSR) feature.

Individual host certificates can be imported for HTTPS and communication with external key manager.

Importing the host certificate in PKCS12 format is supported. If there is a CSR on the system, you can import the host
certificate in PEM format after the CSR is signed by a Certificate Authority.

®| NOTE: The system passphrase is required to import the certificate.
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On a FIPS enabled DD system, PKCS12 file must be FIPS-compliant. While encrypting PKCS12 file, compatible encryption
algorithms must be used. We recommend using "PBE-SHA1-3DES" for encrypting key and certificate in PKCS12 file.

See the DD OS Administration Guide for certificate management configuration.

Log settings

A log is a chronological record of system activities that is sufficient to enable the reconstruction and examination of the
sequence of environments and activities surrounding or leading to an operation, procedure, or event from inception to final
results.

All system logs (system, space, errors, access related) are stored on the root file system partition, and not accessible directly
except through these services:

e | ogs can be configured to send to a remote syslog server.
e Authorized service personnel can copy logs to another system via FTP or SCP.
e Some logs can be accessed via successful login via the CLI or the System Manager.

The system log file entries contain messages from the alerts feature, autosupport reports, and general system messages. The
log directory is /ddvar/log.

For more information, see the DD OS Administration Guide.

Log descriptions

Log files can be bundled and sent to Dell EMC Support to provide the detailed system information that aids in troubleshooting
any system issues that may arise. The Data Domain system logfile entries contain information from the alerts feature,
autosupport reports, bash scripts, and general system messages.

Audit and secure logs are searchable by multiple parameters, such as username, string, authentication failure/successes,
including tenant-units. Users who are assigned the "tenant-admin" role on tenant-units can only see the logs for the tenant-
units which belong to them. Any configuration changes that were done on the tenant-units that are owned by the tenant-
admins are shown.

This table lists logs that are important to system security.

Table 3. Log files

Log name Location and description

messages /ddvar/log/messages The system log, generated from system actions and
general system operations.

audit.log /ddvar/log/debug/audit. log Lists all the CLI commands that are run through
DDSH, by user and associated user role. Access to this log is controlled by user roles.
System admin users can see all audit logs in the system. Tenant-admin users can see
the audit logs for all tenant-units they own.

access_log /ddvar/log/debug/sm/access_log Tracks users of the DD System Manager Ul
(GUI).
secure.log /ddvar/log/debug/secure.log Messages from successful and unsuccessful

logins and logouts, including authentication failures by known and unknown users,
as well as changes to user accounts, and any other PAM messages.

cifs.log /ddvar/log/debug/cifs/cifs.log Messages about CIFS-related activity from
CIFS clients attempting to connect to the Data Domain system. Messages from the
CIFS subsystem are logged only in cifs.log.

ddsh.info /ddvar/log/debug/sm/ddsh.info Tracks all commands that are issued by CLI
users on the system.

kmip.log /ddr/var/log/debug/kmip.log All KMIP initialization and transactions logs are
listed here.

For more information about logs, see the DD OS Administration Guide.
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Log management and retrieval

See the DD OS Administration Guide for the following topics:

Log roll-over

Viewing log files from the DD System Manager

Displaying log files using the CLI

Understanding and saving log messages

Sending log messages to another system (configuration of an external Syslog server) - It is recommended to forward system
logs to an external server. Logs can still be evaluated if the local system is down or unresponsive.

Additional log management topics are covered in the DD OS Administration Guide, as follows:

e To configure CIFS logging levels, see "Setting CIFS Options."
e To configure log alert mechanisms, see "Managing Alert Reporting and Configuration of Alert Mechanisms."

Communication security settings

Communication security settings enable the establishment of secure communication channels between the product components
as well as between product components and external systems or components.

TCP and UDP ports

The tables below show input and output ports for TCP and UDP.

Table 4. System inbound communication ports

Service Protocol Port Port Default Description
Configurable

FTP TCP 21 No Disabled Port is used only if FTP is enabled. Run

adminaccess show on the system to

determine if it is enabled.

(D|NOTE: Using FTP is not
recommended. SCP is recommended
for file transfer to and from the DD
system. FTPS should be considered
before using FTP.

FTPS TCP 21 No Disabled Port used only when FTPS is enabled.
Run adminaccess show on system to
determine if ftps is enabled.

(D|NOTE: FTPS uses TLS

v1.2 by default and cipher-

list ALL: !ADH: ! EXPORT56: !
EXPORT40:+HIGH: !MEDIUM: !
LOW: !SSLv2:!SSLv3: !DES-
CBC3-SHA:+EXPR@STRENGTH by
default.

adminaccess ftps option
set tls-version can be used to
configure TLS version. By default, it
is set to TLS v1.2. Recommended
practice is to use TLS v1.2. But, for
compatibility with FTP clients which
use TLS v1.0/v1.1, TLS version can
be set to TLS v1.0 or TLS v1.1.
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Table 4. System inbound communication ports (continued)

Service

Protocol

Port

Port
Configurable

Default

Description

SSH and SCP

TCP

22

Yes

Enabled

Port is used only if SSH is enabled. Run
adminaccess show on the system to
determine if it is enabled. SCP is enabled
as default.

Telnet

TCP

23

No

Disabled

Port is used only if Telnet is enabled. Run
adminaccess show on the system to
determine if it is enabled.

HTTP

TCP

80

Yes

Disabled @

Port is used only if HTTP is enabled. Run
adminaccess show on the system to
determine if it is enabled.

DD Boost and NFS
(portmapper)

TCP

m

No

Enabled

Used to assign a random port for the
mountd service DD Boost and NFS use.
Mountd service port can be statically
assigned and can be started with the
nfs option set mountd-port
command.

NTP

ubP

123

No

Disabled

1. Port is used only if NTP is enabled
on the system. Run ntp status to
determine if it is enabled.

2. Used by the system to synchronize to
a time server.

SNMP

TCP/UDP

161

No

Disabled

Port is used only if SNMP is enabled.
Run snmp status to determine if it is
enabled.

HTTPS

TCP

443

Yes

Enabled

Port is used only if HTTPS is enabled.
Run adminaccess show on the
system to determine if it is enabled.

CIFS (Microsoft-DS)

TCP

445

No

Enabled

Main port that is used by CIFS for data
transfer.

DD Boost/NFS

TCP

2049

Yes

Enabled

Main port that is used by NFS. Run the
nfs option show command on the
system to determine the current NFS
server port.

NFS v3/NFS v4

TCP

2049

Yes

Enabled

Main port that is used by NFS service.
Run nfs status to determine if NFS
v3 or NFS v4 service is enabled. Run
nfs option show nfs3-port or
nfs option show nfsd4-port on
system to determine the current port
that is listening.

Replication

TCP

2051

Yes

Enabled

Port is used only if replication

is configured on the system. Run
replication show configto
determine if it is configured. This
port can be modified using the
replication modify command.

NFS (mountd)

TCP/UDP

2052

Yes

Enabled

This can be changed through the nfs
option command. The command can
only be run by a Support Engineer.
Contact Support if you need to change
the port.
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Table 4. System inbound communication ports (continued)

Service Protocol Port Port Default Description
Configurable
DDMC Port TCP 3009 No Enabled This port is used only if the system

is managed by the DDMC. It is not
configurable.

a. Automatically redirects to HTTPS.

Table 5. System outbound communication ports

Service Protocol Port Port Default Description
Configurable

SMTP TCP 25 No Disabled Used by the system to send email
autosupports and alerts.

SNMP UDP 162 Yes Disabled Used by the system to send SNMP traps
to SNMP host. Use snmp show trap-
hosts to see destination hosts and
snmp status to display service status.

Syslog UDP 514 No Disabled Used by the system to send syslog
messages, if enabled. Use 1og host
show to display destination hosts and
service status.

RMCP uDP 623 Closed Disabled Remotely access BMC through IPMI

To reach a system behind a firewall, you must enable the ports defined above.

Use the net filter functionality to disable all ports that are not used.

Table 6. Ports for Active Directory

Port |Protocol Port configurable | Description

53 TCP/UDP Open DNS (if AD is also the DNS)

88 TCP/UDP Open Kerberos

139 TCP Open Netbios/Netlogon

389 TCP/UDP Open LDAP

445, | TCP/UDP No User authentication and other communication with AD
3268 |TCP Open Global Catalog Queries

1 Enabled by default on system and disabled on DDMC.

Network routing management

Routes determine the path taken to transfer data to and from the local host (the Data Domain or PowerProtect system) to

another network or host.

DD OS does not generate or respond to RIP, EGRP/EIGRP, or BGP network routing management protocols in any form or
fashion — DD OS cannot perform any IP packet routing or forwarding tasks. The only routing implemented on Data Domain

or PowerProtect systems is based upon the internal route table, where the administrator may define which physical interface
[interface group] to use to address a specific network or subnet. In addition, when multiple interfaces have the same subnet
which will normally allow multiple interfaces to be used for packets going to the specific subnet, the appliance uses source-
based routing. This defines that outbound network packets which matches the subnet of multiple interfaces will only be routed
over the physical interface from which they originated from.
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Time synchronization with external source

To configure time synchronization with an external source, see "Working with Time and Date Settings," "Data Domain System
Clock," "Synchronizing from a Windows Domain Controller," and "Synchronize from an NTP Server" in the DD OS Administration
Guide.

Cloud tier network security recommendations

To verify the identity of a cloud provider before backing up data from a Data Domain or PowerProtect system, the cloud
providers have a host certificate issued by a certificate authority (CA). Import the CA certificate and any applicable certificate
revocation lists (CRLs) before backing up any data to the cloud.

The following table shows the recommended settings for securely connecting to cloud tier storage.

Table 7. Cloud tier network security recommendations

Firewall port requirements® | @ For ECS configuration, the system must be configured to allow traffic from ports 9020 and
9021. If a load balancer is configured on ECS, port rules have to be configured accordingly.

e For Alibaba Cloud, AWS, and Google cloud providers, communication is on port 443 and 80.

OpenSSL cipher suites e Ciphers - ECDHE-RSA-AES256-SHA384, AES256-GCM-SHA384
TLS Version: 1.2

IP address range filtering e Hostnames for Alibaba cloud provider to be resolved:
oss.aliyuncs.com
0ss-us-west-1.aliyuncs.com
0ss-us-east-1.aliyuncs.com
0ss-ap-southeast-1.aliyuncs.com
0ss-ap-southeast-2.aliyuncs.com
0ss-ap-southeast-3.aliyuncs.com
0ss-ap-southeast-5.aliyuncs.com
0ss-ap-northeast-1.aliyuncs.com
0ss-ap-south-1.aliyuncs.com
oss-eu-central-1.aliyuncs.com
0ss-me-east-1.aliyuncs.com
0ss-cn-hangzhou.aliyuncs.com
0ss-cn-shanghai.aliyuncs.com
0ss-cn-gingdao.aliyuncs.com
0ss-cn-beijing.aliyuncs.com
0ss-cn-zhangjiakou.aliyuncs.com
oss-cn-huhehaote.aliyuncs.com
0ss-cn-shenzhen.aliyuncs.com
0ss-cn-hongkong.aliyuncs.com

e Hostnames for AWS cloud provider to be resolved:
s3.amazonaws.com
s3-us-west-1.amazonaws.com
s3-us-west-2.amazonaws.com
s3-eu-west-2.amazonaws.com
s3-eu-west-1.amazonaws.com
s3-ap-northeast-1.amazonaws.com
s3-ap-northeast-2.amazonaws.com
s3-ap-south.amazonaws.com
s3-ap-southeast-1.amazonaws.com
s3-ap-southeast-2.amazonaws.com
s3-sa-east-1.amazonaws.com
s3-eu-central-1.amazonaws.com

O O 0O 0O 0O 0000 0O 0o O O O o O o0 o0 O

O O 0O 0O 0O OO0 O O O O O
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Table 7. Cloud tier network security recommendations (continued)

e Hostname for Google Cloud:
o storage.googleapis.com

Proxy settings e A self signed/CA-signed certificate of proxy has to be imported using adminaccess
certificate import ca application cloud.

e |f there are any existing proxy settings that reject data above a certain size, those settings
must be changed to allow object size up to 4.5 MB.

Supported protocols o HTTP
HTTPS

a. By default, ports 9020 and 9021 are not able to receive incoming network traffic. They must be enabled to receive
incoming network traffic to use DD Cloud Tier.
For enhanced security, the Cloud Tier feature uses:

e Signature Version 2 for Alibaba Cloud and Google Cloud requests.
e Signature Version 4 for all AWS requests. AWS V4 signing is enabled by default.

Certificates for cloud providers

Before you can add cloud units for Alibaba Cloud, Amazon Web Services S3 (AWS), Azure, Elastic Cloud Storage (ECS), and
Google Cloud Platform (GPC), you must import certificate authority (CA) certificates.
@ NOTE: The CLI to import the certificates for cloud providers is adminaccess certificate import ca

application cloud.

Data Domain and PowerProtect use secure transport in all its communications with the public cloud providers and verifies the
identity of the cloud provider. Each cloud provider has a host certificate that identifies the cloud provider and is issued by a CA.

As part of setting up the Cloud Tier, you must import the cloud provider's root CA certificate and any applicable certificate
revocation lists (CRLs) on the system. This step must be performed before adding any cloud profiles for this cloud provider.

®

NOTE: Certificate auto-import is implemented if proxy is not involved. Refer to DD OS Administration Guide for more
information.

Alibaba Cloud

1. Download the GlobalSign Root R1 certificate from https://support.globalsign.com/customer/portal/articles/1426602-
globalsign-root-certificates.

2. Convert the downloaded certificate to a PEM-encoded format. The OpenSSL command for this conversion is: openss1
x509 -inform der -in <root cert.crt> -out <root cert.pem>.

3. Import the certificate to the system.

AWS and Azure

1. Download root CA certificates from https://www.digicert.com/digicert-root-certificates.htm.
2. Convert the downloaded certificate to a PEM-encoded format. The OpenSSL command for this conversion is: openss1
x509 -inform der -in <root cert.crt> -out <root cert.pem>.

3. Import the CA certificate to the system.

Elastic Cloud Storage (ECS)

ECS is a private cloud provider and resides within the data center, and it gives you the choice of either configuring the transport
over HTTP or HTTPS.

If using HTTPS (secure transport), on the system, you must import the CA certificate from the load balancer front-ending the
ECS nodes.
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Google Cloud Platform (GCP)

1. Download the GlobalSign Root R1 certificate from https://support.globalsign.com/customer/portal/articles/1426602-
globalsign-root-certificates.

2. Convert the downloaded certificate to a PEM-encoded format. The OpenSSL command for this conversion is: openss1
x509 -inform der -in <root cert.crt> -out <root cert.pem>.

3. Import the certificate to the system.

The DD OS Administration Guide provides more details.

Cloud user credential

Alibaba Cloud, AWS S3, and Google Cloud have minimum permission requirements.

Alibaba Cloud

The Alibaba Cloud user credentials must have permissions to create and delete buckets and to add, modify, and delete files
within the buckets they create. AliyunOSSFullAccess is preferred, but the following are the minimum requirements:

ListBuckets
GetBucket
PutBucket
DeleteBucket
GetObject
PutObject
DeleteObject

By default, the bucket access permission would be set as "private" so it can only be accessed with AK authentication. Alibaba
Cloud provides 3 types of AK(AccessKeyld and an AccessKeySecret) for authentication:

e Cloud account AccessKeys

e RAM (Resource Access Management) account AccessKeys

e STS (Security Token Service) account AccessKeys

@ NOTE: Data Domain and PowerProtect do not currently support STS account AccessKeys. Use Cloud account or RAM AK
for authentication.

In accordance with the legal requirements of the People's Republic of China, account real-name registration must be completed
in order to store data in OSS in the Mainland China region.

AWS S8

AWS S3 provides a way to restrict access rights to a specific bucket and IP address(es). It is recommended that the bucket
policy restricts access rights to only that specific bucket. The read/write rights should only be allowed by the DDVE writing to
the specific bucket.

@ NOTE: The AWS user credentials must have permissions to create and delete buckets and to add, modify, and delete files
within the buckets they create. S3FullAccess is preferred, but the following are the minimum requirements:

e CreateBucket

e ListBucket

e DeleteBucket

e ListAlIMyBuckets

e GetObject

e PutObject

e DeleteObject
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Google Cloud

Google Cloud user credentials must have permissions to create and delete buckets and to add, modify, and delete files within
the buckets they create. These are the minimum requirements:

ListBucket
PutBucket
GetBucket
DeleteBucket
GetObject
PutObject
DeleteObject

DDVE in Cloud

The object store bucket (or "container" in Azure) that is created for a particular DDVE must not be shared with any other
appliance or application. Sharing the bucket (or container) with other application or other DDVE could cause data loss and/or
corruption.

For more information, see the applicable DDVE Installation and Administration Guide.

Network security

DDVE in cloud solution is a backend service. DDVE must be deployed in a private subnet and must not be exposed using public
|IP address. Most of the public IP address spaces are under continuous attacks by hackers.

Appropriate security groups network access lists shall be configured to enable only intended traffic to DDVE. Open only
the required ports. A complete list of DDVE ports and their usage can be found in the applicable DDVE Installation and
Administration Guide.

DDVE for kernel-based virtual machine considerations

Here are security recommendations for DDVE running on Kernel-based Virtual Machine (KVM).
e Do not provide access to non-admin users for the DDVE deployed and related files or storage on the host.

e The DDVE clock and the hypervisor host clocks must be in sync with each other to ensure that the time stamps match.
To achieve this, configure the same NTP server on both the hypervisor and the DDVE. Alternatively, if NTP is not used on
DDVE, then disable NTP on DDVE, and reboot so that it can sync its clock with the hypervisor host.

Secure multi-tenancy security

DD OS provides multiple security enhancements to enhance security for tenant administrators and tenant users.

Unigue tenant-unit hostnames

A hostname that is configured for a tenant-unit cannot resolve to an |IP address associated with another tenant-unit.

Data access isolation

Data access through the local IP addresses that are registered to a tenant-unit is restricted to the storage resources associated
with that tenant unit.

The following constraints apply to data access isolation:

e The local IP address for data access must exist on the system.
e Existing IP addresses cannot be shared by multiple tenant-units.
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e |P ranges are not supported.
e DHCP-assigned IP addresses are not supported.

Network firewall

The system can restrict access from specific remote |IP addresses to provide those clients with access to specific tenant-unit IP
addresses.

The following constraints apply to the network firewall:

e Remote data-access IP addresses cannot be shared between multiple tenants.
e Tenant exclusion checks are not performed for subnets or IP ranges.

Unique default gateways

The system can route data from different tenants through different routers or gateways, with separate default gateways that
are configured for each tenant-unit, and the tenant-unit IP addresses mapped to the gateways for their associated tenant-unit.

The following constraints apply to unique default gateways:

Targeted default gateways, which are assigned to a specific interface, are supported with secure multi-tenancy (SMT).
Static, added, or DHCP gateways are not supported with SMT.

A single default gateway cannot be shared between multiple tenants.

Unique gateways that are assigned to a tenant cannot be used by non-SMT entities on the system.

There are no restrictions to the address used by the gateway.

Data security settings

Data security settings (including data encryption) enable controls that prevent data permanently stored by the product from
being disclosed in an unauthorized manner.

@ NOTE: For more information about data encryption, see the Data Encryption section in this guide and the DD OS
Administration Guide.

Dell EMC DD Retention Lock software

DD Retention Lock software provides immutable file locking and secure data retention capabilities for customers to meet

both corporate governance and compliance standards, such as SEC 17a-4(f). DD Retention Lock provides the capability for
administrators to apply retention policies at an individual file level. This software enables customers to use their existing systems
for backup and archive data. DD Retention Lock ensures that archive data is retained long-term with data integrity and secure
data retention.

DD Retention Lock Governance edition and DD Retention Lock Compliance edition can coexist on the same system. DD
Retention Lock software is compatible with industry-standard, NAS-based (CIFS, NFS) Write-Once-Read-Many (WORM)
protocols and is qualified with leading archive applications such as EMC SourceOne, EMC DiskXtender, and Veritas Enterprise
Vault.

For Retention Lock Compliance, additional configuration needs to be done for setting and managing iDRAC users. See the DD
OS Administration Guide for more details.

®| NOTE: The DD Compliance mode is not supported for DDVE.

Dual sign-on requirement

When DD Retention Lock Compliance is enabled, additional administrative security is provided in the form of “dual” sign-on.
This requirement involves a sign-on by the system administrator and a sign-on by a second authorized authority (the “Security
Officer”). The dual sign-on mechanism of the DD Retention Lock Compliance edition acts as a safeguard against any actions
that could potentially compromise the integrity of locked files before the expiration of the retention period.
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Secure system clock

DD Retention Lock Compliance implements an internal security clock to prevent malicious tampering with the system clock. The
security clock closely monitors and records the system clock. If there is an accumulated two-week skew within a year between
the security clock and the system clock, the file system is disabled and can be resumed only by a security officer.

On Retention Lock Compliant DD systems, system time can be modified only within certain restrictions set by date-change-
limit and date-change-frequency. See the DD OS Administration Guide for mode details on setting system clock and NTP
configuration.

Data integrity

The DD OS Data Invulnerability Architecture™ protects against data loss from hardware and software failures.
When writing to disk, the DD OS creates and stores checksums and self-describing metadata for all data received. After
writing the data to disk, the DD OS then recomputes and verifies the checksums and metadata.

e After a backup completes, a validation process examines what was written to disk and verifies that all file segments are
logically correct within the file system and that the data is identical before and after writing to disk.

e In the background, the online verification operation continuously checks that data on the disks is correct and unchanged
since the earlier validation process.

e Storage in most systems is set up in a double-parity RAID 6 configuration (two parity drives). Also, most configurations
include a hot spare in each enclosure, except in certain low-end series systems, which have eight or fewer disks. Each parity
stripe has block checksums to ensure that data is correct. Checksums are constantly used during the online verification
operation and while data is read from the system. With double parity, the system can fix simultaneous errors on as many as
two disks.

e To keep data synchronized during a hardware or power failure, the system uses NVRAM (non-volatile RAM) to track
outstanding 1/0 operations. An NVRAM card with fully charged batteries (the typical state) can retain data for hours, which
is determined by the hardware in use.

e When reading data back on a restore operation, the DD OS uses multiple layers of consistency checks to verify that restored
data is correct.

Data Domain and PowerProtect systems support SNMP V2C and/or SNMP V3. SNMP V3 provides a greater degree of security
than V2C by replacing cleartext community strings as a means of authentication with user-based authentication using MD5,
SHA1, or SHA-256. Also, SNMP V3 user authentication packets can be encrypted and their integrity that is verified with either
DES or AES.

Multiple layers of data verification are performed by the DD OS file system on data that is received from backup applications to
ensure that data is written correctly to the system disks. This process ensures that the data can be retrieved without error. The
DD OS is purpose-built for data protection, and it is architecturally designed for data invulnerability. There are four critical areas
of focus, described in the following sections: end-to-end verification, data erasure, system sanitization, and data encryption.

End-to-End verification

End-to-end checks protect all file system data and metadata.

As data comes into the system, a strong checksum is computed. The data is deduplicated and stored in the file system. After all
data is flushed to disk, it is read back, and re-checksummed. The checksums are compared to verify that both the data and the
file system metadata are stored correctly.

Data erasure

The filesys destroy command deletes all data in the file system. For more information on commands, see the DD OS
Command Reference Guide.

@ NOTE: The Data Domain and PowerProtect data erasure is not compliant with DoD requirements. For DoD compliance,
service Model Number: PS- BAS-DDDE is available.
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System sanitization

System sanitization was designed to remove all traces of deleted files and restore the system to the previous state.

The primary use of the sanitize command is to resolve Classified Message Incidents (CMIs) that occur when classified

data is copied inadvertently onto a non-secure system. System sanitization is typically required in government installations.
Sanitization is not supported with SSD cache tier. Use the storage remove and storage add commands to remove the
logical to physical mapping. This action ensures that physical pages not to return previous written data. However, the previously
written data may still be on SSD.

For more information, see the DD OS Administration Guide.

Data encryption

There are three types of encryption offered with Data Domain and PowerProtect systems.
They are:

e Encryption of data at rest via the DD Encryption software option,
e Encryption of data in flight via DD Replicator software, which is used for replicating data between sites over the WAN, and
e Encryption of data in flight via DD Boost software, using TLS.

Encryption of data at rest

Encryption of data at rest protects user data in the situation where a Data Domain or PowerProtect system is lost or stolen

and eliminates accidental exposure if a failed drive requires replacement. When the file system is intentionally locked, an intruder
who circumvents network security controls and gains access to the system is unable to read the file system without the proper
administrative control, passphrase, and cryptographic key. DD Encryption software is transparent to the backup or archive
application.

DD Encryption provides inline encryption, which means as data is being ingested, the stream is deduplicated, compressed, and
encrypted using an encryption key before being written to the RAID group. DD Encryption software uses RSA BSAFE libraries,
which are FIPS 140-2 validated.

By default, the Embedded Key Manager (EKM) is in effect unless you configure KeySecure from Safenet Inc/Gemalto
Keysecure or Data Security Manager (DSM) from Thales/Vormetric Key Management Interoperability Protocol (KMIP) key
manager. External CA and Host certificates are required to set up KMIP-compliant key managers. You can request these
certificates from third-party certificate authorities, or create them using appropriate OpenSSL utility. If encryption is enabled on
Cloud Tier, only EKM is supported.

One of two cipher modes, Cipher Block Chaining mode (CBC) or Galois/Counter mode (GCM), can be selected to best fit
security and performance requirements. The system also uses a user-defined passphrase to encrypt that key before it is stored
in multiple locations on disk. The system encryption key cannot be changed and is not, in any way, accessible to a user. Without
the passphrase, the file system cannot be unlocked, thus data is not accessible.

External key managers only supports AES-256.

For more information, see the DD OS Administration Guide.

Export encryption keys

Encryption keys are exported by running the filesys encryption keys export command. This applies to keys in both
the active, cloud tier, and the retention tiers when cloud tier storage or DD Extended Retention is enabled. All encryption keys

in the file system are exported to a file that can recover encryption keys in the system if required. The key file is passphrase
encrypted, and you are prompted for a passphrase. To protect the key file, you may type a new passphrase that differs from the
system passphrase. To perform this task, the admin or limited-admin role is required.

1. Run this command when a new key is created or when a change of state occurs to any of the existing keys.
2. Send the exported file using FTP for storage in a secure location, accessible to authorized users only.

®| NOTE: Lost or forgotten passphrases cannot be recovered.
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Working with External Key Manager

Supported external key managers are Safenet Inc/Gemalto Keysecure and Data Security Manager (DSM) from Thales/
Vormetric.

External key managers are using Key Management Interoperability Protocol (KMIP) and centrally manages encryption keys in a
single, centralized platform.

e Keys are pre-created on the Key Manager.
e External key manager cannot be enabled on systems that have encryption that is enabled on one or more cloud units.

Encryption of data in flight

Encryption of data in flight encrypts data being transferred via DD Replicator software between two DD systems. It uses
OpenSSL AES 256-bit encryption to encapsulate the replicated data over the wire. The encryption encapsulation layer is
immediately removed as soon as it lands on the destination system. Data within the payload can also be encrypted via DD
encryption software.

Encryption of data in flight via NFS

NFSv3 and NFSv4 support krbbi and krbbp for integrity and privacy, respectively. However, there are performance penalties for
encryption.

Encryption of data in flight through DD Boost

The DD Boost protocol can be used with or without certificates for authentication and encryption of data. The use of
certificates was introduced to offer a more secure data transport capability.

In-flight encryption enables applications to encrypt in-flight backup or restore data over LAN from the system. When
configured, the client can use TLS to encrypt the session between the client and the system. If TLS with certificates is used,
then the specific suites that are used are DHE-RSA-AES128-GCM-SHA256 and DHE-RSA-AES256-GCM-SHA384 for medium
and high encryption, respectively. If anonymous TLS is used to encrypt the session, then either ADH-AES256-GCM-SHA384, for
the HIGH encryption option, or ADH-AES128-GCM-SHA256, for the MEDIUM encryption option, is used.

Secure Remote Services

Secure Remote Services is an IP-based automated connect home and remote support solution and creates both a unified
architecture and a common point of access for remote support activities that are performed on the product. The Secure
Remote Services IP Solution does the following:

Provides continuous monitoring, diagnosis, and repair of minor hardware issues.

Uses the most advanced encryption, authentication, audit, and authorization for ultra-high security remote support.
Addresses compliance with corporate and governmental regulations by providing logs of all access events.

Provides easy integration and configuration with the storage management network and firewalls.

Provides maximum information infrastructure protection. IP-based sessions enable fast information transfer and resolution.
Consolidates remote support for the information with the Secure Remote Services Gateway Client.

Provides remote access to the disaster recovery site and makes recovery from unplanned events seamless.

Protects information in motion or at rest. AES 256 encryption during information transfer protects the information.

Reduces costs and data center clutter and accelerates time to resolution. The elimination of modem/phone line costs
translates to lower costs.

®| NOTE: Secure Remote Services are not FIPS-compliant.

®| NOTE: Use of FTP or unsecure email while connecting to Secure Remote Services Gateway could be a security risk.

Secure Remote Services technical documentation is available on the online support site.
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Security alert system settings

You can monitor system operation with a variety of DD System Manager tools: reporting tools that automatically send emails
containing status and alerts, log files that contain a record of important system events, and SNMP monitoring using third party
SNMP managers.

Automatic logging and reporting tools that provide system status to Dell EMC Support and designated email recipients are
important in monitoring system operation. Their setup and use are described in this chapter.

Alerts are also sent as SNMP traps. See the DD OS MIB Quick Reference for the full list of traps.

For more information on handling alerts, see the DD OS Administration Guide.

Other security considerations

The section below describes additional steps you can take to increase your system's security.

Securing data in flight

Data can be vulnerable to man-in-the-middle (MITM) attacks when the attacker can impersonate an endpoint.

Replication

Data Domain and PowerProtect systems use self-signed certificates to build mutual trust between another system for secure
data replication. It supports two different secure configurations using certificate that is one-way and two-way authentication.

DD OS supports one-way and two-way authentication between the replication source and destination to provide additional
security for replication operations.

DD Boost

To avoid MITM attacks when an application is accessing the system, two way authentication which provides mutual verification
must be done. Methods for doing two way authentication include certificates and Kerberos. DD Boost also supports two way
authentication using pre-shared keys (PSK), which does not require certificates. Various applications may support one or more
methods of two way authentication depending on the application and the protocol (such as DD Boost). For example, Avamar
supports two-way authentication using certificates.

FIPS configuration

The DD file system, SMS, Apache HTTP service, LDAP client, and SSH Daemon use FIPS 140-2 compliant algorithms when FIPS
is enabled. For instructions on how to enable FIPS mode, see the DD OS Administration Guide.

To enable FIPS compliance mode, run the following command: system fips-mode enable.

@ NOTE: Enabling or disabling FIPS compliance mode results in a system reboot and interrupts any ongoing backup or
replication activities.

@ NOTE: Enabling FIPS mode invalidates all local users passwords. The passwords for sysadmin and one of the security
officers are forced to change during enabling FIPS mode. The other local users require sysadmin to change their passwords
for them by running user change password.

@ NOTE: All backup application using DD local users must restart the backups using new DD local user passwords. This is
applicable for all protocols.

DD OS uses FIPS certified libraries including Dell OpenSSL Cryptographic Library, BSafe, Crypto J, Cert-J, and SSL-K.

e Dell OpenSSL Cryptographic Library v2.5
e EMC Crypto-C Micro Edition 4.1.4 cryptographic module

To disable FIPS compliance mode, run the following command: system fips-mode disable.
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Table 8. Quick reference on Services vs FIPS compliant after FIPS is enabled on system

Service Support FIPS Configuration note

SSH Yes Compliant by enable FIPS

HTTPS Yes Compliant by enable FIPS

Telnet No Disabled by default; do not enable for FIPS
FTP/FTPS No Disabled by default; do not enable for FIPS
SMS Yes Compliant by enable FIPS

Data Encryption Yes Compliant by enable FIPS

Data Replication Yes Use Two-way authentication

NIS Yes Use SHAS12 for user password hashing
LDAP Yes Use TLS authentication

SNMP Yes Use SNMPV3

DD Boost Yes DD Boost Client must be version 7.3 and higher
Active Directory No Not FIPS compliant

CIFS No Agnostic to FIPS mode setting

NFS No Not FIPS-compliant

Secure Remote Services No Disabled by default

SSH ciphers, MACs, and key exchange algorithms

When FIPS is enabled:

e Only FIPS 140-2 approved SSH ciphers and MACs can be set. User roles admin and limited-admin can set the ciphers and
MACs, which can be configured by using the following command: adminaccess ssh option set ciphers

e The cipher list, MAC list, and KEX (key exchange algorithms) list in SSHD configuration file sets to a default list of

FIPS-compliant ciphers, MACs, and KEXs. The old settings are lost.

When FIPS compliance mode is disabled, the cipher list, MAC list, and KEX (key exchange algorithms) list in SSHD configuration
file sets to the system default list of ciphers, MACs and KEXs. The old settings are lost.

The following ciphers are supported on systems or DDVE running DD OS with FIPS enabled:

Table 9. Ciphers, MACs, and key exchange algorithms

Ciphers aes128-ctr
e aes192-ctr
e aes256-ctr
MAC hmac-sha2-256-etm@openssh.com

hmac-sha2-512-etm@openssh.com
hmac-sha2-256
hmac-sha2-512

key exchange algorithms (KEXs)

ecdh-sha2-nistp256
ecdh-sha2-nistp384
ecdh-sha2-nistp521
diffie-hellman-group16-shab12
diffie-hellman-group18-shab12
diffie-hellman-group14-sha256

The cipher list can always be changed by running the adminaccess ssh options set ciphers command. When FIPS is
enabled, users can only configure SSH service to use FIPS complaint SSH ciphers. If non-FIPS compliant ciphers are used, user

would see an error.
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The MAC list can always be changed by running the adminaccess ssh options set macs command. When FIPS is
enabled, users can only configure SSH service to use FIPS complaint SSH macs. If non-FIPS compliant macs are used, user
would see an error.

HTTPS

HTTPS Apache service uses the same list of cipher as SMS.

Data at rest encryption

If Data At Rest Encryption is enabled, then it is FIPS-compliant by default.

Replication control path and DDMC management communications

When FIPS compliance mode is enabled, only FIPS-compliant strong ciphers are used.
Replication is FIPS-compliant when it is enabled with two-way authentication.

If FIPS mode is enabled on the destination DD system, then Replication will not be allowed from DD systems running DD OS
versions prior to DD OS 7.0.

The default cipher list is:

ALL:!ADH: 'EXPORT56: !EXPORT40:+HIGH: /MEDIUM: !LOW: ! SSLv2:!SSLv3:!DES-CBC3- SHA:
+EXPQ@STRENGTH

The client must use one of the following cipher suites:

DHE-RSA-AES256-GCM-SHA384
AES256-GCM-SHA384
DHE-RSA-AES256-SHA256
DHE-RSA-AES128-GCM-SHA256
DHE-RSA-AES128-SHA256
AES256-SHA256
AES128-GCM-SHA256
AES128-SHA256

The cipher list can be configured with the adminaccess option set cipher-1list command.

NIS

If FIPS mode is enabled, ensure that the NIS server is configured using SHA512 for user password hashing. This applies to the
existing NIS users and new users that are added to the NIS server. If NIS server is already configured, the previously supported
NIS users may not be able to log in. All user passwords must be rehashed using SHA512.

LDAP

When FIPS is enabled, the LDAP client that runs on a system or DDVE must use TLS.

# authentication ldap ssl enable method start tls

Otherwise, enabling FIPS compliance mode fails.
On a fresh install and upgrade, LDAP SSL ciphers are not explicitly set.
When FIPS compliance mode is enabled, the LDAP SSL ciphers are set to the following:

ECDHE-RSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-SHA384
DHE-RSA-AES256-GCM-SHA384
DHE-RSA-AES256-SHA256
AES256-GCM-SHA384
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AES256-SHA256
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-SHA256
DHE-RSA-AES128-GCM-SHA256
DHE-RSA-AES128-SHA256
AES128-GCM-SHA256
AES128-SHA256

The configured cipher-list should be:

ECDHE-RSA-AES256-GCM-SHA384 :ECDHE-RSA-AES256-SHA384 : DHE-RSA-AES256-GCM-SHA384 : DHE-RSA-
AES256-SHA256:AES256-GCM-SHA384:AES256-SHA256 : ECDHE-RSA-AES128-GCM-SHA256: ECDHE-RSA-
AES128-SHA256:DHE-RSA-AES128-GCM-SHA256:DHE-RSA-AES128-SHA256:AES128-GCM-SHA256:AES128-
SHA256

When FIPS is disabled, it is set to " ", an empty string.

SNMP

If the SNMP service is not required, disable the SNMP service.

If the SNMP service is required and enabled, the following is a list of the SNMP configurations that are needed before enabling
FIPS mode.

e SNMP must be configured with SNMP V3.

e SNMP user authentication-protocol must be configured as SHA256.

e SNMP user privacy-protocol must be configured as AES.

SNMP v2/SNMP v1 protocols do not implement cryptographic security, and only SNMP v3 should be used when the system has
FIPS enabled.

FIPS mode on the operating system running a DD Boost client

FIPS mode can be enabled on the operating system running an application that uses the DD Boost client to connect to a DD

system, without the knowledge of the application and without enabling FIPS mode on the DD system. In such a scenario, either

of the following configuration must be made:

e The DD Boost client on that operating system must be version >=7.1.

e The password hash for users on all DD systems that this client connects to must be sha512. This can be changed using the
adminaccess option set password-hash sha512 CLI

If FIPS mode is enabled on the operating system without either of the above configurations, all connections from this client to
any DD system will fail.

DD Boost Client with FIPS mode enabled

When FIPS mode is enabled on the system, applications accessing the system using the DD Boost protocol should use

version 7.3 of the DD Boost client libraries. This guarantees operations are FIPS-compliant and use FIPS-compliant algorithms.
Sometimes, the application may cause the DD Boost client libraries to enter FIPS mode if the application is FIPS aware and
has been updated to enter FIPS mode in the client library. In that case not only will FIPS-compliant algorithms be used but the
implementations of those algorithms use FIPS certified libraries.

When FIPS mode is enabled, the passwords set on the system that is used by DD Boost to access the system must have hash
SHAB12 values. A user with a password with an MD5 hash will be unable to connect to a FIPS enabled system.

@ NOTE: The Boost client library an application uses must be version >=7.1in order for the application to connect
successfully to a DD system running a DD OS version >=7.1 with FIPS mode enabled. The DD Boost client library version
that ships with an application is determined by the application provider. A list of all Boost clients that have connected to

the DD system in the last 24 hours can be obtained from the ddboost show connections CLI. The Plugin Version
column should be referred to in order to determine whether any client with a Boost plugin older than 7.1.x.x is currently
connecting to this DD system. All such clients will fail to connect after FIPS mode is enabled on the DD system and must be
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upgraded. Check with the application vendor to determine the DD Boost client library version a specific application version
uses to see if the application can be used with a DD system with FIPS mode enabled.

Telnet

Telnet is not FIPS-compliant and is disabled by default.

FTP/FTPS

FTP/FTPS is not FIPS-compliant and is disabled by default.

Active Directory

Active Directory is not FIPS-compliant.

Active Directory continues to work when it is configured and when FIPS is enabled.

CIFS

CIFS server on DD OS is agnostic to FIPS mode setting. Even if the customer enables FIPS mode, CIFS continues to work in
non-FIPS compliant mode.

To disable or stop CIFS from accepting any connections from the clients:sysadmin@localhost# cifs disable

NFS

NFS is not FIPS-compliant.

e NFS continues to work in a non-FIPS compliant mode.
e NFS can be disabled with the nfs disable command.

Secure Remote Services (formerly ESRS)

Secure Remote Services is a secure, two-way connection between Dell EMC products and Dell EMC Customer Support. Secure
Remove Service is disabled by default and continues to work in non-FIPS compliant mode.

System hardening and best practices

The hardening process is twofold. Traditionally, customers that are looking to harden a system are doing so because they are
either under mandate, or are practicing secure computing practices. These tables provide both the hardening procedures and
the mitigation steps to comply with federal Defense Information Systems Agency (DISA) Security Technical Implementation
Uldes (STIGs) on the device.

Table 10. Administrative access

Description Hardening recommendation

Change default password. Log in as sysadmin and run # user change password

See the DD OS Command Reference Ulde "user change"
section for more information.

Configure frequent password rotation according to the Follow company password policy to set the default password
company's password policy. aging policy.

# user password aging option set
{[min-days-between-change <days>]
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Table 10. Administrative access (continued)

Description

Hardening recommendation

[max-days—-between-change <days>]
[warn-days-before-expire <days>]
[disable-days-after-expire <days>]}

See the DD OS Command Reference Gulde "user password"
section for more information.

Configure a strong password policy.

Set user password strength policy:

# user password strength set
{[min-length <length>]
[min-character-classes <num-classes>]

[min-one-lowercase {enabled | disabled}]
[min-one-uppercase {enabled | disabled}]
[min-one-digit {enabled | disabled}]

[min-one-special {enabled | disabled}]
[max-three-repeat {enabled | disabled}]
[passwords-remembered <0 - 24>]}

Password recommendations:

e A minimum of nine characters

e A minimum of one lowercase character
A minimum of one uppercase character
A minimum of one numeral

A minimum of one special character
No spaces

Enable security officer.

Add security officer role user, force password change, and
enable Authorization Policy.

Use user add command to add security officer as a security
role user.

# user add <user>

[uid <uid>]

[role {admin | limited-admin |
user | backup-operator | none}]
[min-days-between-change <days>]
[max-days-between-change <days>]
[warn-days-before-expire <days>]
[disable-days-after-expire <days>]
[disable-date <date>]
[force-password-change {yes |

security |

not]

Set force-password-change to yes when adding the
security officer account.

Log in as security officer, and run # authorization
policy set security-officer enabled

Use limited-admin for day-to-day operation instead of admin
or sysadmin.

Add a limited-admin role user and set a password different to
sysadmin/admin role users.

# user add <user>

[uid <uid>]

[role {admin | limited-admin |
user | backup-operator | none}]
[min-days-between-change <days>]
[max-days-between-change <days>]
[warn-days-before-expire <days>]
[disable-days-after-expire <days>]
[disable-date <date>]
[force-password-change {yes |

security |

not]

Change the password of the security officer that is created by
sysadmin.

Log in as security officer, and then run # user change
password
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Table 10. Administrative access (continued)

Description

Hardening recommendation

Use client list to restrict access only to required hosts.

For SSH:
e Add an SSH host.

# adminaccess ssh add <host-list>
e Delete hosts from the SSH list.

# adminaccess ssh del <host-list>
For HTTP and HTTPS:
e Addan HTTP/HTTPS host.

# adminaccess http add <host-list>
e Delete hosts from the HTTP/HTTPS list.

# adminaccess http del <host-list>

@ NOTE: Do not use a wildcard character enabling access
for any user. Type individual IP addresses or client names
instead.

Monitor syslog to watch user creation and other sensitive
activities in the system.

Configure and forward logs to syslog server.

e Monitor audit log and access log. See the DD OS
Command Reference Ulde for more information.
o # log view access-info
o # log view audit-info

e (Consider writing a script that runs the above commands
several times a day and reports any suspicious activities.

e Pay close attention to sensitive and not often used
commands that are related to user access management
and network settings, including time setting.

e Monitor authentication and authorization failures in
particular.
Monitor all operations that require password.
Monitor destruction operations and any failures and
repeating attempts.

e Highly recommended is to write searches and dashboards
to view log forwarded info. Also setup alerts rules on your
log server.

Provide security officer credentials different from sysadmin.

Set different passwords for sysadmin, admin role users, and
security officer.

No single person should know the sysadmin and security
officer credentials.

It is recommended to have different persons as sysadmin and
as security officer.

Use certificates issued by the customer's data center.

DD systems come with self-signed certificates. It is
recommended to import the certificates from customer's data
center. See Certificate management for more information.

Use netfilter to disable ports if not required.

For example, disable port 111 and 2049 if DD Boost is not in
use.

Do not enable telnet.

Disable telnet by running # adminaccess disable
telnet

Use FTPS and SCP, but not FTP.

FTP by default is disabled. Use FTPS and SCP, but not FTP.

Use SNMP v3 when SNMP is configured.

When SNMP is configured, enable SNMPv3. Ensure SNMPVv1
and SNMPv2c are disabled.
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Table 11. Encryption

Description

Hardening recommendation

Use external key manager for encryption.

See the DD Encryption section in the DD OS Administration
Gulde for instructions on configuration. Additional information
can be found in the Encryption for data at rest section of this
Ulde for security best practices.

Use of encryption algorithm and key length

The recommendation is to use 256-bit keys and AES algorithm
in GCM mode. See the "filesys encryption" section of the DD
OS Command Reference Ulde.

Configure system passphrase.

Set and use a hardened system passphrase. The default
minimum length requirement is 9 characters. Use system
passphrase option set min-length to set higher
length requirements. See the "system passphrase" section of
DD OS Command Reference Ulde for more information.

Table 12. TLS for FTP

Description Hardening recommendation

TLS-version By default, FTPS will enable TLSv1.2 from DDOS 7.5. TLS
versions TLSv1.0 and TLSv1.1 are disabled by default, if
required please use tls-version configuration option provided
to enable TLS versions TLSv1.0 and TLSv1.1.

Cipher-list Default cipher-list supports only TLSv1.2. To enable TLSv1.0

and TLSv1.1, change cipher-list accordingly.

Table 13. Replication

Description

Hardening recommendation

Use encryption and two-way authentication.

Configure two-way authentication when adding a replication
pair.

# replication add source <source>
destination <destination>

[low-bw-optim {enabled | disabled}]
[encryption {enabled [authentication-mode
{one-way | two-way | anonymous}] |
disabled}]

[propagate-retention-lock {enabled |
disabled}]

[ipversion {ipv4 | ipv6}]
[max-repl-streams <n>]
[destination-tenant-unit <tenant-unit>]

Table 14. DD Boost

Description

Hardening recommendation

Set global-authentication-mode to two-way-password and
enabled encryption.

By default the global authentication mode is set to none, and
the encryption is disabled. The configurations ensure only DD
Boost clients with at least two-way-password authentication
support, those using DD Boost 3.3 or later, can attach and
data is encrypted on the wire.

# ddboost option set global-authentication-
mode two-way-password global-encryption-
strength <high/medium>

Set password hash support to SHA512 <support client version
greater than 3.5>

By default the password hash is set to MD5. Modifying this
to SHAB12 prevents DD Boost clients unable to support the
SHAB12 from attaching.
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Table 14. DD Boost (continued)

Description

Hardening recommendation

# adminaccess option set password-hash
{md5 | shab512}

Configure DD Boost users with a role of none.

Create a none role user and associates it to be a DD Boost
user.

# user add <user> role none

# ddboost user assign <user>

Limit the assignment of a DD Boost user to a single storage
unit.

Do not assign the same DD Boost user to multiple DD Boost
storage-units. This limits the number of DD Boost clients that
share the same DD Boost user credentials.

Use client list to limit access.

# ddboost clients add client-list
[encryption-strength {none | medium | high}
authentication-mode {one-way | two-way |
twoway-password | anonymous | kerberos}]

@ NOTE: During configuration, do not use a wildcard
character enabling access for any user. Type individual IP
addresses or client names instead.

Enable encryption with two-way authentication for managed
file replication.

Use authentication-mode two-way.

# ddboost file-replication option set
encryption enabled authentication-mode two-
way

Configure NFS port to use something other than 2049 to
prevent NFSv3 client access.

# nfs option set nfs3-port <new port number>

# nfs option set nfsd-port <new port number>

Use Kerberos for BoostFS.

Clients connecting to the DD system using BoostFS are
encouraged to use Kerberos support only if FIPS is not

an option. DD system Active Directory support must be
configured. To configure BoostFS client's to use Kerberos, see
the platform specific DD BoostFS Configuration Ulde

Use Avamar default security settings for DD Boost
connectivity if using Avamar.

Avamar by default use two-way TLS certificates, encryption,
and token access for clients. It is recommended keeping the
default.

If DD Boost or NFS is not in use, use netfilter option to disable
portmapper port 111.

# net filter add operation block protocol
tcp ports 111

# net filter add operation block protocol
udp ports 111

Table 15. NFS

Description

Hardening recommendation

Configure Kerberos with encryption.

Ensures that data on the wire is encrypted.

# nfs export create <export name> path
<path> option sec=krb5p

Specify list of hosts who can access export.

Delete NFS clients from an export

# nfs add <path> <client-list> [ (
list> ) ]

<option-
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Table 15. NFS (continued)

Description

Hardening recommendation

Delete NFS clients from an export.

# nfs del <path> <client-list>

@ NOTE: When configuring, do not use a wildcard character
enabling access for any user. Type individual IP addresses
or client names instead.

Not using no_root squash

Verify using the following command:

# nfs export show list

Should verify no_root squash is not configured for any
exports.

Table 16. VTL/vDisk

Description

Hardening recommendations

Use default options.

Existing default options are considered best practices.

The following table contains DISA STIG/SRG rules with their corresponding hardening steps. These recommendations can be

used to comply with DISA STIG standards for our device type.

Table 17. DISA STIG standards

Description

Hardening recommendation

Enable FIPS 140-2 approved encryption.

DD supports use of only FIPS 140-2 approved ciphers for
secured connections. DD recommends using Ul or CLI to
enable FIPS mode:

e Ul: Administration > Setting > FIPS mode
e CLl system fips-mode enable

See the FIPS configuration section for more details.

The application server must limit the number of concurrent
sessions to an organization-defined number for all accounts
and account types.

DD recommends Ul or CLI hardening:

e Ul: Administration > Access > More Tasks > Change
Login Options (to set active login to 100)

o CLI: adminaccess option set login-max-
active 100

The network device must be configured to enforce the limit of
three consecutive invalid logs in attempts, after which time it
must block any login attempt for 15 minutes.

DD recommends use of Ul or CLI to configure:

e Ul: Administration > Access > More Tasks > Change
value on Maximum login Attempts as 3, Unlock
timeout as 900 sec

o CLLI
0 adminaccess option set login-max-

attempts 3
0 adminaccess option set login-unlock-
timeout 900

The application server must automatically terminate a user
session after organization-defined conditions or trigger events
requiring a session disconnect.

The system must be configured so that all network
connections that are associated with a communication session
are terminated at the end of the session or after 10 minutes of
inactivity from the user at a command prompt, except to fulfill
documented and validated mission requirements.

DD supports terminating connections at the end of the

session and support session termination after configured time

of inactivity. There is a CLI to specify the inactivity period.

SSH connection is still alive but any request from client is

rejected. A session clean-up process is running and clean-

up and terminates sessions that are no longer valid. DD

recommends the following for Ul or CLI hardening:

e Ul: Administration > Access > Check on HTTPS >
Configure > ADVANCE and set timeout value as 600 sec.
Repeat the same for SSH by clicking SSH in Services.
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Table 17. DISA STIG standards (continued)

Description

Hardening recommendation

e CLI
o SSH: adminaccess ssh option set session-
timeout 600
o https: adminaccess web option set
session-timeout 600

Various password aging requirements

DD recommends CLI user password aging option
By default the password policy is relaxed to be backward
compatible. The customer can use Ul or CLIs to modify the
password configuration so it is more restrictive and meets the
aging requirements.
e Ul: Administration > Access > More Tasks > Change
Login Options
@ NOTE: Per user option can be set through
Administration > Access > Local Users > Modify
> Advanced

e CLliuser password aging

Various Passwords strength requirements

DD supports comprehensive password policy and recommends

using CLI or Ul to harden the password. Customers can

set or modify account password policy characteristics and

complexity to whatever is wanted within the application code.

This feature mitigates those findings.

e Ul: Administration > Access > More Tasks > Change
Login Options

e ClLl:user password strength set

Operating system must, for networked systems, synchronize
clocks with a server that is synchronized to one of the
redundant United States Naval Observatory (USNO) time
servers, a time server designated for the appropriate DoD
network (NIPRNet/SIPRNet), and/or the Global Positioning
System (GPS).

DD recommends using Ul or CLI to configure NTP server.

e Ul: Administration > Settings > MORE TASKS >
Configure Time Settings Enter NTP server info by
clicking the + sign.

e Cllintp add timeserver <server—-name> ntp
enable

The Apache web server must be configured to use a specified
IP address and port.

DD supports different HTTPS port and limiting of certain

interface instead of default of all interfaces for HTTPS

connections. DD recommends using adminaccess and

netfilter CLI command to harden:

® adminaccess web option set https-port
<port>

e net filter add operation allow protocol
tcp ports <port> interfaces <IP_address>

@ NOTE: IP address must be an active interface reported by
ifconfig command.

The application server must uniquely identify all network-
connected endpoint devices before establishing any
connection.

The Apache web server must restrict inbound connections
from nonsecure zones.

To restrict inbound connections, DD recommends configuring
allowed host in HTTPS and SSH connections using Ul or CLI
command.

e Ul: Administration > Access > ADMINISTRATOR
ACCESS > select HTTPS/SSH > CONFIGURE >
GENERAL and click the + (Add) sign.

e CLI
0 adminaccess http add <host list>

0 adminaccess ssh add <host-list>

Notifications when reaching audit log storage capacity

Email alert can be sent when audit log storage space reaches
80% and 100% threshold. DD recommends use of Ul or CLI to
configure the system to "Send Alert Notification Emails."
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Table 17. DISA STIG standards (continued)

Description

Hardening recommendation

e Ul: Health > Alerts > NOTIFICATION > ADD(Groups
on file system Class with WARNING and CRITICAL and

Subscriber CONFIGURE (Add email addresses and Groups)

o CLI

0 alerts notify-list create <group name
warning> class filesystem severity
warning

0 alerts notify-list add <group name
warning> emails <email>

0 alerts notify-list create <group name
critical> class filesystem severity
critical

0 alerts notify-list add <group name
critical> emails <email>

Enabling Audit Log Forwarding:

DD supports syslog forwarding and recommends using CLI to
set up connection to a remote syslog server.

® log host add <Remote syslog Server>
® 1log host enable

Using Authentication Server for authenticating users before
granting administrative access.

DD supports multiple name servers protocols such as LDAP,
NIS, and AD. DD recommends using OpenLDAP with FIPS
enabled. DD manages only local accounts. DD recommends
using Ul or CLI to configure LDAP.

e Ul: Administration > Access > Authentication

e CLI: Authentication LDAP commands

The network device must authenticate network management
SNMP endpoints before establishing a local, remote, or
network connection using bi-directional authentication that is
cryptographically based.

DD supports SNMPV3 that is FIPS-compliant. DD
recommends using Ul or CLI to configure SNMPV3.

e Ul: Administration > Settings > SNMP
e CLI: SNMP commands

The application server must accept Personal Identity
Verification (PIV) credentials to access the management
interface.

DD supports using of DoD issued CAC/PIV card at client
browser to login using Ul. This is a multi-factor login using
certificate of CAC/PIV card. DD recommends Ul or CLI
command to configure MFA and set up OpenLDAP for user
authorization.

General Procedure:

Configure OpenLDAP Import CA certificate to DD.
Import DoD CA to DD

Create local users (if LDAP authentication is not used).
Disable password-based login

For more information about configuration steps, see the DD
OS Administration Ulde and DD OS Command Reference
Ulde.

The application server, for PKl-based authentication, must
implement a local cache of revocation data to support path
discovery and validation in case of the inability to access
revocation information over the network.

DD supports CRL on MFA with issuing CA revoking CAC

certificate by importing CRL cert to DD. DD recommends

using CLI to import CRL certificate.

e ClLlI: adminaccess certificate cert-revoke-
list import application login-auth

The Apache web server must be configured to immediately
disconnect or disable remote access to the hosted
applications.

DD recommends disabling HTTPS service to terminate all
active sessions by Ul or CLI.

e Ul: Administration > Access > Administrator Access >

HTTPS > CONFIGURE (clear HTTPS and save).
e CLlI: adminaccess disable https
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Table 17. DISA STIG standards (continued)

Description

Hardening recommendation

The Red Hat Enterprise Linux operating system must not allow
a noncertificate trusted host SSH log in to the system.

DD supports SSH connection using ssh keys instead of
password-based login. If password-based login is disabled, Ul
login using password is also disabled. DD recommends using
CLI to import key certificate and disable password-based SSH
login.
e CLLI

0 adminaccess add ssh-keys user

<user_name>

0 adminaccess option set password-auth
disable

@ NOTE: Sysadmin account must have ssh key imported
first to disable password-based login.

Use a FIPS 140-2 approved cryptographic hashing algorithm.

The system must use a FIPS 140-2 approved cryptographic
hashing algorithm for generating account password hashes.
Systems must employ cryptographic hashes for passwords
using the SHA-2 family of algorithms or FIPS 140-2 approved
successors. The use of unapproved algorithms may result in
weak password hashes more vulnerable to compromise.
(D|NOTE: The DD OS Command Reference Ulde describes
how to use the adminaccess option set
passwordhash {md5 | sha512} command to set
the FIPS 140-2-approved cryptographic hashing on the
system. Changing the hash algorithm does not change
the hash value for any existing passwords. Any existing
passwords that were hashed with md5 will still have mdb
hash values after changing the password-hash algorithm
to shab12. Those passwords must be reset so that a new
shab12 hash value is computed.

Remove telnet-server package.

Telnet can be removed. Run adminaccess uninstall
telnet to remove the telnet package from the DD system.
@ NOTE: If telnet is removed, it cannot be added back to
the system.

Audit log forwarding to remote syslog server

DD supports forwarding of local audit log to syslog server.

e CLI
o log host add <Remote_syslog_IP>
o log host enable

@ NOTE: Corresponding configuration to accept DD's syslog
at Remote Syslog server is required.

User's consent to Notice and Consent Banner

DD can be configured to prompt for user consent prior to
login to DD's Ul interface.
e Ul: Administration > LOGIN BANNER > CONFIGURE
e ClLlisystem option set login-

banner /ddr/var/releases/<banner file>
® Where <banner file> is uploaded to

DD's /ddr/var/releases as text file
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Secure Maintenance

This chapter includes:
Topics:

. Security patch management

Security patch management

Your contracted service provider is responsible for installing the latest security patches. Contact Dell EMC Support for
additional information.

Secure Maintenance 43



Physical Security Controls

This chapter includes:
Topics:

. Physical controls

. Baseboard management controller and basic input/output system recommendations
. General USB security best practices

*  Securing Integrated Dell Remote Access Controller 9 (iDRAC)

¢ iDRAC hardening

Physical controls

Physical security controls enable the protection of resources against unauthorized physical access and physical tampering.

The DS60 has a disk drive locking mechanism that prevents the removal of a disk drive without the appropriate tool, which is a
T10 Torx screwdriver. The bezel on the ES30, ES40, FS15, and FS25 has a lock and key that prevents access to the drives.

DD3300, bD6300, DD6800, DD6900, DD9300, DD9400, and DD9900 systems have ES30-style bezels.
DD9800 systems have a lock and a key, which prevents access to the drives.

For more information, see the related expansion shelf and hardware guide or disk FRU replacement documentation for the
specific product.

Baseboard management controller and basic input/
output system recommendations

This list contains the recommended baseboard management controller (BMC) and basic input/output system (BIOS) security
practices.

e Always flash the latest BMC and BIOS images as they are released even if the release notes do not explicitly state a security
fix.

Use the Administrator Password in BIOS setup.

Use strong passwords for IPMI user accounts and BIOS administrator password.

Set up an isolated network for manageability and never expose that network to the internet.

If using onboard NICs for manageability is required, configure VLANS to isolate it from the host network.

General USB security best practices

1. Prohibit booting from USB (or any device other than the hard disks) in BIOS.
2. Disable the USB ports completely in BIOS (if possible).
3. Setting a password in BIOS.

The following sections provide the general operations for disabling USB and password setup in BIOS.

Disabling USB in BIOS

For DD6900, DD9400, & DD9900, the process is:
1. After entering BIOS setup by pressing F2 after reboot, browse to System BIOS Settings > Integrated Devices

44 Physical Security Controls



2. Set User Accessible USB Ports to All Ports Off.
For DD9800, the process is:
1. Browse to IntelRCSetup > PCH Configuration > PCH Devices > USB Configuration.
2. Set USB Controller 0 Enable to Disabled.
@ NOTE: Another available option is to set USB Ports Per-port Disable to Enabled, and then disable each port
respectively.
For DD6300, DD6800, and DD9300, the process is:
1. Browse to IntelRCSetup > PCH Configuration > USB Configuration > USB Ports.
2. Set Per-port fromDisable to Enable.
3. Disable each port as needed.

Setting BIOS password

Browse to Security > Administrator Password.

Type the password to be set in Create New Password.

Confirm New Password window.

After reset, system will ask you for password if you want to enter BIOS setup menu.

N N

Clearing BIOS password
1. Browse to Security > Administrator Password.

2. Type the current password in Enter Current Password window.
3. Without any input in Create New Password window, press Enter from keyboard.

Securing Integrated Dell Remote Access Controller 9
(iDRAC)

iIDRAC features

iDRAC provides user with the following features:

e Monitors server health
e Remotely power on, off, or cycle system
e Provides view of system inventory

Because iDRAC is independent from the DD OS, users can access a powered on system even if DD OS is not running.

IDRAC physical connection

iDRAC can be accessed through the dedicated iDRAC port in the back of the system. By default, this port is enabled with IP
address 192.168.0.120. If this port is not used, users can choose to disable iDRAC port.

iIDRAC services and ports

iDRAC supports many services that are separated from DD OS services. Configure these services appropriately to correctly
secure the system.

The following table shows the available iDRAC services, ports, and their default setting.
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Table 18. DD3300 iDRAC services and ports

Services Ports Description Default Setting
Local Configuration Not applicable Disable access to iDRAC Disabled
configuration (from the host
system) using local RACADM
and iDRAC Setting utility
Web Server * 80 & 443 iDRAC web interface Enabled
SSH * 22 Access iIDRAC through SSH Enabled
Telnet 23 Access iIDRAC through Telnet | Disabled
Remote RACADM * Not applicable Remotely access iDRAC Enabled
SNMP Agent 161 Enable support for SNMP Disabled
queries in iDRAC
Automated System Recovery | Not applicable Enable Last System Crash Disabled
Agent Screen
Redfish * Not applicable Redfish RESTful API Enabled
VNC Server 5901 VNC Server on iDRAC Disabled
Virtual Console 5900 Virtual Console of iDRAC Disabled

* These services must be enabled for system's functionality.

Table 19. DD6900, DD9400, and DD9900 iDRAC services and ports

through IPMI

Services Ports Description Default Setting
Local Configuration Not applicable Disable access to iDRAC Disabled
configuration (from the host
system) using local RACADM
and iDRAC Setting utility
Web Server * 80 & 443 iDRAC web interface Enabled
SSH * 22 Access iDRAC through SSH Enabled
Telnet 23 Access iIDRAC through Telnet | Disabled
Remote RACADM * Not applicable Remotely access iDRAC Enabled
SNMP Agent 161 Enable support for SNMP Disabled
queries in iDRAC.
Automated System Recovery | Not applicable Enable Last System Crash Disabled
Agent Screen
Redfish * Not applicable Redfish RESTful API Enabled
VNC Server 5901 VNC Server on iDRAC Disabled
RMCP 623 Remotely access BMC Disabled

* These services must be enabled for system's functionality.

To configure iDRAC services, see Integrated Dell Remote Access Controller 9 User Guide.

If an attempt is made through iDRAC access to unlock the virtual console, the following warning is displayed.
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Figure 3. DD OS iDRAC banner

See the Knowledge Base article "Security Considerations and Best Practices for iDRAC et SNMP monitoring" for more
information.

iDRAC accounts

iDRAC has the following password-protected default accounts:

e Root: The default password is the system serial number. User can use this account to monitor system hardware. User is
recommended to change the default password.

e Reserved: The account is disabled by default. It is reserved for system internal functionality. User must not use, edit, or
remove this account.

e PTAdmin: The account is enabled by default. It is reserved for system internal functionality. User must not use, edit, or
remove this account.

For detailed instruction how to configure account, see Integrated Dell Remote Access Controller 9 User Guide.

Serial over LAN best practices

Access the console through the iDRAC dedicated port.
Create an iDRAC "operator" account with only Login and Access Virtual Console boxes checked.
Limit the time that the console is open. It is recommended to not change the default setting for Serial Console Idle Timeout
(300 seconds).

e Restrict which remote client/IP can SSH to iDRAC. The recommendation is to limit access from core switch such as ACL or
VLAN tagging.

IDRAC hardening

The following table has information relating to additional IDRAC hardening.

Table 20. iDRAC

Description Hardening recommendation

Restrict the number of Administrator (admin-role) accounts. Create a restricted number of admin role accounts. The

admin-role account has the "Configure Users" privilege so it

is important to give this to a trusted person. Instructions on

how to configure an admin-role account are as follows:

1. Log in to iDRAC using the root account.

2. Go to iDRAC Settings > Users > Local Users.

3. Click Add.

4. Fill out required fields. The password should be different
from the DD OS sysadmin password.

5. Select Administrator for User Role. Confirm that all 9
privileges are selected.

6. Select Administrator for LAN Privilege Level.
7. Select Administrator for Serial Port Privilege Level.
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Table 20. iDRAC (continued)

Description

Hardening recommendation

8. Select Enabled for Serial Over LAN.
9. Click Save.

Disable default root account.

By default, the root account of iDRAC is enabled and the
password is the PSNT of the system. It is insecure to keep the
root account. The recommendation is to disable it.
The root account should only be disabled
after another admin-role account is created to avoid
losing system management ability.

1. Log in to iDRAC using another admin-role account.
2. Go to iDRAC Settings > Users > Local Users
3. Select the root account, and click Disable.

Do not change PTAdmin account.

PTAdmin is required for system functionality. Do not modify
this account.

Have different credentials for iDRAC users

Set different password for different iDRAC accounts

Password of admin-role account should be different from DD
OS sysadmin and security officer password.

Set different password than the DD OS sysadmin and security
officer accounts for the admin-role user.

Enable two-factor authentication for iDRAC login

To add an additional layer of security when logging in, it is
recommended to turn on 2-Factor Authentication.
1. Configure SMTP
a. Login to iDRAC. Go to Configuration > System
Settings > Alert Configuration > SMTP (Email)
Configuration > SMTP (Email) Server Settings.
b. Fill out required fields, and click Apply.
2. Enable 2-FA for an iDRAC account

a. Login toiDRAC. Go to iDRAC Settings > Users >
Local Users.

Select the wanted account, and click Edit.
Select Enabled for Simple 2-FA.

Click Test Connection.

If successful, click Save.

P00

Give "Control and Configure System" and "Access Virtual
Console" privileges only to trusted persons.

When adding additional accounts in iDRAC, only give "Control
and Configure System" and "Access Virtual Console" privileges
to trusted persons.

Disable IPMI

IPMI is by default that is disabled. It is recommended to not
enable it.

Limit access to iDRAC Virtual Console

It is recommended that the Virtual Console is disabled. If
Virtual Console is to be enabled, account that has the privilege
"Access Virtual Console" should only be given to trusted
persons.
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Ptiloha ¢. 6

Obecna pravidla pro dodavatele v oblasti bezpecnosti IT

Pokud jsou tato obecna pravidla v rozporu s ustanovenim textu smlouvy nebo zadavaci
dokumentace nebo jeji jinou ptilohou, ma prednost ustanoveni textu smlouvy nebo zadévaci
dokumentace nebo jeji jina piiloha.

Dodavatel je povinen zajistit, ze jeho pracovnici ¢i poddodavatelé a jejich pracovnici, ktefi
se budou na plnéni podle této smlouvy podilet, zachovaji mlcenlivost o vSech

skutecnostech, se kterymi se u objednatele seznami a které nejsou vetejné dostupné.
Povinnost ml¢enlivosti neni ¢asové omezena.

Dodavatel je rovnéz povinen chranit informace, které nejsou vefejné dostupné, zejména
predanou dokumentaci, pted jejich prozrazenim a/nebo zpfistupnénim neopravnénym
osobam a dale pouZit ziskané informace vyhradné pro tcely plnéni smlouvy s CNB.

Dodavatel nemé vzdaleny piistup k systémam a do po¢itadové sité CNB.

Pracovnici dodavatele, ktefi budou samostatné ptistupovat k informac¢nim systémim
a syst¢émovému prostitedi CNB, se pied nebo pifi prvnim pfistupu musi seznamit
s bezpe¢nostnimi poZadavky a svymi povinnostmi vyplyvajicimi z vnitinich predpistt CNB.

Dodavatel a jeho pracovnici nejsou opravnéni:
a) obchdzet bezpecnostni mechanizmy prostredkll vypocetni techniky;
b) sdé&lovat své piistupové Gdaje k systémam CNB;

c¢) sdilet piistup k systémam CNB (umoznit jinému pracovat pod uZivatelovym
opravnénim);

d) provadét akce pozadované tieti osobou (instalace softwaru, navstéva webovych stranek
apod.) bez ovéfeni opravnénosti pozadavku.

Dodavatel a jeho pracovnici jsou povinni:

a) okamzit¢ nahlasit sekci informatiky CNB, pokud identifikuji moznost obejiti
bezpecnostnich mechanizmii prostiedkil vypocetni techniky. To neplati pro dodavatele,
jejichz ptedmét smlouvy obsahuje tuto ¢innost;

b) pii opusténi pracovni stanice stanici uzamknout (napf. vytaZzenim multifukéniho
prukazu ze stanice) nebo se odhlasit, a ovéfit, ze k odhlaSeni/uzamceni opravdu doslo;

c) bezpecné zlikvidovat nepotiebnd vyménna média (napt. CD/DVD, flash disk,
pamétova karta) prostiednictvim sluzby HelpDesku CNB;

d) bez prodleni odebrat z tiskarny vytisténé dokumenty, poptipad¢ pro zajisténi dlivérnosti
pouzit zabezpeceny tisk, pokud to nastaveni tiskarny umoziuje;

e) v pripad¢ detekce viru nebo podezieni na pifitomnost Skodlivého kodu neprodlené

kontaktovat HelpDesk CNB a stanici kompletn& provéfit antivirovym programem
za ptipadné spoluprace HelpDesku CNB.

Pracovnici dodavatele nesmi:

a) zaznamendavat heslo tak, aby mohlo byt snadno identifikovano (tyka se 1 zapisovani
do elektronickych dokumentt, napt. Notepad). Pro uchovéni je mozné pouzit napiiklad
bezpecné ulozisté na Cipové karté uzivatele (SmartNotes);



b) pouZivat stejna hesla v systémech CNB a pro ptistup do dalsich systémti a aplikaci mimo

CNB (napf. soukroma e-mailova schranka, Facebook, LinkedIn).

9) Pracovnici dodavatele nejsou opravnéni:

a)

pouzivat soukromou e-mailovou schranku pro c¢innosti souvisejici s plnénim dle
smlouvy, kromé vyjime¢né situace, kterd nesnese odkladu a pfi niz hrozi nebezpeci
z prodleni v ptipad¢ nedostupnosti nebo poruchy pracovniho e-mailu;

b) nastavovat automatické pieposilani e-maili z pracovni e-mailové adresy mimo

¢)

systémové prostiedi CNB;

ukladat jiné nez vefejné informace mimo Wilozi§té pod spravou CNB nebo dodavatele
(ptipadné pod spravou smluvné zajisténého partnera), zejména do cloudovych sluzeb
(napft. uloz.to, leteckaposta.cz, Google Disk, Microsoft OneDrive a dalsi).

10) Dodavatel a jeho pracovnici nejsou opravnéni:

1)

2)

a)

b)

nepovolen¢ pouzivat, kopirovat a Sifit software, jako napf.:

1) instalovat nebo spoustét na pocitatich CNB soukromé potfizeny software (vcetné
softwaru licencovaného na uzivatele jako soukromou osobu);

ii) instalovat nebo spoustét na poéitagich CNB z internetu staZeny software (véetnd
komeréniho software, software typu shareware, freeware, public domain a software
licencovaného modelem GPL — General Public Licence). To neplati v ptipadech,
kdy pfedmét smlouvy obsahuje tuto ¢innost;

ii1) instalovat ¢i pfenaSet software ve vlastnictvi CNB na jiné pocitace CNB, na své
soukromé pocitace nebo na pocitace tietich stran nebo pofizovat kopie softwaru
instalovaného v pocitaci CNB. To neplati

(1) pro situace vyslovné schvalené a popsané v jiném vnitinim ptedpisu (napf.
vzdaleny pfistup ze zafizeni, které neni ve vlastnictvi CNB) a
(2) v ptipadech, kdy predmét smlouvy obsahuje tuto ¢innost;

pouzivat nebo poskytnout neopravnéné jinym uZivatelim sériova cisla, licen¢ni klice,
hardwarové klice nebo jiné technické prostiedky slouzici k zajisténi ochrany nebo
jednoznacéné identifikaci vlastnika licence softwaru ziskané v CNB;

branit spousténi nastroji slouzicich pro automatizované kontroly nainstalované¢ho
a spousténého softwaru a provadét ¢innosti, které by vedly ke zkresleni ziskanych dat
z téchto nastrojti.

Archivace elektronické poSty

Zprava zaslana tak, ze alespon jednim z adresatl zpravy je emailova adresa ...@cnb.cz, se
uklada soucasné s pfijetim i do dlouhodobého archivniho ulozisté.

Veskeré zpravy odesilané z emailové adresy ...@cnb.cz se uklddaji do dlouhodobého
archivniho ulozisté soucasné s odeslanim.

Kontrola pristupu na Internet

Z dtivodu zvlastni povahy &innosti CNB a z toho plynouci povinnosti zajisténi bezpeénosti
informacnich systémi CNB, z nichZ n¢které jsou soucasti kritické informacni infrastruktury



statu, jsou pristupy uZivateli na Internet ze sité CNB automaticky zaznamenavany
na urovni domén 2. fadu (tj. napft. idnes.cz).



Ptiloha €. 7

Bezpeénostni pozadavky CNB

Zhotovitel odpovida za to, Zze do objektii objednatele (dale jen ,,CNB*) budou vstupovat

nebo vjizdét pouze ti jeho pracovnici, ktefi jsou jmenovité uvedeni v pisemném seznamu

schvaleném CNB (dale jen ,,seznam®). Tato povinnost se vztahuje i na posadky vozidel
zhotovitele vjizdgjicich do garazi CNB za uéelem sloZeni a nalozeni nakladu. Seznam
zhotovitel predlozi CNB nejpozdéji den pied zahajenim praci.

Seznam bude obsahovat tyto polozky: jméno, pfijmeni a ¢islo prikazu totoznosti kazdého

z pracovnikli zhotovitele. Zhotovitel se zavazuje zajistit, aby vSichni jeho pracovnici

uvedeni v seznamu byli je§té pied predlozenim seznamu CNB proskoleni o podminkach

zpracovani osobnich udajii a o pravech subjektli udaji ve smyslu obecného natizeni

o0 ochran¢ osobnich udaju - Natizeni Evropského parlamentu a Rady (EU) 2016/679 ze dne

27. dubna 2016 o ochrané fyzickych osob v souvislosti se zpracovanim osobnich udajii

aovolném pohybu téchto tidaji a o zruseni smérnice 95/46/ES (dale jen ,,GDPR®).

Zhotovitel se zejména zavazuje, Ze vSichni jeho pracovnici uvedeni v seznamu budou

nejpozdgji do okamziku piedlozeni seznamu CNB pouéeni:

a) otom, zZe zhotovitel preda jejich osobni tidaje v rozsahu: jméno, piijmeni a ¢islo prikazu
totoznosti Ceské narodni bance, sidlem Na Piikopé 28, Praha 1 v ramci plnéni této
smlouvy, a to za uéelem ochrany prav a opravnénych zajma CNB (zajisténi evidence
osob vstupujicich do budovy CNB z diivodu ochrany majetku a osob a spravy
piistupového systému CNB);

b) o veskerych pravech subjektu wdajii, ktera mohou uplatnit vaci zhotoviteli a CNB,
zejména o pravu na piistup k osobnim tdajim, které jsou o nich zpracovavany, pravu
na ndmitku proti zpracovani osobnich udaji, pravu pozadovat napravu situace, ktera je
v rozporu s pravnimi predpisy, a to zejména formou zastaveni nakladani s osobnimi
daji, jejich opravou, doplnénim ¢&i odstranénim, jakoZ i o pravu podat stiznost k Utadu
pro ochranu osobnich udaji.

Za pouleni svych pracovnikii ponese zhotovitel viici CNB nasledné odpovédnost.

V ptipad€ nesplnéni povinnosti podle bodu 2. nahradi zhotovitel 0jmu, kterd v souvislosti

s uvedenym CNB vznikne, a to véetné piipadné nemajetkové ujmy vzniklé poskozenim

dobrého jména a dobré povésti, iymy vzniklé v dasledku postihu pravomocné ulozeného

CNB spravnim nebo jinym k tomu opravnénym organem vefejné moci a ijmy vzniklé CNB

v duisledku uspé$ného uplatnéni prav pracovnikil zhotovitele viiéi CNB.

PoZadavky na piipadné dopliikky a zmény schvaleného seznamu je nutno neprodlené

oznamit CNB. Piipadné doplitky a zmény seznamu podléhaji schvaleni CNB. Osoby

neschvalené CNB nemohou vstupovat do objekti CNB, pii¢emz CNB si vyhrazuje pravo
neuvadéet davody jejich neschvéleni.

Pii ptichodu do objekttt CNB pracovnici zhotovitele sdéli divod vstupu, prokaZi se osobnim
dokladem a podrobi se bezpecnostni kontrole. Osoby, které¢ nejsou uvedeny v seznamu,
nebudou do objekti CNB vpustény.

Schvaleni pracovnici zhotovitele musi dbat pokynt bankovnich policistl, které se tykaji
rezimu vstupu, pohybu a vjezdu do objektu CNB. Pracovnici zhotovitele budou do prostor
CNB vstupovat a v té&chto prostorach se pohybovat v rezimu navitév, to znamena vzdy
pouze v doprovodu zaméstnance CNB nebo zaméstnance referatu bankovni policie CNB.

V ptipadé¢ mimotadné udélosti se pracovnici zhotovitele musi fidit pokyny bankovnich
policistli nebo dozorujiciho zaméstnance CNB, a dale instrukcemi vyhlaSovanymi vnitinim



10.

11.

12.

rozhlasem CNB.

Pracovnici zhotovitele nesmi vnaset do prostor CNB nebezpeéné predméty, jako jsou
sttelné zbrané, vybusniny apod. O tom, co je ¢i neni nebezpecny predmét, rozhoduji
bankovni policisté v souladu s vnitinimi ptedpisy CNB.

CNB si vyhrazuje pravo nevpustit do objekttt CNB pracovnika zhotovitele, ktery je zjevné
pod vlivem alkoholu, drog nebo jiné omamné latky.

Bez pisemného povoleni CNB je zakazano fotografovani a pofizovani videozdznami
z interiéru objekti CNB.

Ve viech prostorech objekttt CNB je piisny zdkaz koufeni a pouzivani oteviené¢ho ohné.
O povoleni prace se zvySenym pozarnim nebezpecim pozada zhotovitel pisemnou formou
vzdy nejpozdé&ji jeden pracovni den pied zahajenim praci dozorujiciho zaméstnance CNB.
Déle se pracovnici zhotovitele musi zdrzet po§kozovani &i odcizovani majetku CNB, a dale
i jakéhokoli nevhodného chovani viiéi zaméstnanctim a navitévnikim CNB.

Pracovnici zhotovitele uvedeni v seznamu se musi pfed zapocetim vykonu prace
v objektech CNB seznamit, ve smyslu pfedpisii o pozarni ochrang, bezpe¢nosti a hygiené
prace, se specifiky danych objektii CNB (napf. zptsob vyhlaseni pozarniho poplachu,
uréeni ohlasovny pozéaru, sezndmeni s Unikovymi cestami, poplachovymi smérnicemi,
evakuadnim planem, umisténim vécnych prostfedkdi poZzarni ochrany apod.). CNB je
opravnéna kdykoliv podrobit kontrole kterékoliv pracovnika zhotovitele uvedeného na
seznamu ohledn¢ dodrzovani téchto predpist a ustanoveni.
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Ptiloha ¢. 9
Vyznamné soucasti realizacniho projektu

V zévislosti na konkrétni pouzité technologii bude realiza¢ni projekt obsahovat zejména
informace o:

zpusob zapojeni dodavanych technickych a programovych prostredktl do struktur
objednatele (zejména SAN a LAN);

logické konfiguraci prostfedka (napt. definice knihoven a drivli nebo konfigurace
RAID Group apod.);

systému vytvareni 3. kopie zalohovanych dat;
popis zabezpeceni na vSech trovnich proti neopravnéné modifikaci dat;
systému implementace a piidélovani drivli v DataProtector;

postupu prechodu na dalsi zafizeni.



Provedené testy

Pfiloha ¢. 10

Protokol o zkuSebnim provozu

Test PoZadovana Vysledek Poznamka"
hodnota
Parametry pro zilohovani
Kompatibilita s DataProtector ano
Kapacita (v kazdé lokalite) 4000 TB
Pocet paralelnich session 20
Celkovy vykon 2000 MB/s
Ptistupova doba k médiu -—-
Ptipojeni drivli FC/LAN
Ptipojeni drivi identifikace
Pfenos dat mezi objekty FC/LAN

Dostupnost

24x7, upgrade
mikrokédu a
vymeéna
komponent za
provozu

Ulozeni informaci

Zachovany po
vypadku
napajeni

Provadéni 3.kopie dat

Typ technologie

Pouze pro tGplnost — formalni
doplnéni

Provadeéni kopie dat-vykonnost

Bez ovlivnéni

Provadéni kopii nesmi

aktivity)

¢itelnost dat na
HDD

provadénych snizovat pozadovanou
zaloh vykonnost 200 MB/s
Provadéni kopie dat-Casova Ovliviiovani
okna casovych oken
stavajicich
backupti
Provadéni kopie dat-aktualizace | Zajisténi Jen v pripadé, Ze se replikace
média DB aktualizace déje na jiné Grovni nez DP
media DB
HDD (kontrola citelnost Automaticka Pouze doporucujici pozadavek
stop/sektort v dobé nizsi kontrola a navic jen v pripad¢, ze data

budou na HDD

Zabezpeceni

(bude kontrolovano dle
konkrétni vybrané technologie,
zde uvedeny body jen ramcove)

Povolené porty pro ptistup z minimalizace

LAN

Konfigurace managementu Minimalni
mozny piistup

Uity a opravnéni Minimalizace

Zajisténi proti modifikaci Nelze
modifikovat

Zajisténi proti smazani

Nelze smazat

Obecné pozadavky

Kompatibilita se servery

ano

Formalni kontrola

Kompatibilita s prostfedim
CNB

ano

Formalni kontrola




Deduplikace

Zajisténi
kontroly
shodnych
fetézci

Formalni kontrola

Komprese

Typ komprese
(HW/SW),
zajisténi vykonu

Formalni kontrola

Hmotnost

Max. 550 kg

Formalni kontrola

Rozméry

Maximalni
vyska 195 cm,
90 cmx 110 cm

Formalni kontrola

Napajeni

1-fazové, 230 V

Formalni kontrola

Zatéz SAN

Neni zbyteéné
zatizeni pro
vlastni rezii

Dohledovy nastroj

Bezpecnostni
kritéria, zasilani
informaci

Konfigura¢ni zmény

bezpecnost

* . /4 . 14 1A
) Ve sloupci ,,poznadmka“ je nyni uveden pouze komentaf

Optimalizace:

Typ optimalizace

Vysledek

Zalohovani

DP)

Drive — vykon (nastaveni parametr v

Kontrola fadného nastaveni poctu a velikosti
buffer atd.

Meédia — pocet, typ, velikost, format

Kontrola po¢tu médii, jejich typu (napf.
norewind), velikosti a formatu ve vztahu
k nastaveni drivli a ve vztahu k optimalni
rychlosti pouziti (zapis a ¢teni) médii

na discich)

Média — umisténi (jen v ptipadé€ uloZeni

Kontrola rozlozeni médii na RAID groupach
apod.

Celkovy vykon

Kontrola rychlosti a optimalniho rozlozeni
v kontextu navrzené technologie

drivu

RozloZeni backup session/ptidélovani

Kontrola, ze cely systém funguje optimalné ve
vztahu k nadefinovanym backup session, kopiim
do druhé lokality a ptidélovani drivil

") Ve sloupci ,,vysledek* je nyni uveden pouze komentaf
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Obsah realiza¢ni dokumentace

Realiza¢ni dokumentace systému zalohovani obsahuje nésledujici soucasti:

1. Dokumentace skutecného stavu systému zalohovani po implementaci technickych
a programovych prostfedki podle ¢l. I odst. 1 smlouvy, v niz bude zachycen popis
kone¢ného stavu a provoznich postupii, zejména:

skute¢ny stav zapojenti,

e nastaveni systému;

postupy pii provozu;

nastaveni komunikace ze zafizeni.

2. Havarijni plany obsahujici:

e zakladni postupy pii problémech spoluprace s DataProtector (napf. vymontovani
pasky z drivu, ptidani média, apod.);

e popis postupu pii béznych zdvadach, které nemaji zdsadni vliv na funkénost
knihovny (napf. vymeéna disku, vymeéna SFP modulu apod.);

vvvvvv

s knihovnou nebo jeji ¢asti (vypadky FC tras, vypadek celé knihovny, apod.).

Cilem této dokumentace neni nahrazeni dokumentace dodavané vyrobcem, ale zejména popis
specifik provozu v CNB a zvyraznéni nejéastéjSich postupti uvedenych v dokumentaci
vyrobce



